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Abstract

This paper introduces a medical platform based on microservice architecture, aiming to
improve the efficiency of medical services and doctor-patient interaction experience.
The platform uses Vue3 and TypeScript technology to develop the front-end interface.
The use of Vue3 and TypeScript technology makes the front-end interface more stable
and easy to maintain. The platform is developed based on ASP.NET 6 technology with
Restful style API interface, which provides a simple and scalable API interface. In
addition, the platform uses Consul to provide service discovery function. Consul, as a
service discovery tool, makes the governance of services more efficient and can improve
the reliability of the system, thus simplifying the operation of service governance. The
platform utilizes Rabbitmq for message processing. In order to make the system expand
horizontally, the WebAPI requests are forwarded to the microservice module through
Ocelot gateway, and Nginx is utilized and load balancing, reverse proxy and caching are
performed to reduce the pressure on the server. Platform functions include user
registration and login, online doctor search, online consultation and questioning, and
online drug purchase. Users can use JWT stateless login to improve the security and
convenience of login. This paper describes in detail the technical architecture, system
design and implementation of the platform. The platform provides hospitals with
efficient medical services and doctor-patient interaction and is expected to play an active
role in the medical field.
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1. Introduction

In today's era of rapid development of information technology, the medical industry is facing
significant challenges and opportunities. As the population ages and the number of patients with
chronic diseases increases, the conflict between supply and demand of healthcare resources is
becoming increasingly acute and the doctor-patient relationship is under tremendous pressure. On the
other hand, with the rapid development and application of information technology, the healthcare
industry must undergo digital transformation to meet current demands. Based on this background,
this platform has developed a microservices-based healthcare platform that aims to improve the
efficiency of healthcare services and enhance the doctor-patient interaction experience. Users register
on this platform and log in to the website. After logging in, users can quickly search for doctors in
different regions and conduct online consultation. After the consultation is completed, you can
purchase medicines directly. Compared with the traditional offline consultation method, the platform
provides more convenient operation pages and consultation process, and is equipped with a complete
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medical drug purchasing system, which significantly improves the quality and efficiency of medical
services. In the development process, the platform fully embodies the design principles of high
cohesion and low coupling, and adopts the architecture of front and back-end separation and axios
for data interaction. In addition, the platform uses JWT authentication mechanism to reduce the server
load. Multiple services are separated by microservice architecture, load balancing and reverse proxy
by Nginx, route forwarding service by Ocelot, and service discovery function by Consul, which
further improves the stability and reliability of the platform.

2. System Design

2.1 Demand Analysis

For the requirement analysis of this platform, three different identities of users should be considered,
including users, doctors and administrators. The administrator should be responsible for the
maintenance and updating of drug data, and should conduct research on drugs and take down drugs
with quality problems to ensure the quality of drugs. Doctors need a page that facilitates
communication and operation to provide high quality and efficient services to users. Doctors need to
answer users' inquiries and give appropriate diagnoses, and then recommend drugs for users. Users
should be able to search and select their appropriate doctor through the platform, communicate their
condition, and place orders for drugs according to their needs. In order to meet these needs, this
platform adopts the way of separating the front and back ends, and carries out the splitting of
functional modules. The front-end mainly includes: (1) user login page (2) user registration page (3)
website home page (4) doctor consultation page (5) doctor reply page (6) medicine page (7) shopping
cart page. The back-end mainly includes: (1) user login registration and logout module (2) doctor list
module (3) medicine module (4) order module (5) shopping cart module (6) address module.

The platform uses VSCode and VS2022 as development tools, and the front-end uses a Node.js
environment combined with the Vue3 framework and npm package manager to facilitate the
management of service dependencies. Net 6 framework-based ASP.NET Core technology was used
for the back-end and developed in C#. Unlike the traditional MVC architecture, this platform uses
Nginx and Ocelot to route, load balance and cache requests at the API gateway level, which can
effectively reduce the pressure on the back-end servers. For data storage, the platform adopts
Microsoft SQL Server database.

2.2 Functional Module Analysis

The platform uses JWT authentication framework, which does not need to verify the identity
information in every request sent, and can effectively reduce the burden of the server. At the same
time, the data sent from the back-end is paged to reduce the pressure of data transmission, and the
request for data can be continued during the browsing process. Separate front-end and back-end
development can make the front-end focus more on user experience and the back-end focus on
business logic. At the same time, different modules are encapsulated into corresponding interfaces
with microservices, making the program structure highly cohesive and low coupling. The backend is
based on MVC architecture, which uses asynchronous requests to process larger amounts of data and
provide more stable and reliable services. At the same time, all requests are forwarded by Nginx to
the API gateway, which is then responsible for routing, flow restriction, and other functions.

1.User login module design: For users who are not logged in, they can visit the home page, medicine
page, doctor consultation page, login page and registration page, but they cannot add medicine to the
shopping cart or communicate with the doctor. You can register with different identities first. After
entering your email, a verification code valid for three minutes will be sent, and here the verification
code is cached by redis to improve the access speed. There are two kinds of registered users, one is
ordinary user, who can normally visit online, add drugs to shopping cart, buy drugs and other
operations. The other type is doctors, who need to improve their personal information in the
registration stage.
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2.Doctor consultation module design: users search doctor information through the search bar, view
doctor details and doctor's consultation records, and facilitate users to select doctors for consultation.
Also, it is possible to search for the nearest doctor according to the address field. Doctors can provide
personal information based on the registration for patients to inquire, and also can modify personal
information after registration. Doctors can reply to patient messages in a timely manner and provide
patients with diagnosis results, treatment advice and recommended medications.

3. Drug module design: users can view drug details, add drugs to the shopping cart, evaluate drugs
and other operations. Doctors can upload drug details, modify drug details, etc. It should be
considered how to deal with the bad evaluation of drugs, such as whether to notify the doctor to
modify or take down the drug.

4.Shopping cart module: After successful login, users can add the drugs they need to the shopping
cart when browsing drugs on the platform, and multiple drugs can be added. Users can check the
information of added drugs in the shopping cart, including drug name, quantity, price and other
information. Users can modify the number of drugs already added in the shopping cart, and increase
or decrease the number of drugs. Users can delete the drugs they don't need from the shopping cart.
The price of the drugs in the shopping cart needs to be calculated in real time so that the user knows
the total price of the drugs he/she has purchased. Once the user confirms the purchase, the information
in the shopping cart needs to be passed to the order module for processing, order generation and
payment.

5.0rder module: After the user logs in successfully, the user can check the drugs in the shopping cart
page and then click Settlement, the system will generate a new order and save the order information
in the background database. The order information includes drug name, unit price, quantity, total
price, consignee address, etc. The user can pay for the order through various payment methods
supported by the platform (such as Alipay, WeChat, bank card, etc.), and the order status will be
changed from unpaid to paid after successful payment, and the system will send the successful
payment information back to the user. The backend administrator can view all orders through the
order management function provided by the platform, including order details, order status, etc., and
can operate on orders, such as canceling orders, modifying order status, etc.

6.Address module: Users can add a new delivery address on the personal center page, including the
consignee's name, contact phone number, province and city, detailed address and other information.
Users can modify and delete the existing delivery address, such as changing the contact phone number,
modifying the detailed address, etc. Users can select existing shipping addresses when submitting
orders, and the backend needs to be able to query users' existing address information and provide it
to the frontend for display. The backend needs to manage the delivery address, including adding,
modifying, deleting addresses and other operations, and at the same time needs to check and
standardize the address information to ensure the accuracy and integrity of the address information.

2.3 Microservice Design

Microservices are an architectural pattern that splits complex applications into multiple small,
independent services. Each microservice has its own business logic and can be deployed, upgraded,
extended and replaced independently. In a microservices architecture, an application is split into
multiple services, each of which can run independently and interact through APIs or message queues,
making the entire application more flexible and scalable.

In this project, a microservice architecture is designed to implement a medical service platform. By
splitting different business functions into independent services, the scalability and maintainability of
the services can be better achieved.

For services with high concurrent access, load balancing technology is needed to spread requests
across multiple service instances to achieve high availability and load balancing of services. API
gateways are an important component in microservice architectures that enable request routing,
authentication and security, etc. API gateways can aggregate multiple microservices together and
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provide a unified interface for front-end use. In addition, deploying these services in Docker
containers makes the services easier to deploy and upgrade, and can effectively solve the problem of
high order concurrency. The microservice clustering request schematic is shown in Figure 1.

. . . 3.Service l1 .Forward request
Service Registration and =
Discovery Center discovery API Gateway Reverse Proxy
Consul 2.Request Ocelot 6.Responding Nginx
Service Address to requests
4.Request 5.Corresponding
0.Service|Registry Services request

Microservice cluster

Microservices 1 Microservices 2 Microservices n

Figure 1. Schematic diagram of the request processing process of the microservice governance
system

The microservice architecture enables better division of labor and cooperation among teams.
Different members can be responsible for developing, testing, deploying, and operating and
maintaining different microservices, thus making the whole development process more efficient and
flexible. At the same time, microservices also allow teams to better respond to business changes and
requirement changes because we can more easily make changes and upgrades to each individual
service without affecting the rest of the application as a whole.

In conclusion, microservice architecture provides more flexibility and scalability while implementing
complex applications. In this project, we achieve high concurrent processing and business expansion
of the medical service platform through the design of microservices, which improves the overall
performance and user experience of the platform.

3. Overall Design and Implementation

3.1 Platform Page Design and Implementation

The overall design of the platform page is divided into the following parts: login page, registration
page, website home page, doctor consultation page, doctor reply page, medicine purchase page and
shopping cart page.

After entering the homepage of the website, the first page is the login page, if you have not registered
yet, you can click to jump to the registration page. After successful login, it will jump to different
pages according to different user status. Ordinary users will jump to the homepage of the website,
and doctors will jump to the page of responding to patients. In the home page, you can jump to the
shopping cart page, order page, doctor consultation page, etc. The jumping between these pages is
realized by Vue-Router. Meanwhile, the platform uses Axios for asynchronous interface requests that.

In the specific implementation the platform also uses the form component provided by Element Ul
for data transfer and processing through Axios.

Some of the pages are displayed as follows:

SFEHETHLILE

Figure 2. Website home page
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Figure 3. Drug purchase page
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Figure 4. Login page Figure 5. Registration page

In terms of specific implementation details, we define routing rules in the router. The Axios instance
includes error handling, response timeout, etc. The Element-Plus component is used to check the
email and password rules on the registration page and to auto-complete the input box on the drug
display page.

Overall, the platform pages are implemented using modern technology to meet the needs of users
while providing a good user experience and scalability.

3.2 Platform Back-end Design and Implementation

The back-end of the platform uses the idea of layered design to decouple the project as follows:

Service layer: The back-end uses C# as the development language and is developed based on the
ASP.NET Core framework, while using Swagger Ul tools to generate RESTful API documents.

Database layer: use SQL Server as the main database, through the ORM framework Entity
Framework Core to operate the database, using Code First pattern for database design, so that the data
model and code implementation are separated, easy to maintain.

Microservice layer: Deploy each independent service through Docker containers and use Consul as a
centralized platform for service registration and discovery to achieve automatic service discovery,
load balancing and fault recovery.

Security: JWT Token is used to achieve user authentication and authorization to strengthen the
protection of sensitive information, while HTTPS encryption protocol is used to guarantee the
security of data transmission.
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Performance optimization: Redis is used as a caching database to cache commonly used data and
results to reduce database access pressure, while performance monitoring tools and logging systems
are used to monitor application performance and failures in real time for tuning and optimization.

The detailed design and implementation process is as follows:

Firstly, we introduced EntityFrameworkCore.Tools, Identity.EntityFrameworkCore, JsonPatch,
AutoMapper, AspNetCore.Mvc.NewtonsoftJson, in the project's Nuget package, JwtBearer, Redis,
Stateless, Swagger, and other extension packages. The injection of the corresponding service
dependencies is completed in Program.cs, and controllers such as Cart, Goods, Order, and User are
created. Then, the connection to the database was completed in DbContext and the seed data was
initialized. The mapping of Models to Dtos was completed in Profiles with the help of AutoMapper.
Entities were defined in Models and JsonPatch was used to complete the data format. Finally, four
operations related to data tables were implemented for each Models.

3.2.1 Consul Service Registration and Discovery Center Establishment

Ocelot gateway can perform simple load balancing functions. However, it does not provide a health
check function, and the registration of services can only be added manually in the configuration file.
Consul is a horizontally scalable registry with service governance as its primary role; Consul can
effectively detect the running status of services and automatically create new services to replace them.
You can also add services without restarting Nginx during the service addition process.

The implementation is as follows: Name a configuration object named "GlobalConfiguration", which
contains two properties. The first property is "BaseUrl", which specifies the external address of the
gateway as "https://localhost:7125". The second property is "ServiceDiscoveryProvider", which
specifies a service discovery provider that uses Consul to provide service discovery.
ServiceDiscoveryProvider" object contains three properties: "Host" specifies that the address of
Consul is "127.0.0.1"; "Port" specifies that the port number of Consul is "8500"; and "Type" specifies
that Consul is used to provide service discovery and that every request is made to Consul will be
requested for each request.

3.2.2 Ocelot Configuration

Ocelot is an API gateway developed on .NET Core that helps organizations consolidate disparate
microservices into a single API endpoint. Ocelot's main features include routing, load balancing,
authentication and authorization, request aggregation, caching, etc. The specific steps are as follows:

L.NET Core project named "Gateway" and add Ocelot dependencies. This command will create a
Web API project and add Ocelot dependencies to the project file. Specifically, this command will do
the following two things:

® Use the dotnet new webapi -n Gateway command to create a Web API project named
"Gateway".
® Use the dotnet add package Ocelot command to add Ocelot dependencies to the project file.

2.Create a configuration file named "ocelot.json" to configure Ocelot, which can be placed in the root
of the project. In this file, configure the routing rules of the API gateway, the addresses and ports of
the downstream services, etc. Specifically, the contents of this file should be a JSON object containing
an array named "Routes", each array element representing a routing rule. Each routing rule consists
of the following attributes:

® DownstreamPathTemplate: indicates the path template of the downstream service, e.g.
/api/Values.

® DownstreamScheme: indicates the protocol of the downstream service, such as http or https.

® DownstreamHostAndPorts: indicates the host name and port number of the downstream
service, e.g. localhost:5001.

UpstreamPathTemplate: indicates the path template of the API gateway, e.g. /api/values.
® UpstreamHttpMethod: denotes the HTTP method of the API gateway, such as Get.
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3.Add Ocelot's middleware to the .NET Core application. This step consists of two operations:

® In the Startup.cs file, in the ConfigureServices method, call the
services.AddOcelot(Configuration) method to register the Ocelot service.
® In the Configure method of the Startup.cs file, call the app.UseOcelot(). Wait() method to
use the Ocelot middleware.
4. Configure the global settings of Ocelot in the appsettings.json file. Specifically, the contents of this
file should be a JSON object containing a property named "Ocelot" whose value is an object
containing the properties "Routes" and "GlobalConfiguration". The value of the "Routes" property is
an array of routing rules, the same as the "Routes" array in step 2." The value of the
"GlobalConfiguration" property is an object containing the "BaseUrl" property, which represents the
base URL of the API gateway.

4. System testing

4.1 Registered User Test

In the test for registered users, the verification code is first received by mailbox, and then user
information is entered, the specific test process is shown in the following figure:

Code Details

200

Response body

s
"error": null,
"data": null

}

Response headers

content-type: application/.

date: Mon, 17 Apr 2023 07:45:14 cMT
sexvar: Kestrel

Responses

Figure 6. Interface for sending CAPTCHA

Closed regional integration platform
EEA: BB <476690826@qqg.com>
Bf 18: 2023548178 (B8—) T43:45

Wit BRY <476690826@qq.com:

FEEHEIMCRIP, BRIXIESI: 148157, =HHREA

Figure 7. Mailbox to receive the verification code

EEEM /apifusex/Register iz ®

Parameters Cancel Reset

No parameters

Request body application/json-patch+json v ]

Figure 8. Registration interface test

149



International Core Journal of Engineering Volume 9 Issue 6, 2023

ISSN: 2414-1895 DOI: 10.6919/ICJE.202306_9(6).0018
Code Details
200 Response body

{
"code": »
"msg™: "HREI",

"error”: null,
"data": null
}

Response headers

Responses
Code Description Links
200 No links
Success
Figure 9. Registration success prompt
4.2 Adding Goods Test

The following are specific tests of added goods:

5.

o8 /api/Goods SIEER N

Parameters Cancel Reset |

No parameters

Request body application/json-patch+json v ]

“quantity”: 10,
“url”: “http://tongque. xyz/inages/31. jpg”

Figure 10. Adding goods

Code Details

200 Response body

null,

9338f -e3de-4429-a472-1b3a51¢9f 86",
AR,

EE. AIFAE. RTHES, BRSME, ERERER. NBEH. SUFR. LRANE. OXWT. ",

>
tp://tongque. xyz/images/31.3pg",

Responses
Code Description Links
200 No links
Success
Figure 11. Add goods success prompt
Conclusion

Microservices-based healthcare platform is an ever-changing and evolving field, especially in the
current digital era. With the rapid development of information technology and mobile Internet,
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people's demand for healthcare services has also been increasing. Therefore, microservices
architecture-based healthcare platforms have become the future trend in healthcare.

In this paper, the design and implementation of a medical platform based on microservice architecture
is discussed. First, the current development status of the healthcare industry, as well as the current
challenges and opportunities are analyzed. Then, the advantages and features of the microservice
architecture are introduced, and the prospects of its application in the medical field are described.
Then, the design and implementation of the medical platform based on the microservice architecture
is described in detail, including the front-end design, back-end design and database design.
Immediately after that, the details about the construction of Consul service registration and discovery
center and the configuration of Ocelot gateway are described. Finally, the testing of the system was
completed.

The microservice governance system solves the microservice governance problem, and the system
structure of microservice alleviates the system burden problem that may arise from high-frequency
reading and writing of the [oT platform, making the system easy to expand, easy to maintain, efficient
and stable.

By exploring the design and implementation of the medical platform, this thesis aims to provide some
useful references and lessons for the research and development in this field. It is believed that with
the continuous development of technology and application, the medical platform based on
microservice architecture will become an important support and driving force for digital
transformation in the medical industry.
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