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Abstract

The utilization of Unmanned Aerial Vehicle (UAV) swarm networking technology holds
significant potential for a wide range of applications, facilitating effective collaboration
among UAVs to accomplish various tasks. Hybrid routing protocols play a critical role in
ensuring seamless communication and efficient data transfer within a swarm network
of UAVs. In this article, we begin by discussing the categorization of the routing protocols
employed in UAV swarm networks, and the evaluation metrics used to assess their
performance, as well as the communication and application architectures of UAV swarm
networks. Following that, our predominant focus will be on the typical hybrid routing
protocols based on topological and geographical information. Our analysis will
encompass their underlying principles, application scenarios, performance, and
proposed issues and challenges to contribute to the thorough comprehension and
knowledge of routing protocols for UAV swarm networks, with a specific emphasis on
the typical hybrid protocols based on geographic and topological information.
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1. Introduction

With the rapid development and widespread application of Unmanned Aerial Vehicle (UAV)
technology, the UAV swarm network, as an emerging communication and collaborative operation
technology, has caught extensive attention and research. A UAV swarm network consists of multiple
UAVs and can perform various complex tasks through collaborative work, such as search and rescue
missions, agricultural and livestock production, environmental monitoring, and military
reconnaissance. Nevertheless, efficient communication and data transmission between multiple
UAVs is necessary for the UAV swarm network to function effectively. To achieve this, routing
protocols play a critical role. While conventional routing protocols, such as AODV (Ad hoc On-
Demand Distance Vector), DSDV (Destination-Sequenced Distance Vector), and ZRP (Zone Routing
Protocol), are partially applicable to UAV swarm networks, they do come with certain limitations.
The topology structure of the network is dynamically changing and complex, and it requires more
flexible and optimized route selection methods.

To address this issue, hybrid routing protocols based on geographic and topological information have
been gradually developed. By utilizing geographic information, route selection can be optimized, as
well as reducing overhead and delay. Topological information describes the connection relationships
between nodes in the UAV swarm network, helping the network adapt to changes in the topology
structure and achieve efficient communication. Then, the limitations of geographic routing protocols
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and topology based on routing protocols in UAV swarm networks are discussed, leading to the
demand for hybrid routing protocols.

The objective of this survey is to review typical hybrid routing protocols for UAV swarm networks
based on geographical and topological information. The article initially outlines the categorization of
routing protocols for UAV swarm networks and introduces common evaluation metrics. UAV
communication and application architectures are also discussed in this section. Subsequently, a brief
analysis of topology-based routing protocols and geographic routing protocols is illustrated before a
detailed analysis of hybrid routing protocols based on geographic and topological information is
provided, including their design principles, merits and drawbacks, and comparison, along with the
exploration of issues and challenges. Finally, a succinct summation is presented, encapsulating the
key findings and insights gleaned from the analysis.

2. Architectures, Categorization and Metrics

2.1 Architectures of UAV Swarm Networks

This section focuses on exploring communication architectures(Figure: 1) and architectures based on
cooperation and collaboration (Figure: 5).

2.1.1 Communication Architectures of UAV Swarm Networks

Communication architectures of UAV swarm networks play a crucial role in governing the exchange
of information between UAVs as well as between UAVs and control infrastructures. Taking into
account the number of UAVs and their heterogeneity, they are categorized into single-tier and single-
cluster, single-tier and multi-cluster and multi-tier and multi-cluster.

a
=>forward the information to the lower layer UAVs

Figure 1. Communication Architectures of UAV Swarm Networks

Single-tier and Single-cluster (Figure 2): A single UAV takes on the responsibility of serving as a
communications relay between the drone network and the ground infrastructure, acting as a gateway
node.

Single-tier and Multi-cluster (Figure 3): All UAVs are organized into multiple clusters, accounting
for the homogeneous UAVs, in each cluster, there is a gateway node responsible for communicating
with the infrastructure.

Multi-tier and Multi-cluster (Figure 4): The UAV network, composed of heterogeneous nodes with
varying capabilities, is divided into different layers, with each layer further organized into multiple
clusters.

2.1.2 Cooperation-and Collaboration-based Architectures of UAV Swarm Networks

It can be classified into two categories based on the degree of coordination and cooperation required
among UAVs to accomplish tasks: tightly coupled nodes and loosely coupled nodes.

(1) Tightly Coupled Nodes Architecture: To ensure effective task execution, a high degree of
coordination and cooperation is required among all the UAVs. This can be further divided into two
distinct architectures: physically-linked and formation-based architectures.
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Physically-linked Architecture (Figure: 6): Interactions among nodes in the network necessitate
physical couplings to collaborate in the lifting and transportation of objects [10], and synchronizing
information exchange, including coordination commands and waypoints [14].

Figure 2. Single-tier and Single-cluster

Formation-based Architecture (Figure: 7): In the formation-based architecture, there are no physical
constraints, but strict adherence to missions and various constraints such as distance, direction, and
flight plans is required in the UAV network. This kind of architecture is applied in active
reconfigurable sensing systems, exploring and mapping, as well as searching and surveying [10].

Besides, an efficient formation control algorithm is necessary to ensure that UAVs maintain their
formation flight while carrying out missions, taking into account the processing power and energy
constraints of the UAVs. Common approaches for designing formation control include consensus-
based methods [17], leader-follower methods [18], and virtual leader methods [11], [14].

(2) Loosely Coupled Nodes Architecture: This architecture can be categorized further into labor
division and swarm cooperation architectures, requiring a relatively lower degree of coordination and
cooperation between nodes for task implementation [14].

Labor Division Architecture (Figure: 8): To accomplish a common overall task for the entire system,
multiple UA Vs autonomously execute their respective subtasks. Besides, maximizing the cooperation
efficiency and guaranteeing appropriate coordination among the UAVs for successful mission
completion is the predominant topic that merits further exploration and development. This kind of
architecture can be employed in multi-UAV cooperative perception tasks such as autonomous
detection and monitoring of forest fires [10].

Swarm Cooperation Architecture (Figure: 9): An extremely large number of homogeneous nodes,
often micro-UAVs, are engaged in tasks requiring repetitive activities across a vast range of
geographic areas [14]. Cooperation among the nodes is not explicitly programmed but emerges from
the interactions between nearby nodes. An example of applications utilizing this architecture is the
search for evading targets [10].

2.2 Categorization of Routing Protocols for UAV Swarm Networks

Figure 10 depicts the schematic representation of the categorization, presenting an overview of the
classification of routing protocols for UAV swarm networks. These protocols can be classified into
four categories: Topology-based routing protocols, Geographic routing protocols, Bio-inspired
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routing protocols, and Hybrid routing protocols Based on Geographic and Topological Information.
Within the Topology-based category, two main types are distinguished, flat routing and hierarchical
(cluster-based) routing, depending on the assigned roles and responsibilities of nodes within the
network. Depending on the way routing information is acquired and maintained by the UAVs in the
network [14], Flat Routing Protocols can be subdivided into three categories: proactive, reactive, and
hybrid routing schemes.

Figure 3. Single-tier and Multi-cluster

K .
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Figure 4. Multi-tier and Multi-cluster

Proactive Routing Protocols (table-driven protocols): Each UAV preserves and maintains routing
information related to the paths to other nodes in its respective routing tables in real-time, and the
routing table information is shared and updated periodically among the UAVs in the network.

Reactive Routing Protocols (on-demand protocols):

A UAV triggers a route discovery process only if it has data packets to send and has no routing path
to the destination UAV in the network [14]. It is introduced to alleviate the limitations of proactive
routing schemes regarding bandwidth and power consumption by reducing the route management
overhead, which means decision-making only when packet transmission is required, without the fixed
path selection mechanism, easing the bandwidth and power constraints of proactive routing schemes
by reducing route management overheads. The process of discovering a route is initiated only when
there is a need for transmitting packets. There is no fixed route selection mechanism, which helps
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mitigate the overheads associated with route management. This approach also helps in addressing the
concerns related to bandwidth and power limitations that are generally associated with proactive
routing schemes.

Figure 5. Architectures Based on Cooperation and Collaboration

Hybrid Routing Protocols Based on Proactive and Reactive Routing Protocols: Combines the features
of proactive and reactive routing techniques to overcome the maintenance overhead of proactive
routing and the high bandwidth and high latency overhead led by reactive routing.

Utilizing local information, geographic routing is a distributed packet forwarding method that
leverages GPS technology embedded in each UAV. Individual nodes only need to know the location
of neighboring and destination UAVs, eliminating the demand for proactive maintenance of routing
tables or reactive route discovery. By minimizing routing overhead, bandwidth, and energy
consumption, geographic routing offers a higher efficient and cost-effective option for packet
forwarding. (It requires each UAV to have a GPS embedded.) Additionally, Geographic routing
mainly employs greedy forwarding techniques for packet forwarding and recovery mechanisms in
case of greedy failure.

Geographic routing can be further divided into two categories, DTN and Non-DTN.

Non-Delay Tolerant Networking (Non-DTN) routing protocols use a technique called greedy
forwarding. By employing this, each node selects the next closest forwarding node to the destination
from its neighboring nodes and forwards the data packet accordingly. However, if the node with the
data packet has no neighboring nodes close to the intended destination except itself, the greedy
forwarding mechanism fails.

Delay Tolerant Networking (DTN):

To tackle the issue of topology susceptibility, sporadic connectivity and network partitioning, DTN
routing relies on node mobility and a message buffering technique known as the Store Carry-Forward
technique [6]. When the construction of real-time end-to-end paths becomes challenging or
impossible, routing protocols must implement a “’store-and-forward” strategy. In this strategy, data is
gradually moved and stored throughout the network with the expectation that it will ultimately reach
its intended destination. However, latency becomes the major hurdle for DTN, particularly in
applications that prioritize timeliness.

Bio-inspired routing can essentially be considered a type of topology-based routing but is categorized
separately due to different technical approaches. Ant colony optimization-based polymorphism aware
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routing (APAR) [19] and Boids of Reynolds-AODV (BR-AODV) [2]are the typical representatives
of Bio-inspired routing protocols.

Figure 6. Physically-linked Architecture

The essence of BR-AODYV is ”Boids of Reynolds [13] method+AODV™, i.e. the combination of
reactive route exploration with AODV and the maintenance of connectivity of links during packet
transmission with the Boids method, but the route maintenance mechanism of AODV is replaced by
a mobility control mechanism.

The essence of APAR is ”ACO+DSR?”, i.e. the combination of the traditional DSR strategy and the
Ant colony optimization. Pheromone here, shoulders the responsibility of calculating the hop count,
route stability, and route congestion level, obtained in the phase of exploration is employed for path
forwarding.

Hybrid routing protocols based on geographic information and topology information are temporarily
skipped here because they are specifically discussed in detail in the third section of the article.

The comprehensive categorization of routing protocols for UAV swarm networks is depicted in
Figure 10.

2.3 Evaluation Metrics

(1) Delay: Delay is the time experienced by the data from the sender to the receiver, including
transmission delay, queuing delay, processing delay and so on. Here we only focus on the
transmission delay and queuing delay. The total delay of a packet’s next-hop transmission can be
calculated as Equation 1, where DT(t) is the transmission delay and Ws is the queuing delay.

Dttl(t) = DT(t) + Ws (1)

The transmission delay DT(t) is the time required to push all the bits of a packet to the link. Owing
to U2U can be seen as LoS links, so here the free space propagation model is employed as a
transmission model. Assuming that all packets have the same size, the transmission delay experienced
by the packet at the next hop is determined by the data rate of the link, calculated by Expression 2,
where N is the packet size, and R(t) is the transmission rate of the next-hop link, which can be
computed by Equation 3.

N
Dr(t) = 70} ()
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R(t) = wlogy(1 + (1)) 3)

Figure 7. Formation-based Architecture

w is the bandwidth of the link, and y(t) is the SNR of the link, which can be expressed as Equation 4
where Pu is the transmission power of the UAV, Au is the wavelength of the carrier wave, Du(t) is
the distance between the UAV and the ground receiver, au is the path loss exponent, and Ns is the
noise power at the receiver. The noise here comes from other losses which are not related to
propagation losses. It may include system losses such as antenna losses, transmission line attenuation,
various filter losses, etc., which are usually greater than or equal to 1.

P, )2

47)2 - Dy (t) % - N, @)

y(t) = (

The queuing delay Ws can be computed based on the M/M/1/N/ + o queuing system, where the
average waiting time for a packet in the queue is given by Equation 5:
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where a is the expected arrival rate of packets into the queue, and d is the expected departure rate of
packets from the queue, both of which follow a Poisson distribution.

Finally, the total delay should satisfy the delay constraint &, which can be defined by Expression 6:
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Figure 8. Labor Division Architecture

where DQos is the maximum allowed end-to-end delay for the packet, and Ds2c (t) is the delay
experienced by the packet from the source node to the current node.

(2) Energy Consumption: Energy consumption is the amount of energy consumed by the nodes in
performing communication and routing processes. For scenarios such as wireless networks or mobile
devices, energy consumption is an important performance metric that needs to be considered for
energy-efficient performance so that the nodes can run for longer periods of time.

Single-hop energy expenditure can be calculated by Expression 7, where ER represents the energy
consumption of the receiver UAV j, ET denotes the energy consumption of the sender UAV i
including the energy consumption of radio electronics and power amplifier, Nbit is the bits number
of packet, y(i,j) is the representation of the Euclidean distance between node i and j in three-
dimensional space, and 0t is the distance switching threshold of the above two models, Eel is the
energy consumption of the radio electronics per bit [12]. Besides, the energy consumption factor of
the power amplifiers is nfs in the free space model and nmp in the multipath fading model [7].

Er = Npit X Eer ,
By — Nyit X s X P(4,5)% + Npit X Eet , ¥(i,§) < 6- (7
Npit X Nmp X Y (3, 5)* + Noit X B, ¥(i,5) > 0

Esin-hop = ER + ET

The overall single-hop energy consumption is the sum of ER and ET, and the overall energy
consumption of multi-hop transmission can be calculated by Formula 8 where Nh is the total hop
count of the packet pktu [1].
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Nh
Emul—hoppktu = 2 Esin—hop (8)

(3) Throughput: Throughput refers to the number of successfully received packets at the destination
node within a specified period [8].

(4) Packet Delivery ratio(PDR): PDR is determined by calculating the ratio of the number of packets

successfully received at the destination node to the total number of data packets sent from the source
node [8].
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Figure 9. Swarm Cooperation Architecture

(5) Routing Overhead: To keep up-to-date information about network routes, routing algorithms
generate small-sized packets, called routing packets. One example of such a packet is a HELLO
packet, which is used to check whether the neighbour node is active. Note that routing packets do not
carry any application content as data packets do. Both, routing and data packets have to share the
same network bandwidth most of the time, and hence, routing packets are considered to be an
overhead in the network. This overhead is called routing overhead. A good routing protocol should
incur less routing overhead.

(6) Scalability: Scalability refers to the network’s ability to accommodate a growing number of UAVs.
As the number of drones increases, the network should be able to handle the increased traffic, manage
the communication between nodes effectively, and ensure reliable connectivity.

3. Hybrid Routing Protocols based on Geolocation and Topology Information

3.1 Topology-based Routing

The topology information of the nodes in the network is utilized for sending data packets in the
topology-based approach. One key characteristic of the so-called ’topology-based” approach is that
the complete path from the source node to the destination node (S — D) is determined before
transmission (multi-hop). Proactive routing protocols exhibit the superiority of low latency in route
acquisition and are suitable for applications with real-time requirements owing to the timely update
of routing tables and accurately reflecting the topology of the network. However, Proactive routing

190



International Core Journal of Engineering Volume 9 Issue 10, 2023
ISSN: 2414-1895 DOI: 10.6919/ICJE.202310_9(10).0024

cannot cope with the dynamics of flying nodes well, because as links frequently change, quite a lot
of bandwidth and node energy is consumed, as well as wasting resources to construct and reconstruct
the routes that are used less, even have never been used when the scale of networks is expanded and
the mobility is enhanced.

When the network is not heavily loaded, topology-based reactive routing protocols require a small
routing information cache and the control signal overhead is much smaller than that of proactive
routing protocols, but reactive routing protocols must wait for a route to become available before
sending data because the source node needs to perform route discovery before the data is transmitted,
that means routing convergence time and transmission delay are large.

Figure 10. Categorization of UAV Swarm Network Routing Protocols

Although topology-based hybrid routing protocols can synthesize the most distinguished features of
both proactive and reactive, the respective deficiencies of proactive and reactive cannot be
fundamentally avoided, for example, the change in node density still affects the efficiency of data
transmission within the network, and the increase in node mobility leads to a decrease in packet
transmission rate and an increase in delay, and high node densities also bring about greater routing
overheads. So hybrid routing has moderate performance in all aspects, aspects such as cluster size or
proactive reactive routing in practical applications affect the performance.

Topology-based hybrid routing protocols can synthesize the most distinguished features of both
proactive and reactive routing techniques [16] to overcome the maintenance overhead of proactive
routing and the high bandwidth and high latency of reactive routing. Moreover, these routing
protocols exhibit favourable PDR and scalability. However, in scenarios with high node mobility and
dense networks, an upsurge in control signal overhead will occur [14].

3.2 Geographic Routing Protocols

Geographic routing is a routing approach that relies on local information supported by GPS
technology. This method eliminates the necessity for proactive maintenance of routing tables or
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reactive route discovery. Instead, individual nodes only need to be aware of the locations of
neighbouring UAVs and the destination UAV. By leveraging this localized information, each node
can make routing decisions based on geographic proximity, without the need for extensive updates to
routing tables or the initiation of route discovery processes.

While geographic routing protocols offer several improvements and advantages, it is crucial to
acknowledge their drawbacks. Some of the notable drawbacks of geographic routing protocols are
outlined below:

(1) Routing void and Local Minima: a UAV is unable to find a neighbouring node within its
communication range that offers a shorter distance to the destination than its own position when
implementing the Greedy Forwarding strategy, which could result in a deadlock that hinders the
delivery of data and packet loss. Moreover, nodes may get trapped in local minima, where they
converge to suboptimal paths due to limited local information.

(2) High hardware and precise geolocation information demand: UAVs heavily rely on GPS devices
as the primary source of location information to determine the shortest routing path. So ensuring high-
quality GPS devices and reliable geolocation information is essential for successful UAV routing.
Any inaccuracies or errors in the GPS data can lead to suboptimal routing paths and could impact the
performance of the routing protocol.

(3) The absence of load balancing and energy efficiency considerations: Neglecting these metrics can
impact on Quality of Service (QoS) and lead to network congestion, imbalance distribution of traffic,
and suboptimal resource utilization. Additionally, the lack of energy-efficient routing strategies can
result in excessive energy consumption and reduced network expanse.

(4) Packet loss rate (PLR) and delay may be high in highly dynamic and sparse networks.

3.3 Typical Hybrid Routing Protocols based on Geolocation and Topology Information

Hybrid routing protocol based on geolocation information and topology information is a type of
routing protocol that combines the advantages of Geographic routing protocols and topology-based
routing protocols and uses the UAV’s location information and neighbour topology information for
routing selection and maintenance to improve routing performance and reliability.

The main concept of this type of routing protocol in a UAV swarm network is that each node has
access to its own location information, including coordinates or GPS data, as well as the location
information of its neighbouring nodes. Additionally, the node has an awareness of the network’s
topology, including information about the connectivity and relationships between nodes. Leveraging
this information, various routing strategies are employed to determine the suitable next-hop node for
forwarding the packet towards the destination.

Several typical hybrid routing protocols based on geolocation and topology information are analyzed
below.

3.3.1 Reactive-Greedy-Reactive (RGR)

The Reactive-Greedy-Reactive [9] (RGR) routing protocol is a hybrid routing strategy that combines
reactive and greedy-forwarding strategies for more efficient and reliable data transmission in UAV
swarm networks [15]. The protocol consists of two phases:

(1) Preparation and Route Discovery Phase: In this phase, each UAV exchanges its geolocation
information and neighbour list by broadcasting messages to construct a local topology view. Then,
the source node starts flooding to send a route request (RREQ) message, the destination node receives
it and replies with a route reply (RREP) message, and the source node receives the RREP and starts
to formally transmit packets.

(2) In the data transmission phase, each UAV uses different routing patterns based on the destination
and priority of the packet, as well as its own location and neighbourhood information. These routing
patterns include:
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Reactive mode: The UAV forwards the packet based on the reactive path established during the route
discovery phase, and once there is no valid reactive path available in the routing table, indicating a
broken or expired route or other reasons that lead to reactive mode fails, the greedy forwarding is
evoked.

Greedy mode: The UAV selects the neighbour closest to the destination as the next hop node to
maximize the progress of each hop. If there is no neighbour node closer than itself, it enters
forwarding mode.

When reactive mode fails, the routing error message RRER is returned to the source UAV along the
original route, and simultaneously, the current UAV forwards the packet to the nearest neighbour
UAV to the destination node. When this nearest neighbour UAV to the destination UAV receives the
packet it first verifies whether the routing table contains a reactive path to the destination node. If a
valid reactive path to reach the destination is found, it will be used to forward the packet. If no reactive
path exists, the greedy approach will continue to be utilized and the aforementioned process will be
repeated.

When no closer neighbour UAV can be found, indicating the presence of local minima problems or
network voids, the source node that receives an error message RERR broadcasts another RREQ to
reconstruct a new reactive route.

Reactive-Greedy-Reactive (RGR) routing protocol exhibits a superior packet delivery rate compared
to AODV, along with a smaller end-to-end delay. However, it is worth noting that RGR incurs a
higher routing overhead due to the multiple broadcasts of control packets associated with multiple
routing requests [14].

3.3.2 RGR with Scoped Flooding and Delayed Route Request (RGR-SFDRR)

To mitigate flooding after a reactive routing failure, one approach is to restrict the RREQ packet
traffic to specific and relevant UAV regions within the network where the target is located. As a result,
RGR-SFDRR, an enhanced variant of the RGR routing protocol, is proposed, which helps reduce
unnecessary broadcasts and overhead.

When the source node receives the RREP packet, it calculates the distance to the destination node
through the obtained location information, puts this distance information in the RREQ packet, and
then broadcasts this packet to the neighbour UAVs, and then the UAVs that receive the data packet
calculates its arrival. The distance of the destination node is then compared with the distance in the
received data packet. If the currently calculated distance is closer, the distance information in the data
packet is updated, otherwise, it is discarded.

All UAVs implement the above process until they reach the destination node or other intermediate
UAVs that have routes to the destination node. If the source node has not received the RREP after
waiting for a certain period of time, the source node starts the second round of RREQ without using
scoped flooding.

Compared with the original RGR, the RGR-SFDRR method has a delay of several seconds when
sending a RERR message to the source node during the transition to greedy geographic forwarding,
unlike the original RGR, sending a RERR message is immediate, and the subsequent greedy
forwarding process is similar to the original RGR.

RGR-SFDRR demonstrates improvements over the original RGR in terms of control overhead. It
effectively reduces unnecessary control packet transmissions, leading to a more efficient network
operation. while in terms of latency and PDR, the RGR-SFDRR performs slightly worse than the
original RGR [14]. The delay caused by RERR messages and the selective flooding mechanism may
impact the overall performance in terms of these metrics.

However, RGR-SFDRR can be advantageous in delay-tolerant applications where network
congestion issues and control overhead are prioritized over real-time constraints.
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3.3.3 Modified Reactive-Greedy-Reactive (Modified-RGR)

The core idea of this protocol is to select the most stable route during the route discovery process, not
just the length and freshness of the route. To determine whether a route is stable, the protocol
introduces the concept of reliability distance, which is calculated based on drones’ information on
position, direction, speed, and timestamp[4], [14]. If the distance between two UAVs is greater than
the reliability distance, the link is considered unreliable and the RREQ message is discarded;
otherwise, the RREQ message is processed in accordance with the original one. In this way, reliability
distance can not only help choose stable links but also help limit the flood range of RREQ, saving
communication resources.

During the preparation and route discovery phase, each UAV initiates the process by broadcasting
messages to exchange its information and neighbour list. This step allows the UAVs to gather
necessary information about their surroundings. Once the source node is ready to find a route, it
begins flooding RREQ messages throughout the network. Upon receiving the RREQ messages, each
node filters them based on reliability distance, which helps prioritize more stable and reliable routes.
The destination node responds with an RREP message upon receiving the RREQ message. In this
kind of message, the destination node provides the source node with information about a potential
route. The source node evaluates the received RREP messages and selects the most suitable path
based on reliability distance.

After that, the source node commences sending data packets to the process that is similar to the
mechanism employed by RGR.

The main differences between the Modified-RGR and RGR are:

Modified-RGR uses reliability distance to select the most stable path during the route discovery
process, instead of just the shortest or newest path.

It considers the stability of the link in addition to the distance to the destination in greedy mode,
improving the PDR.

It uses reliability distance to limit the flood range of RREQ messages during flood transmission and
reception to reduce routing and control overhead.

The end-to-end delay and the network holes are higher than RGR [14].
3.3.4 Recovery-Based Reactive-Greedy-Reactive (RB-RGR)

The Recovery-Based Reactive-Greedy-Reactive Routing Protocol aims to provide a hybrid routing
strategy that solves the greedy forwarding failure scenario by using a recovery strategy.

The core idea of this protocol is to use AODV reactive transmission to establish and maintain routing
paths under normal conditions, and when the routing path fails, greedy forwarding is used to find the
nearest neighbouring node as the next hop until an available reactive path is found or a new path is
re-established. When greedy forwarding fails, i.e., there is no neighbouring node closer to the
destination node than itself, the protocol uses a recovery policy to try to continue forwarding packets.
Several typical recovery strategies for greedy forwarding failures are presented here.

(1) Retry Greedy Geographic Forwarding (reGGF): When GGF fails, the forwarding node waits for
a specified hold-on period and then initiates another attempt by searching for a neighbour that is
closer to the destination than the current forwarding node itself. This delay allows for potential
changes in the network topology or the availability of closer neighbours. If GGF fails again after the
hold-on period, the packet is finally dropped.

The key idea behind this approach is to prevent immediate packet dropping when GGF fails and give
the packet an additional opportunity to find a closer neighbour before considering it undeliverable.

(2) Furthest Neighbour Forwarding (FNF): After retrying greedy geographic forwarding (reGGF)
fails again, send the packet to the farthest neighbour node from itself to navigate out of the local
minimum or network hole.
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(3) Best-Moving Node [3](BMN) Forwarding: After GGF fails, an alternative approach is to forward
the data packet to the BMN. If the BMN happens to be the forwarding node itself, it implements the
reGGF scheme, namely holding the packet for a brief period of 1 second and attempting the GGF
process again. If reGGF fails, a search for the BMN once more is initiated. If the BMN is found to be
itself for the second time, the packet ought to be abandoned, rather than holding on to it at the same
node for a second consecutive attempt, which prevents the packet from being trapped in a loop or
stuck in an ineffective routing pattern and resulting in very high latency.

The BMN is the UAV node that is predicted to be the closest in terms of distance to the destination
in its future predicted position. This means that it has the potential to approach the destination more
quickly than other nodes. To determine the BMN, its own coordinates, as well as the coordinates of
its neighbouring nodes and the destination node ought to be estimated taking into account a time
frame of 10 seconds from the current moment [3].

The RB-RGR can be effectively applied in multi-task cooperation scenarios. In comparison to
Modified-RGR without any recovery strategy, RB-RGR significantly enhances the packet delivery
ratio. However, it is worth noting that this improvement in delivery ratio comes at the cost of
increased transmission delay.

3.3.5 Advantages of Hybrid Routing Protocols based on Geolocation and Topology Information

A better PDR is provided by these hybrid routing protocols in high dynamics, complexity and
uncertainty scenarios because when a link failure occurs during data transmission, the location
information of UAVs is obtained from the route control packets of the reactive routing scheme
without requiring an independent location information service.

These hybrid routing protocols based on geolocation and topology information offer an enhanced
PDR in scenarios characterized by high dynamics, complexity, and uncertainty. This is achieved by
leveraging the reactive routing scheme, which retrieves the location information of UAVs from route
control packets when a link failure interrupts data transmission. Consequently, there is no need for a
separate location information service, making these protocols particularly effective in challenging
situations.

Furthermore, in RGR-SFDRR, modified-RGR, and RB-RGR, the excessive control overhead caused
by flooding RREQ and RRER packets is mitigated through the implementation of scoped flooding
and mobility prediction mechanisms.

Adaptability and Robustness: Hybrid protocols can adapt to the environment with high mobility and
frequently changing network topology they can find alternative paths when link failures occur during
the transmission of data packets, making them more robust.

3.4 Application Scenarios of Hybrid Routing Protocols based on Geolocation and Topology
Information

Routing protocols can be well-suited for other delay-tolerant applications in scenarios where
immediate and real-time data transmission is not critical.

Remote Environmental Monitoring and Tracking: UAV swarm networks equipped with sensors and
cameras can be deployed for remote monitoring in challenging or inaccessible areas with limited
infrastructure, such as dense forests, mountains, or marine environments for monitoring wildlife
habitats, tracking climate patterns, or studying remote ecosystems or illegal activity detection by
employing these routing protocols.

Disaster Response, Recovery and Management: During natural disasters or emergency situations,
communication infrastructure may be damaged or unavailable. UAV swarm Networks with hybrid
routing protocols can facilitate communication and coordination among rescue teams, aid
organizations, and command centres by leveraging geolocation and topology information.
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Remote Infrastructure Monitoring: In scenarios where critical infrastructure, such as pipelines, power
grids, or remote facilities, UAVs swarm networks with hybrid routing protocols facilitate efficient
data transmission and analysis for timely maintenance and repairs.

Precision Agriculture in Rural Areas: By deploying UAVs equipped with sensors, hybrid routing
protocols can collect data on soil conditions, crop health, and irrigation needs. This information can
be used for optimized farming practices and resource management.

3.5 Issues and Challenges
3.5.1 Acquisition and Updating of Geolocation Information

Geolocation information is the basis of hybrid routing protocols, UAVs obtain their own geographic
information through GPS or other positioning techniques, as well as the location information of
neighbouring nodes. However, these techniques have certain errors and delays, which lead to
inaccurate and untimely location information, affecting the correctness and effectiveness of routing.

Some possible solutions are:

Advanced Positioning Techniques: Explore more advanced positioning techniques beyond GPS, such
as combining GPS with other technologies like GLONASS, Galileo, or BeiDou, which can enhance
accuracy and provide redundancy, reducing errors and delays.

Multi-sensor Fusion: Integrate additional sensors on UAVs, such as accelerometers, gyroscopes,
magnetometers, or optical sensors, to improve the accuracy of positioning.

Machine Learning and Predictive Models: Utilize machine learning algorithms and predictive models
to compensate for errors and delays in position information.

Network Collaboration: Establish collaboration mechanisms among neighbouring nodes to share and
verify position information. As proof,

As proof, Cooperative Localization techniques, used in wireless networks where agents collaborate
with each other to accurately estimate their positions, involve two main phases: the measurement
phase and the position update phase [5]. In the measurement phase, agents perform measurements on
anchor points and other agents in the network. The position update phase involves inferring the agents’
positions based on prior knowledge and new measurement results [5]. The performance of these
positioning algorithms depends on the geometric configuration of the network and the quality of
measurements affected by environmental propagation conditions. By selecting appropriate anchor
points and mitigating the impact of unreliable ranging, positioning performance can be improved [5].

3.5.2 Load Balancing

Efficient load-balancing strategies facilitate the equitable distribution of network traffic among UAVs
and between UAVs and ground control stations, satellites, or other control infrastructures. This helps
prevent congestion, bottlenecks, and resource depletion in specific nodes or links, resulting in
improved network throughput and overall performance.

The intelligent load-balancing algorithms that monitor network conditions and dynamically distribute
traffic among UAVs and control infrastructures can consider factors such as node capacity, link
utilization, traffic demands and so on to ensure a sustainable, efficient and reasonable distribution of
network load.

3.5.3 Energy Efficiency

Energy efficiency is a critical concern for commercially available battery-powered UAVs, as their
limited energy capacity poses challenges for prolonged missions, such as surveillance tasks.
Employing intelligent embedded power management techniques and energy-oriented Al-based
optimized routing protocols might be alternatives for extending the lifetime of networks, allowing
UAVs to operate for longer durations before requiring battery replacements or recharging.
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3.5.4 High End-to-end Delay

The recovery mechanism in these hybrid routing protocols based on geolocation and topology
information, aimed at resolving geographic greedy failure, can introduce additional End-to-End Delay.
Consequently, these protocols may not be well-suited for real-time applications that require low
latency. However, they find relevance in delay-tolerant applications, such as long-term military
surveillance and environmental monitoring [14], making them ideal for scenarios and architectures
where data can be transmitted without stringent time constraints.

3.5.5 Network Security and Privacy Protection

Network security and privacy protection are crucial in UAV swarm networks to maintain the integrity,
confidentiality, and availability of communications and safeguard sensitive information. However, it
is susceptible to attacks like eavesdropping, tampering, and forgery, posing significant threats to
network security and privacy.

Some possible solutions are encryption and decryption of data packets to prevent them from being
eavesdropped or tampered with; authentication of nodes to prevent them from being forged or spoofed;
and anonymisation or obfuscation of location information to prevent it from being leaked or tracked,
etc.

4. Conclusion

This article focuses on the hybrid routing protocol based on geolocation and topology information for
efficient communication and data packet transmission in UAV swarm networks. The introduction
highlights the importance of UAV swarm networks in various applications and the need for efficient
routing protocols. Due to the dynamic and complex topology of UAV swarm networks, conventional
protocols have limitations, leading to the development of hybrid routing protocols based on
geographical and topological information.

It classifies routing protocols for UAV swarm networks and introduces evaluation indicators such as
latency, energy consumption, packet delivery rate (PDR), routing overhead, and scalability. It
discusses topology-based routing protocols and geographical routing protocols, thereby exploring and
analyzing hybrid routing protocols based on geolocation and topology information.

Several typical hybrid routing protocols based on geolocation and topology information, including
Reactive-Greedy-Reactive (RGR), RGR with scoped flooding and delayed route request (RGR-
SFDRR), Modified-RGR, and RB-RGR, are analyzed in detail, covering their design principles,
comparison, and application scenarios. The article also proposed challenges related to geolocation
information acquisition and updating routing strategy design and optimization, as well as network
security and privacy protection and several corresponding solutions.

This article provides a comprehensive overview of typical hybrid routing protocols based on
geolocation and topology information in UAV swarm networks, offering valuable insights which can
facilitate the development of protocols for effective communication and collaboration mechanisms.
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