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Abstract 
This paper mainly gives an overview of the smart home security early warning system 
that applies the Internet of Things technology. This paper introduces key technologies 
such as sensor technology, short-range wireless communication technology, intelligent 
technology and Internet of Things technology involved in smart home systems, and 
summarizes the current research status of smart security systems. The current problems 
and challenges faced by the intelligent security system are analyzed. Finally, combined 
with the development of 5G technology at this stage, the paper puts forward the 
development prospect of "5G+AI" and "5G+ Big Data" mode in the extensive application 
of smart home system. 
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1. Introduction 

With the rapid development of wireless communication technology and Internet of Things technology, 
people's living standards have been rapidly improved. The traditional residential form can no longer 
meet the requirements of modern people for a high quality lifestyle and a high quality residential 
living environment, so the new concept of "smart home" came into being.  

Smart home, also known as smart house, is a networked and intelligent home control system that 
integrates automation control system, computer network system and network communication system 
using comprehensive wiring technology, which can effectively improve home safety, convenience, 
comfort, artistry, and create an environment-friendly and energy-saving living environment.  

2. Overview of Smart Home Security Early Warning System based on Internet 
of Things Technology 

The concept of "Internet of Things" was proposed in 1999. The Internet of Things is officially listed 
as one of the five major emerging strategic industries in China since the "Perception of China" was 
proposed in August 2009. And it is written into the "Government Work Report", which has received 
great attention from the whole society in China. As a typical representative of the innovative 
application and development of Internet of Things technology in the era of mobile Internet, "smart 
home" takes family residence as the platform and integrates the facilities related to home life by using 
Internet of Things technology to provide people with a comfortable, convenient, safe and 
entertainment living environment. As early as 2012, the Ministry of Industry and Information 
Technology listed smart home as nine key industries in the "Twelfth Five-Year Development Plan 
for the Internet of Things" [1,2]. 

In recent years, more and more attention has been paid to social security problems. It is not uncommon 
for citizens to lose property and threaten their lives due to fires and illegal invasions. These problems 
also bring a lot of challenges to the stable development of society, so security monitoring has become 
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the main solution to ensure these social security problems [3-9]. The smart home security warning 
system includes fire prevention, gas leakage prevention, illegal intrusion prevention alarms, etc. see 
Fig. 1, it is mainly composed of various intelligent surveillance cameras, smoke and combustible gas 
sensors, door magnetic switches, glass breakage detectors, vibration detectors, infrared intrusion 
detectors, sound and light alarm equipment and other modules. By linking these detection devices 
with comprehensive wiring technology and electronic communication technology, the monitoring 
and early warning functions of dangerous behaviors such as fire and illegal intrusion can be realized, 
which can basically meet the user's requirements for residential security protection.  

 

 
Fig. 1 Functional modules of smart home security warning system 

3. Key Technologies of Smart Home Early Warning System based on Internet 
of Things 

The smart home system involves three aspects: the management layer, the network layer, and the 
perception layer. The management is primarily responsible for processing, analyzing and storing the 
collected data. The perception layer is composed of sensors as basic hardware devices, which is 
responsible for collecting various state parameters of home equipment. The network layer is located 
between the management layer and the perception layer, and is responsible for transmitting the data 
collected by the perception layer to the management layer. The three-layer architecture complements 
and influences each other, which plays an important role in the realization of the smart home system. 
In view of the wide application of Internet of Things technology in smart home systems and 
residential security, the following is a brief introduction to this technology and the key technologies 
of smart home security systems. 

3.1 IoT Technology 

The Internet of Things technology is the product of the third revolution of the information technology 
industry. It refers to analyzing and calculating the captured information under the support of the 
Internet, and then making corresponding judgments and processing according to the results. It is 
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mainly through a variety of sensor devices, in accordance with the agreed protocol, such as Bluetooth, 
Wi-Fi technology, ZigBee technology, etc., objects are connected to the network, so that information 
exchange between objects through the corresponding media, to achieve the purpose of "the Internet 
of everything". In simple terms, the Internet of Things is the information transfer and control between 
things and people and things. 

3.2 Sensor Technology 

Since most of the computer processes are digital signals, various sensors are required to convert the 
captured analog signals into digital signals in the process of its application. The sensor processes the 
information transmitted by the system and transmits it through the network to realize the integration 
of information, which can be said to be the core of the entire Internet of Things application system. 
In recent years, with the advancement and innovation of wireless technology, various communication 
technologies have also ushered in vigorous development. Among them, wireless sensor technology 
has been widely used in smart home systems and security systems in various scenarios. 

3.3 Short-range Wireless Communication Technology 

The application and development of smart home are inseparable from short-range wireless 
communication technology. This technology has the characteristics of low power consumption, small 
storage capacity and high stability, and is mainly used as a wireless terminal in the system. The most 
widely used technologies at this stage mainly include ZigBee, Bluetooth, Wi-Fi, etc. 

ZigBee is a new wireless communication technology applied in short distance and low speed. It has 
the characteristics of low power consumption, low cost, short delay, large network capacity, safety 
and reliability. At the same time, the scalability of ZigBee can ensure the successful development of 
new functions. Bluetooth is widely used, can reasonably accept and distribute information, and at the 
same time can ensure the rational transmission of information and data, with high stability. The usage 
rate of Wi-Fi in life is extremely high. This technology is easy to use, low binding force, and can 
safely transmit data and share the network. 

3.4 Intelligent Technology 

Intelligent technology is to make objects possess certain intelligence by implanting intelligent 
systems in objects to meet the needs of users. Among them, intelligent access control system and 
intelligent monitoring are also important parts of intelligent technology in residential security system. 
Intelligent monitoring uses deep learning technology to detect targets in monitoring scenarios, can 
classify and track functions, and then warn and record abnormal targets or events. This monitoring 
method avoids the problem that the traditional monitoring mode cannot provide timely warning for 
emergencies. The intelligent access control system is a popular new modern security management 
system. Its main application of face recognition technology, combined with security management 
related technologies, is developing rapidly in today's information age. Compared with the traditional 
and backward security management methods of doorways and keys, smart access control combines 
face recognition, embedded, electronic and communication technologies, with the advantages of high 
efficiency, speed and accuracy, which greatly facilitates people's daily life[6,7]. 

3.5 Other Technologies 

The application of IoT in smart home security early warning system also includes embedded system 
technology, nanotechnology, etc. Embedded technology is a complex technology that integrates 
computer software and hardware, sensors, and integrated circuits. It is mainly used as a terminal for 
various smart products in smart home systems. Nanotechnology can enable the information transfer 
between smaller and smaller objects in the Internet of Things, and achieve smaller and faster 
requirements for electronic devices required by smart home security systems. 
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4. Research Status of Smart Home Security Early Warning System 

As the most important project of the entire smart home system, the security early warning system 
must not only have the ability of early warning and alarm of the police situation, but also the ability 
to pass the police information to the head of the household in an unattended situation. This puts 
forward higher and higher requirements for the intelligence of video surveillance technology. 
Therefore, the related research of intelligent monitoring technology has received more and more 
attention from domestic and foreign scholars. Sasikala et al. [10] designed a system based on 
intelligent monitoring to identify suspicious intrusions. The intelligent camera will capture and 
identify the faces of the detected intruders, and give early warning to unknown faces. Reference [11] 
collects face data from scenes such as the Internet, and realizes the automatic door opening function 
in public places through face recognition technology. Reference [12] uses the deployed security 
cameras to detect and track pedestrians in the monitored area to determine whether they pose a threat 
to ensure the safety of public places. Reference [13] realizes the automation of video surveillance, 
uses the idea of deep learning to train images of authorized users in buildings, and detects faces 
entering buildings through a hybrid algorithm of the Haar cascade classifier and the skin detector. 
The face recognition rate of automatic monitoring system constructed by this method can reach 90%. 
It also put forward for problems such as direction change, lighting change and partial occlusion, which 
effectively avoids the problem that cameras under manual supervision cannot alarm in time due to 
various reasons. 

In China, literature [14] applies the Internet of Things technology to the home environment, realizes 
the wireless network transmission on the basis of ensuring stability and reliability, makes up for the 
defects of wired connection, and improves the transmission efficiency of smart home information and 
reduce costs. Jiang Panpan et al. [15] designed a smart home system based on the cloud platform, 
wireless transmission through ZigBee nodes and other sensors, and then connected the collected 
information to the Cloud server of the Internet through Wi-Fi, and made local backup. It realizes a 
simpler, more reliable and intelligent management of smart home, and has the function of automatic 
security alarm. Zhang Zengliang et al. [16] designed an intelligent security system for small houses 
based on the security control algorithm, which designed corresponding warning and alarm algorithms 
according to the characteristics of fire and theft accidents. It can issue early warning or alarm 
information to users in time to improve the security capability of the residence. Reference [17] applied 
MQTT technology to design a smart home security system. The security system connects combustible 
gas detection sensors, human infrared sensors, temperature sensors, etc. through the Internet to 
monitor the home environment in real time, with accurate positioning and perfect detection 
mechanism. Chen Han et al. [18] designed a smart home robot with security capabilities. The robot 
uses crawler tracks to detect the environment while moving, and can detect illegal intruders. It realizes 
all-round and high-reliability monitoring of the smart home system. 

Through the summary research on related technologies, it can be found that in recent years, smart 
home technology research has shown an explosive trend. As can be seen from Fig. 2, the number of 
patents authorized for smart home security alarms is increasing year by year, and the trend is obvious. 
According to the statistics of Strategy Analytics, by 2023, the global smart home market will grow to 
155 billion dollars [19]. The development of smart home and its security system has indeed brought 
many benefits to people, but it is undeniable that there are still many areas for improvement in the 
existing security system. For example, unable to ensure the security of user data, resulting in the 
leakage of user privacy, to the illegal elements can take advantage of the opportunity. Another 
example is that many security detectors cannot be effectively linked due to different communication 
protocols. When multiple devices are linked, mutual interference may occur and misjudgment may 
occur, resulting in conflicts and security risks. In short, based on the existing research, there are still 
many challenges and opportunities in the research of smart home system. 
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Fig. 2 Trend chart of patent authorizations for smart home security early warning 

5. Conclusion 

To sum up, there are more and more studies on smart home security systems, the combination of IoT 
technology has also made smart home systems more practical, and the early warning capability is 
gradually enhanced, but the overall is still in its infancy. In the era of technology, smart home items 
have become more and more intelligent, refined, diversified and integrated, which can more 
efficiently analyze and process home environment information and comprehensively improve the 
security protection of private residences. People's expectations for this industry are also getting higher 
and higher, and the emergence of the 5G era and cloud computing has also greatly promoted the 
effective development of the smart home industry. It is foreseeable that 5G technology will be deeply 
integrated with research fields such as smart home and smart city in the future, and the application of 
the "5G+AI" model and the concept of "5G+big data" in smart homes will become more and more 
common. The research and development of home security systems will also make further 
breakthroughs in related research directions such as the interconnection of smart products, the 
security and privacy of smart homes, and wireless communication technology. 
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