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Abstract 
Botnet refers to the use of one or more means of transmission, will be a large number of 
hosts infected with bot program (zombie program) virus, so as to form a one-to-many 
control network between the controller and the infected host. Manifold learning is a 
basic method in pattern recognition, which is divided into linear manifold learning 
algorithm and nonlinear manifold learning algorithm. In this paper, dimension 
reduction method based on manifold learning is used, combined with a variety of 
machine learning algorithms, to compare and identify botnets. 
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1. Introduction 

 
Figure 1. Schematic diagram of centralized structure 
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Figure 2. SCHEMATIC diagram of P2P structure 

 

With the development of network security, the incidence of cyber crime is also increasing. 
Sophisticated types of cyberattacks have come to be considered the norm as their attacks become 
more frequent and varied. This constant evolution of the status quo also requires network security 
researchers in the field of network security defense needs continuous innovation. Botnet is one of the 
most serious threats to network security, and its attack means are increasingly hidden, causing great 
harm to the society. The controlled host of a botnet can be under the control of a command and control 
(C&C) server to implement a variety of cybercrimes, such as mass DDos attacks, spam, phishing 
links, and more. 

Botnets can generally be divided into five architectures: centralized structure, P2P structure, hybrid 
structure, Equity structure and super botnet structure [1]. The most common are centralized and P2P 
structures. For centralized botnets, the most popular are IRC protocol, HTTP or POP3, as shown in 
Figure 1. For P2P structure, zombie computers control each other across each other's firewalls, as 
shown in Figure 2. 

In recent years, the academic circle has also proposed a variety of methods for botnet detection. For 
example, the honeypot was used to obtain samples of malicious code and then analyzed at the host 
level to screen out botnet programs [2]. The high-entropy detector based on BotHunter proposed by 
Han Zhang [3] can detect the encrypted botnet. Huabo Li [4] et al. introduced the features of Irregular 
phase Similarity and could effectively identify P2P puppet machines, commonly known as broilers. 
Although these methods could effectively detect botnets, However, potential botnets are screened 
through rules base similar to black-and-white lists. However, new botnets cannot be effectively 
detected. In recent years, with the development of machine learning and artificial intelligence 
technology, many scholars in the field of network security are trying to introduce machine learning 
algorithms into botnet detection. Compared with traditional statistical methods, machine learning 
methods are more efficient and intelligent, because machine learning algorithms can learn potential 
patterns from past data, thus entering a virtuous cycle and improving detection accuracy [5]. 

At present, the detection results of most botnets in the field of machine learning are not very good, 
and the important reason is that some researchers [6] still choose to use their previous experience and 
understanding in the field to extract features due to the influence of high-dimensional features in the 
data processing botnet traffic. Such methods require a strong understanding of the field and are not 
easy to control in terms of time costs. 

With the development of machine learning field, many scholars research on characteristics of the 
project and data dimension reduction with further research, including manifold learning (manifold 
learning) as a new type of supervised learning method, in the face of the characteristics of nonlinear, 



International Core Journal of Engineering Volume 8 Issue 4, 2022
ISSN: 2414-1895 DOI: 10.6919/ICJE.202204_8(4).0071

 

600 

high dimension data has important significance, will be better able to find the essence of such data 
dimension, It has better significance for later data analysis [7]. This paper studies how to use manifold 
learning technology to effectively reduce the dimension of botnet traffic data, mining the essential 
dimension of its data, speeding up the speed of data mining stage, but also can detect botnet more 
effectively. 

2. Relevant Methods 

2.1 Mainfold Learning 

Manifold learning is a concept based on Riemannian geometry and differential manifold. The concept 
of Manifold comes from topology, which is that in a topological space, A local place is Euclid, also 
known as locally Euclid. In the local Euclidean, mR  represents the M-dimension Euclidean space. 
In the Euclidean space, any point has the concept of neighborhood, and the topology of neighborhood 
is the same as that of the open unit circle in the mR  Euclidean space, so that all local coordinates 
can be realized [7]. Its core idea is to extract its essential dimension from high-dimensional data and 
simplify complexity. With the development of manifold learning, many effective manifold learning 
algorithms have emerged in recent years. For example, ISOMAP, Locally linear embedding, T-
distributed stochastic neighbor embedding (T-SNE) and so on. In this paper, ISOMAP, LLE and T-
SNE will also be used to feature the botnet data. 

2.2 Locally Linear Embedding 

Local linear embedding algorithm is one of the most representative algorithms in manifold learning, 
and its core principle is to maintain the local order relation between data in essential space and data 
in embedded space [8]. In higher dimensions nR defines datasets  1 2 3, , , nX x x x x  , In the space 

mR  finding the corresponding data after dimensionality reduction (low dimension)

 1 2 3, , , nY y y y y  . In higher dimensions nR ,  

 

i ij j ik k il lX x x x                                  (1) 

 

x represents higher dimensional space,   represents the distance between data points and data points 
in high-dimensional space, the core algorithm of LLE also hopes that Formula (1) can be maintained 
in low-dimensional space after dimensionality reduction. The specific steps of the algorithm are as 
follows: 

Step 1: Matrix the Loss Function, 𝑊  represents k collection of neighborhood samples. 
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And, 1 2 3( , , , , )Ti i i i ik      .Set ( )( )Ti j i jP x x x x   ,The matrix equation (3) can be obtained 
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Step 2: Use Lagrangian day multiplication to synthesize as an optimization target: 
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The final weight coefficient is: 
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Step 3: After obtaining the weight coefficient of the higher dimension, the core purpose is to maintain 
the same weight coefficient of the lower dimension. Even in low-dimensional data sets, the loss 
function is minimized: 
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Finally get the data in low dimensional space after dimensionality reduction,  1 2 3, , , nY y y y y  . 

2.3 (ISOMAP) 

ISOMAP is a variation of multidimensional scale conversion MDS (Scaling) dimension reduction 
method. The core idea of the algorithm is to find high dimensional data  1 2 3, , , nX x x x x   

Neighborhood K in each sample keeps the distance between neighborhood and sample, and the orbit 
between samples outside the neighborhood and the sample is not connected. Then, the distance matrix 
between any two samples is reconstructed, and finally the distance between samples is used as the 
input of the standard MDS, so as to obtain the low-dimensional mapping of data 

 1 2 3, , , nY y y y y  [7]. 

2.4 (T-distributed Stochastic Neighbor Embedding) 

T-distributed neighbor embedding (T-SNE) is a derivative of SNE algorithm, which is also a manifold 
learning algorithm. The biggest difference between T-SNE and ISOMAP and LLE algorithms is that 
they are not based on the core idea of distance invariant. In low - dimensional mapping, data cluster 
is too dense. 

Its algorithm is described in detail in literature [10] [11] and will be briefly described in this paper. 
First, we get a dimension reduction  1 2 3, , , nX x x x x  , This algorithm converts the Euclidean 

distance between high dimensional data into conditional probability |j ip , The probability density 

distribution is a Gaussian function centered on  𝑥 , and the variance is i , and the conditional 
probability can be expressed as: 
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The similarity of data points 𝑥  and 𝑥  is calculated and expressed by defining joint probability: 
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In low-dimensional mapping space, conditional probability in Equation (8) is also used: 
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KL divergence is used to express the difference between high-dimensional space and low-
dimensional space data, where Q is the high-dimensional space structure, W is the low-dimensional 
space structure, and C is the cost function, expressed as follows: 

 

= || = log ij
iji j
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C KL Q W p

q（ ）                      (11) 

 

The remaining parameter to choose is the bandwidth variance of the Gaussian distribution, because 
in most cases the density of higher-dimensional data is irregular, so it is unlikely to use a single value 
for all data points. The parameter "Perplexity" proposed in the reference [11] is a good expression for 
the above problems, and the expression is: 

 

2log
erp( ) 2

ij ijj
p p

iP P
                          (12) 

 

For each𝑥  point in the calculation process, the Perplexity parameter is optimized until the Perp 
parameter reaches the user-set threshold. In practical application, for extremely high dimensional data, 
a large Perp threshold will enable t-SNE algorithm to obtain a very good result [10]. 

3. Model Design 

As shown in Figure 3, the specific structure of botnet detection model is that after network traffic data 
is obtained, a preliminary data pretreatment is carried out first, then three manifold learning 
algorithms are used to perform feature engineering on the pre-processed data, and then three low-
dimensional data are obtained respectively and then input into the machine learning algorithm for 
classification. The machine learning algorithms used in this paper are decision tree model [12], KNN 
[13], logistic regression [14] and Naive Bayes [15].  
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Figure 3. Botnet detection model design diagram 

4. Data Set 

In the process of combining machine learning and information security fields, it is very challenging 
to find an appropriate data set. The data we used in this experiment is named CTU-13 [16], which is 
a botnet data set captured by CTU University of Czech Republic in 2011. This data set contains a 
large amount of normal traffic, botnet traffic. The CTU-13 dataset is called CTU-13 because it 
contains botnet traffic sets for 13 different scenarios. Ctu-13-9, one of the scenarios with the largest 
amount of zombie traffic in CTU-13, was used in this experiment. Ctu-13-9 contains 383,215 zombie 
traffic and 362,594 normal traffic, each of which has the following characteristics: Start time, end 
time, duration, protocol name, source IP address, source port, destination IP address, destination port, 
number of bytes, number of packets, direction, service type, label, and status. Protocol, Status, and 
Direction are discrete features. In one-hot-encoding of data preprocessing, the above three 
characteristics are increased to 12, 166, 6. Therefore, in the final data set, the dimension of each 
network traffic is as high as 192 after eliminating useless features such as source address, IP address 
and port number. It is very inefficient to manually filter features in the face of such high dimensional 
data, so dimension reduction by manifold learning will achieve good performance. 

5. Contrast Experiment 

5.1 Visual Comparison of Dimension Reduction Effects 

After data preprocessing, the data set was subjected to three different dimensionality reduction 
processes, the effect of which is shown in Figure 4. Because too large data will reduce the 
visualization effect, the author uses 400 traffic data after randomly shuffling and adjusting the balance 
as a visualization demonstration of dimensionality reduction, where [0] represents normal traffic and 
[1] represents zombie traffic. 
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Figure 4. Visual effect of manifold learning algorithm for dimensionality reduction 

 

It can be clearly observed from Figure 4 that the performance of LLE algorithm is significantly 
stronger than that of T-SNE and ISOMAP. There is little difference between ISOMAP and T-SNE in 
two-dimensional vision, but t-SNE is significantly higher than LLE and ISOMAP in computational 
complexity and cost. 

5.2 Measure Standard 

Confusion matrix, as the most commonly used method to detect the performance of classifiers, uses 
three indicators as standards in this paper: 

Precision refers to the percentage of correctly predicted events out of the total number of predicted 
events: 

 

TP TN
Accuracy

TP TN FP FN




  
                           (13) 

 

Recall refers to the percentage of the actual total number of events that were correctly predicted: 
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                                  (14) 
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Accuracy refers to the percentage of correctly predicted results compared to the total number of actual 
events: 

 

TP
Precision

TP FP



                               (15) 

 

True Positive (TP) indicates that the prediction is Positive and the actual is Positive. TN (True 
Negative) indicates that the predicted value is Negative and the actual value is Negative. FP(False 
Positive) indicates that the predicted value is Positive but the actual value is negative. FN (False 
Negative) indicates that the predicted value is Negative but the actual value is positive. 

6. Experiment Result 

The overall experimental results are shown in figure 5,6,7,8 and table 1. In combination with FIG. 5, 
FIG. 6 and FIG. 7, it can be seen that the performance of naive Bayes classifier is significantly inferior 
to the other three classifier algorithms in the three dimensionality reduction methods. The reason is 
that although naive Bayes is very efficient in operation, its core idea is to assume that all variables 
are independent of each other. The other three classifier models performed well under three different 
dimensionality reduction methods, among which logistic regression showed the best overall 
performance. In terms of dimension reduction algorithm, ISOMAP algorithm is slightly inferior to 
TSNE and LLE in overall effect, and LLE is the best overall. However, TSNE is significantly slower 
than ISOMAP and LLE in terms of computing speed. It can be seen from Table 1 that in terms of 
accuracy, t-SNE dimension reduction combined with logistic regression algorithm can reach 96.18%, 
which is the highest in this experiment. In Figure 8, the classifier with the best performance among 
the three dimensionality reduction algorithms is listed separately. It can be seen that there is no 
significant difference between LLE and TSNE algorithms combined with logistic regression classifier, 
and both algorithms are significantly stronger than ISOMAP algorithm. 

 

Table 1. Experimental results 

DM- classifier ACC RECALL PREC 

ISOMAP-NB 0.7789 0.96 0.76 

ISOMAP-DT 0.9068 0.94 0.9 

ISOMAP-KNN 0.8376 0.92 0.81 

ISOMAP-LR 0.8944 0.91 0.87 

LLE-NB 0.6468 0.98 0.62 

LLE-DT 0.8896 0.97 0.82 

LLE-KNN 0.9344 0.95 0.92 

LLE-LR 0.9618 0.96 0.92 

TSNE-NB 0.6769 0.95 0.67 

TSNE-DT 0.8316 0.91 0.82 

TSNE-KNN 0.9274 0.97 0.92 

TSNE-LR 0.9582 0.96 0.95 
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Figure 5. ISOMAP algorithm results 

 

 
Figure 6. LLE algorithm results 

 

 
Figure 7. t-SNE algorithm results 
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Figure 8. Comparison of the best classifiers 
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