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Abstract 
The shortest path algorithms are the basic algorithms in graph theory and have been 
widely used in various fields, such as social network analysis, network routing, 
geographical navigation, etc. In a graph model, people/objects can be abstracted as a 
vertex, and the relationships among the people/objects can be regarded as edges to 
connect vertices to form a graph. As the population grows, the relationship between 
entities becomes more complicated, and the graph becomes larger. Many resource-
constrained devices cannot afford such a huge amount of calculation. How to effectively 
solve this problem becomes a challenging issue. To solve this problem, this paper 
proposes a secure outsourcing algorithm that allows resource-constrained devices to 
outsource the shortest path computing tasks to a single cloud server. In this process, we 
ensure the privacy of input and output. Meanwhile, the misbehaviors of cloud servers 
can be detected by the outsourcer with a probability close to 1. This paper eventually 
verifies the algorithm as being secure and correct by relevant theory and experiments. 
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1. Introduction 

Nowadays, graph-structured data [28] develops rapidly and many graph-related algorithms have been 
proposed and widely applied in industrial and academic. As one of the classical algorithms, the 
Dijkstra Algorithm [5] is currently recognized as the best algorithm to find the shortest path of a 
graph. As we all know, a network routing with the shortest path and the lowest cost can enormously 
decrease the consumption of communication, and make better use of network resources. In the 
network routers calculate the shortest distance to other routers by exchanging information in the 
routing table. The most commonly used protocol is Open Shortest Path First (OSPF) [19], which 
mainly uses the Dijkstra algorithm to calculate the shortest path. Especially in large and medium-
sized networks, there are a large number of routers, so the calculation is time-consuming. Many 
resource-constrained devices cannot handle such huge computing tasks. How to enable resource-
constrained devices to outsource computing tasks to cloud servers will be significant. 
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With the rise of cloud computing and outsourcing computing, it provides us a way to solve the above 
problems. We can outsource the numerous computational tasks to the cloud servers, and we can also 
take advantage of the overwhelming computing power of cloud servers on demand. Outsourcing 
computational tasks to the cloud can help to solve the computation power issue. However, we have 
not sought out a fully trusted server so far, which brings us security concerns 
[7,8,17,24,25,30,31,37,38]: On the one hand, the curious servers may be interested in user's input and 
output. Normally, the user's input and output contain sensitive information and cannot be exposed to 
the cloud server. On the other hand, the rancorous cloud server may return invalid or wrong results 
to users, because of software and hardware errors or cloud servers being lazy in order to save 
computing resources. This begs the questions: how to keep the cloud server from access to sensitive 
information and how to verify the correctness of the results returned by the cloud server. Meanwhile, 
the efficiency of the validation algorithm should be guaranteed. How to solve the above problems 
becomes a challenge. 

2. Related Work 

There are plenty of research works on graph theroy in the past decades. As we all know, depth-first 
search (dfs)[4] and breadth-first search (bfs)[4] are classic graph search algorithms. They will 
exhaustively list all results, but they are sightless and will spend a lot of time. Hart [10] et al. first 
proposed an efficient search algorithm called A*. As a very important kind of heuristic algorithm, A* 
is widely used in optimal path solving and some strategy design problems. Raghavan [20] et al. first 
proposed Label Propagation Algorithm (LPA), which is an algorithm to quickly discover the 
community in the graph. When the label is in a closely connected area, the propagation will be very 
fast, but in the sparsely connected area, the propagation speed will decrease. When a vertex belongs 
to multiple communities, the algorithm will use the neighbor's label and weight to determine the final 
label. After propagation, vertices with the same label are considered to be in the same group. The 
minimum spanning tree algorithm also has many applications in our daily life. It is mainly used to 
solve the problems of mine ventilation duct design and road design. The two most classic algorithms 
are Prim algorithm and Kruskal algorithm. 

Many resource-constrained devices cannot afford heavy computing tasks, while cloud service 
providers offer sufficient computing resources to users. There have been a number of research efforts 
on secure outsourcing of computations [2,3,11,12,14,15,22,23,27,29,31,32,35] over the past several 
decades. Mell \cite{mell2012s} first studied the unique security issues in cloud computing. In order 
to solve this problem, he studied various cloud definitions and reference architectures and came up 
with cloud security issues. Chase and Kamara [2] first proposed the notion of graph encryption, and 
several constructions for graph operations, for instance, adjacency queries and neighboring queries. 
Zhao [37] et al. first outsourced graph algorithm to the cloud server. They proposed two security 
outsourcing schemes and the probability of the client accurately reporting the misbehavior of the 
cloud. Lei [13] et al. designed a security outsourcing scheme for matrix multiplication. The scheme 
generates two random sparse matrices by permutation, and blinds the size and position of each 
element of the original matrix. Fu [6] et al. proposed a more secure matrix product outsourcing 
scheme. A new method is used to hide the rank of the matrix and the number of 0 elements, but the 
scheme increases the amount of calculation on the server side. Zhang [36] et al. created a solution of 
a secure outsourcing calculation of facial recognition. This scheme is based on the PCA algorithm, 
which greatly improves the calculation efficiency by outsourcing the most complicated part of the 
calculation while the recognition rate is basically unchanged. Zheng [39] et al. proposed a secure 
outsourcing algorithm for decision tree. This scheme guarantees the data privacy of model providers 
and decision tree users. In this solution, users and model providers can independently modify and 
query their own data without interaction. Zhang [34] et al. proposed two practical and safe 
outsourcing algorithms to solve the secondary consistency problem on IoT devices, thereby achieving 
high efficiency of IoT devices. Zhang [33] et al. also developed a secure edge-aided computation 
scheme for the social IoT systems and provided two examples of secure outsourcing algorithms 
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(matrix multiplication and modular exponentiation) that met the given security requirements. Zhou 
[40] et al. designed an efficient outsourcing algorithm that enables lightweight clients to achieve the 
heavy calculation with the help of remote cloud servers. Through comprehensive utilization of 
variable replacement, blind method based on random polynomial and single-mode matrix 
transformation, their algorithm achieves the purpose of fraud prevention, privacy protection and high 
efficiency. 

In recent years, many scholars have researched on shortest path algorithm [1,8,9,21,23,26,28]. 
Among them, Wang [28] et al. proposed COLA, the first practical solution for approximate CSP 
(constrained shortest path) processing on large road networks. Large graphs can be partitioned, and 
each partition contains only boundary nodes. According to the partition, it will establish an overlay 
graph. The path calculation inside the partition is calculated by index-free 𝛼 − 𝐷𝑖𝑗𝑘. Blanton [1] et 
al., to solve the single source single-destination shortest path problem safely, designed data-oblivious 
algorithms, which achieved excellent performance on dense graphs. But for sparse graphs, it cannot 
work efficiently enough. Shen [23] et al. have proposed Connor, a novel graph encryption scheme 
based on a tree-based ciphertext comparison protocol, using symmetric-key primitives and 
homomorphic encryption, making it computationally efficient. Ge [8] et al. propose a search pattern 
privacy system for approximate shortest distance query of encrypted graphs in IoT, they use two non-
competitive cloud servers to complete different tasks. By re-randomizing the content and rearranging 
the position of the query record, the server used for the query cannot distinguish whether the two 
queries are the same before and after the query, thereby ensuring the privacy of the data. 

In this paper, we aim to design a secure and highly efficient outsourcing scheme to solve the shortest 
path calculation problem with privacy preserving, checkability and efficiency. The contributions of 
this paper are summarized as follows: 

1) We propose a secure outsourcing algorithm for solving shortest-path named (RIAD). We protected 
all the input and outputs by randomly inserting vertices and edges, deleting vertices and edges. RIAD 
is run between client and single untrusted cloud server. 

2) For the first time, the proposed scheme provides not only the value of the shortest path, but also 
the vertices that the shortest path traverses. 

3) We give proof of the algorithm’s security and efficiency through analysis and experiments. We 
conducted a series of experiments to prove the correctness and efficiency of our algorithm. We also 
design a verification algorithm, which is efficient and could detect the misbehavior of the cloud server 
with a probability of 1. 

Remark: In single untrusted cloud server model, the client outsources the computing tasks to single 
untrusted server. Another model is two untrusted cloud server model, the client separately outsources 
computing tasks to two cloud servers, and then compares whether the results returned by the two 
cloud servers are the same. But the prerequisite for this is that there is no collusion between two 
untrusted cloud servers. In general, most outsourcing schemes adopt these two types of models. 
Obviously, adopting a single server model is more challenging. 

3. Preliminaries 

Table 1. Notations 
Notation Description 

𝐺 = (𝑉, 𝐸) An undirected or directed graph with vertex set 𝑉 and edge set 𝐸. 
𝑤(𝑒) The weight of edge 𝑒. 

𝑉𝑖 Any one of all vertices. 
𝑣𝑖𝑠(𝑥) Identify whether the vertex has been visited. 

𝑑𝑖𝑠(𝐴, 𝐵) The distance between 𝐴 and 𝐵. 
+∞ Indicates that the vertices are unreachable. 

𝑏 → 𝑐 The path between 𝑏 and 𝑐. 
𝑏𝑐 The weight of 𝑏 → 𝑐. 
𝑁 The number of vertices in the graph. 
𝐸 The number of edge in the graph. 
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In this part, we introduced the basic knowledge about secure outsourcing computation and the 
Dijkstra Algorithm. 

We describe the notations used in this paper in detail, shown in Table 1. 

3.1 Secure Outsourcing Computation 

In the outsourcing computation, we can outsource heavy computational tasks to the cloud servers and 
pay expenses as they arise. Consequently, we can solve the problem of insufficient computing power. 
However, the cloud servers may not be trusted, they might be curious or even malicious. To protect 
the users' privacy, a security outsourcing algorithm should have the following properties: 

1) Privacy: Users' sensitive information should not be exposed to the cloud servers, shall be hidden 
from the understanding by the cloud server. 

2) Verifiability: The client should detect the result from the cloud server so as to prevent the rancorous 
servers from producing wrong or invalid output. 

3) Efficiency: Outsourcing computational tasks to the cloud servers should be significantly effective 
than completing the computation task by themselves. 

3.2 Multi-source Shortest Path -- n Times Dijkstra Algorithm 

In this section, we will introduce the Dijkstra algorithm. It uses the breadth-first search (bfs) method, 
which extends from the source vertex to the sink vertex. At the same time, it also adopts a greedy 
strategy, which finds the closest vertex to the source vertex that has not yet visited, and shortens the 
distance with other vertices through this vertex. Because the weights of all edges in the graph are 
positive, we cannot find another vertex that can shorten the distance between the two closest vertices. 
This is the core of the Dijkstra algorithm. The pseudocode of the Dijkstra algorithm is shown in 
Algorithm 1. 
 

Algorithm 1 Shortest Path 

Input: An undirected graph 𝐺 = (𝑉, 𝐸) 

Output: A matrix of shortest paths between all vertices 

1: for vertex 𝑘 of 𝑉 do 

2:  Set all vertices are unvisited 

3:   𝑣𝑖𝑠(𝑘) = 𝑡𝑟𝑢𝑒 

4:   for vertex 𝑉𝑖 of 𝑉 do 

5:    if 𝑉𝑖 ! =  𝑘 then 

6:   𝑡𝑒𝑚𝑝 =  𝑓𝑖𝑛𝑑𝑀𝑖𝑛𝑖𝑚𝑢𝑛(𝐺, 𝑘) 

7:     𝑣𝑖𝑠(𝑡𝑒𝑚𝑝)  =  𝑡𝑟𝑢𝑒 

8:   for vertex 𝑉𝑗 of 𝑉 do 

9:    𝑑𝑖𝑠𝑡𝑎𝑛𝑡 =  𝑑𝑖𝑠(𝑘, 𝑡𝑒𝑚𝑝)  +  𝑑𝑖𝑠(𝑡𝑒𝑚𝑝, 𝑉𝑗) 

10:    if 𝑑𝑖𝑠(𝑘, 𝑉𝑗)  >  𝑑𝑖𝑠𝑡𝑎𝑛𝑡 then 

11:     if 𝑉𝑗 ! =  𝑘 then 

12:      𝑑𝑖𝑠(𝑘, 𝑉𝑗)  =  𝑑𝑖𝑠𝑡𝑎𝑛𝑡 
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Algorithm 2 Find Minimum 

Input: An undirected graph 𝐺 = (𝑉, 𝐸) and a vertex 𝑘 

Output: A vertex which is closest to 𝑘 

1: 𝑚𝑖𝑛𝑛 =  +∞ 

2:  for vertex 𝑣𝑖 of 𝑉 do 

3:   if ! 𝑣𝑖𝑠(𝑣𝑖) 𝑎𝑛𝑑 𝑑𝑖𝑠(𝑘, 𝑣𝑖) < 𝑚𝑖𝑛𝑛 then 

4:    𝑚𝑖𝑛𝑉𝑒𝑟𝑡𝑒𝑥 = 𝑣𝑖 

5:    𝑚𝑖𝑛𝑛 =  𝑑𝑖𝑠(𝑘, 𝑣𝑖) 

6:  return 𝑚𝑖𝑛𝑛𝑉𝑒𝑟𝑡𝑒𝑥 
 

The time complexity of the algorithm is 𝑂(𝑁 ). When we want to find the shortest distance between 
all vertices, the time complexity of the algorithm becomes 𝑂(𝑁 ). It has a subfunction to find the 
vertex set 𝑉𝑖 which has not been visited and has the minimun distance to 𝑘. The time complexity of 
finding the shortest distance between all vertices could reduce to 𝑂(|𝑁|(|𝐸| + |𝑁|log|𝑁|)), if we 
apply Fibonacci heap to implement the priority queues. 

4. System Model and Security Definitions 

4.1 System Model 

In this part, we introduce the outsourcing computation model based on a single untrusted cloud server. 

The system model of our outsourcing scheme is presented in Fig. 1, which is divided into two parts. 
In the client part, the user has computation task, but lack of computation capacity, conversely in the 
server part, the cloud server can provide overwhelming computation capacity. So the user can 
outsource the computation task to the cloud server. In order to protect the privacy of user's input and 
output, before sending the data to the cloud server, the client transform the input 𝑥 into 𝑥′ firstly, 
then the client sent 𝑥′ and computation task 𝐹 to the cloud server, and the cloud server return the 
result 𝑦′ to the client based on 𝑥′ and𝐹. As receiving the result𝑦′, the client verifies the correctness 
of 𝑦′. If verified, the client transforms 𝑦′ to the real result 𝑦 and restore it; if not, the client claims 
that the server is untrusted. 

 

 
Fig.1 System Model 

4.2 Security Definitions 

A secure outsourcing strategy is composed of four steps: Blind, Compute, Verify, Recover. 

Definition 1. 
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1) 𝐵𝑙𝑖𝑛𝑑( , )(𝑥)  → (𝑥 , 𝜏 ) : Since the secret key 𝑠𝑘  and the computation task  𝑇 , the blind 
algorithm encodes the input 𝑥 of the computation task 𝑇 as a public value 𝑥′ which is sent to the 
cloud server 𝑆 with secret key 𝑠𝑘. At the same time, a secret value 𝜏  generates and kept secretly 
by the client 𝐶. 𝜏  will be applied to decode the result of 𝑇. 

2) 𝐶𝑜𝑚𝑝𝑢𝑡𝑒(𝑥 ) → (𝑦′): Assumed the blinded input 𝑥 , the cloud server 𝑆 calculates the blinded 
result 𝑦′ according to the given computing task 𝑇, and send 𝑦  to the client 𝐶. 

3) 𝑉𝑒𝑟𝑖𝑓𝑦 (𝑦) → 𝑌 ∪ 𝑁: Provided the secret key 𝑠𝑘  and the blinded result 𝑦′, the verification 
algorithm outputs 𝑌𝑒𝑠, if 𝑦′ is valid. Otherwise, it outputs 𝑁𝑜. 

4) 𝑅𝑒𝑐𝑜𝑣𝑒𝑟(𝜏 , 𝑦 ) → 𝑦: Given the secret key 𝑠𝑘, the secret value 𝜏 and the blinded result 𝑦 , the 
recovering algorithm outputs the original result 𝑦 = 𝑇(𝑥). 

Definition 2. 𝐶𝑜𝑟𝑟𝑒𝑐𝑡𝑛𝑒𝑠𝑠: The correctness of our outsourcing algorithm is that we can get the 
expected output for each input from the cloud server. 

Definition 3. 𝑃𝑟𝑖𝑣𝑎𝑐𝑦: The privacy of our outsourcing algorithm is that the cloud server could not 
learn anything sensitive about users' sensitive information. 

Definition 4. 𝛼 − 𝑐ℎ𝑒𝑐𝑘𝑎𝑏𝑖𝑙𝑖𝑡𝑦:𝛼 − 𝑐ℎ𝑒𝑐𝑘𝑎𝑏𝑖𝑙𝑖𝑡𝑦 is that if (1) our outsourcing algorithm correctly 
performs computation tasks 𝑇. (2)∀𝑥 ∈ 𝐷 ,𝐷  is the domain of  𝑇, if a rancorous cloud server 𝑆′ 
performs misbehavior and returns wrong or illegal results, 𝐶will detect the misbehavior when the 
probability is equal to or more than 𝛼. 

Definition 5. 𝛽 − 𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦: 𝛽 − 𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦 is that if (1) our outsourcing algorithm correctly 
performs computation tasks 𝑇. (2)∀𝑥 ∈ 𝐷,𝐷 is the domain of 𝑇, the running time of our outsourcing 
algorithm is no more than a 𝛽 − 𝑚𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑣𝑒 𝑓𝑎𝑐𝑡𝑜𝑟 of the running time of  𝑇. 

5. Our Secure Outsourcing Scheme 

5.1 Generic Framework 

The general framework includes of four phases: Blind, Compute, Verify and Recover. The detailed 
introduction is as follows: 

1) Blind: The client obtains a blinded 𝐺′ according to the input 𝐺 and the blinding algorithm 𝐴, and 
then sends 𝐺′ and the calculation task 𝐹 to the cloud server. 

2) Compute: According to the 𝐺′ sent by the client and the calculation task 𝐹, the cloud server 
calculates the shortest path of 𝐺′ and returns the result (named 𝑦′) to the client. 

3) Verify: The client verifies the returned result through the verification algorithm Verify hold or not. 
If it holds, the cloud server can be considered to be honest. Otherwise, the client reports the 
misbehavior of cloud server. 

4) Recover: If the result returned by the server passes the verification, we use the recovery algorithm 
Recover to restore the result 𝑦′ returned by the cloud server to 𝑦. 

5.2 Design Rationale 

We aim to develop an all-sided secure outsourcing algorithm to solve the shortest path problem, and 
make sure all the inputs and outputs are obscured. The number of vertices, the number of edges and 
their weights, the structure of the graph, and the specific path of the shortest path returned by the 
cloud server need to be blinded. As we all know, Dijkstra algorithm is the most common to tackle the 
shortest path problem, in this study, the secure outsourcing algorithm on the basis of the Dijkstra's 
algorithm is explored. We increase or decrease the number of vertices and edges in the graph through 
certain rules without affecting the correctness of the results. The first step is to insert fake vertices 
and edges. The second step is to delete vertices with a degree less than or equal to 2 in the graph. 
Finally, all the edges in the graph multiply by a real number. Because the Dijkstra algorithm finds the 
vertex closest to the source vertex and judges whether the vertex can be used for shortening the 
distance to other vertices, so we insert a fake vertex and make the distance from the source vertex to 
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this vertex plus the distance from this vertex to vertex 𝑥 greater than or equal to the distance from 
the source vertex to vertex 𝑥, and delete the node through certain rules, so as to achieve the purpose 
of blinding and without affecting the correctness of the results. We analyze the detailed underlying 
logic in Section V. 

5.3 Secure Outsourcing Scheme RIAD 

In this section, we propose an outsourcing scheme Random Insert and Delete (RIAD). 

In our scheme, we design a technique to blind the graph including inserting fake vertices and edges 
and deleting vertices and edges. The graph privacy can be effectively protected by this technique. 
After the blinding processes, the shortest-path of the original graph is able to be regained from the 
shortest-path of the blinded graph. First, the client randomly inserts some fake vertices and edges, 
and second the client randomly deletes vertices and edges which have one or two degrees. In the first 
two steps, the relationship between the inserted or deleted vertices and their successor and predecessor 
vertices should be recorded in the dictionary 𝐷. And finally, we multiply the weights of all edges by 
a random real number and send it to the cloud. 

Due to some unexpected reasons, the cloud server may send wrong results. The client should be able 
to verify the correctness of those returned results. Our algorithm enables the client to check the 
correctness of the returned result from the single untrusted cloud server. When the client gets the 
response from the cloud server, the client calculates the value of the shortest path between two random 
vertices on the client, and compares with the returned result. If it holds, the client restores the vertices 
according to the relationship recorded in the dictionary 𝐷. If not, the client outputs 𝑁𝑜. 

Now, we are going to introduce Insert Vertex algorithm which is shown in Algorithm Insert. 
Algorithm Insert takes a graph 𝐺 with a vertex set 𝑉 and an edge set 𝐸 as input. Every edge has a 
nonnegative real weight 𝑤(𝑒). By executing this algorithm, the client randomly inserts vertices into 
the graph 𝐺. 

Algorithm 3 Insert Vertex 

Input: An undirected graph 𝐺 = (𝑉, 𝐸) 

Output: A new undirected graph with a vertex inserted. 

1: Randomly select two vertices from 𝐺 set 𝑉1, 𝑉2 

2: Insert a vertex set 𝑉 between 𝑉1 and 𝑉2 

3:  Randomly choose a random number 𝑤1 from 0, 𝑑𝑖𝑠(𝑉1, 𝑉2) , 𝑑𝑖𝑠(𝑉1, 𝑉)  

4:  is 𝑤1 and 𝑑𝑖𝑠(𝑉, 𝑉2) is greater or equal to 𝑑𝑖𝑠(𝑉1, 𝑉2) − 𝑤1 

5: Randomly choose 𝑛 vertces from(1, 𝑡ℎ𝑒 𝑠𝑢𝑚 𝑜𝑓 𝑎𝑙𝑙 𝑝𝑎𝑡ℎ𝑠 𝑡𝑜 𝑉1 𝑎𝑛𝑑 𝑉2)  

6:  named neighbor which have path to 𝑉1 or 𝑉2 and set 𝑑𝑖𝑠(𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟, 𝑉)  

7: is greater than the sum of 𝑑𝑖𝑠(𝑉1 𝑜𝑟 𝑉2, 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟) and 𝑑𝑖𝑠(𝑉, 𝑉1 𝑜𝑟 𝑉2). 

We now give a toy example for Algorithm 3 to clarify it. 

An edge-weighted graph 𝐺 = (𝑉, 𝐸) is shown in Fig. 2. We set 5 vertices and 7 edges in 𝐺 and 
label weight of each edge has been labeled in the figure. In the Setup, the client runs Algorithm 3. In 
this algorithm, some fake vertices and edges would be inserted, and all these fake vertices and edges 
would not have an effect on the shortest-path and the distance matrix between all vertices. For 
example, we choose 𝑉𝑒𝑟𝑡𝑒𝑥 4 and 𝑉𝑒𝑟𝑡𝑒𝑥 5 named 𝑉4 and 𝑉5 respectively. And 𝑑𝑖𝑠(𝑉4, 𝑉5) is 
13. Now we insert a 𝑉𝑒𝑟𝑡𝑒𝑥 6  named 𝑉6 , we randomly select a positive number from 
(0, 𝑑𝑖𝑠(𝑉4, 𝑉5)) named 𝑋, we assume that 𝑑𝑖𝑠(𝑉6, 𝑉4) is 𝑋, so 𝑑𝑖𝑠(𝑉6, 𝑉5) is 𝑑𝑖𝑠(𝑉4, 𝑉5) − 𝑋. 
The result of 𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 3 is shown in Fig. 3. 𝑉2 (short for 𝑉𝑒𝑟𝑡𝑒𝑥 2) has a path to 𝑉4 and there 
is also a path between 𝑉3 (short for 𝑉𝑒𝑟𝑡𝑒𝑥 3) and 𝑉5, so we also randomly insert some edges 
between 𝑉6 and 𝑉2, 𝑉3. 𝑑𝑖𝑠(𝑉2, 𝑉6) is greater than 𝑑𝑖𝑠(𝑉6, 𝑉4) + 𝑑𝑖𝑠(𝑉4, 𝑉2) and 𝑑𝑖𝑠(𝑉6, 𝑉3) 
is also greater than 𝑑𝑖𝑠(𝑉6, 𝑉5) + 𝑑𝑖𝑠(𝑉5, 𝑉3). 
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Fig.2 Original Graph           Fig. 3 Blinded Graph 

 

The next we will introduce another algorithm --Delete Vertex which is shown in algorithm 4. 
Algorithm 4 takes a graph  𝐺  with a vertex set 𝑉  and an edge 𝐸  as input. Every edge has a 
nonnegative real weight 𝑤(𝑒). By executing this algorithm, the client randomly deletes vertices from 
the graph 𝐺. We can see that the time complexity of deleting vertex whose degree is 1 is 𝑂(𝑁), and 
the time complexity of deleting the vertex with degree of 2 is 𝑂(𝑁 ). 

Algorithm 4 Delete Vertex 

Input: An undirected graph 𝐺 = (𝑉, 𝐸) 

Output: A new graph with a vertex deleted 

1: while 1 do 

2:  Randomly select a vertex name 𝑉𝑥 

3:  if the degree of 𝑉𝑥 is 1 then 

4:   Set the adjacent vertex named 𝑉1 

5:   Every edge contain 𝑉1 need to add 𝑑𝑖𝑠(𝑉𝑥, 𝑉1) 

6:   Delete 𝑉𝑥 

7:   break 

8:  if the degree of 𝑉𝑥 is 2 then 

9:   Set the two adjacent vertices named 𝑉1, 𝑉2 

10:   if 𝑑𝑖𝑠(𝑉1, 𝑉2) =  +∞ then 

10:    𝑑𝑖𝑠𝑡𝑎𝑛𝑡 = 𝑑𝑖𝑠(𝑉𝑥, 𝑉1) + 𝑑𝑖𝑠(𝑉𝑥, 𝑉2) 

11:    𝑑𝑖𝑠(𝑉1, 𝑉2) = 𝑑𝑖𝑠𝑡𝑎𝑛𝑡 

12:    Delete 𝑉𝑥 

13:    break 

14:   else 

15:    𝑑𝑖𝑠𝑡𝑎𝑛𝑡 = 𝑑𝑖𝑠(𝑉𝑥, 𝑉1) + 𝑑𝑖𝑠(𝑉𝑥, 𝑉2) 

16:    if 𝑑𝑖𝑠𝑡𝑎𝑛𝑡 < 𝑑𝑖𝑠(𝑉1, 𝑉2) then 

17:     𝑑𝑖𝑠(𝑉1, 𝑉2) = 𝑑𝑖𝑠𝑡𝑎𝑛𝑡 

18:     Delete Vx 

19:    break; 

20:  if the degree of all vertices is greater than 2 then 

21:   break 
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Algorithm 4 is restricted, currently only for a vertex which has one or two degrees. A more general 
solution is yet to be discovered. 

Now we give a toy example for Algorithm 4 to make it more clearly, in which we discuss various 
situations. We first introduce the case of a vertex whose degree is 1. An edge-weighted graph 𝐺 =
(𝑉, 𝐸) shown in Fig. 4. We set 𝑉𝑒𝑟𝑡𝑒𝑥 1 as 𝑉𝑥 and the adjacent vertex of 𝑉𝑥 is 𝑉1, if we delete 
𝑉𝑥, and the degree of 𝑉𝑥 is 1, it is obvious that 𝑉𝑒𝑟𝑡𝑒𝑥 2 → 𝑉𝑒𝑟𝑡𝑒𝑥 3 and it contain 𝑉1, so we 
can delete 𝑉𝑥  and record 𝑉𝑥  as the precursor vertex of 𝑉1  in 𝑆 , then 𝑉𝑒𝑟𝑡𝑒𝑥 2 → 𝑉𝑒𝑟𝑡𝑒𝑥 3 
needs to add 𝑑𝑖𝑠(𝑉, 𝑉1). The result is shown in Fig. 5. Next, we introduce the case of a vertex which 
degree is 2. A edge-weighted graph 𝐺 = (𝑉, 𝐸)shown in Fig. 6. The degree of 𝑉𝑒𝑟𝑡𝑒𝑥 1 named 𝑉𝑥 
is 2, 𝑉𝑒𝑟𝑡𝑒𝑥 2 named 𝑉2 and 𝑉𝑒𝑟𝑡𝑒𝑥 3 named 𝑉3 have path to 𝑉𝑥. If 𝑑𝑖𝑠(𝑉2, 𝑉3) is not +∞, 
and because 𝑑𝑖𝑠(𝑉𝑥, 𝑉2) + 𝑑𝑖𝑠(𝑉𝑥, 𝑉3) < 𝑑𝑖𝑠(𝑉2, 𝑉3)  we need to replace  𝑑𝑖𝑠(𝑉2, 𝑉3)  with 
𝑑𝑖𝑠(𝑉𝑥, 𝑉2) + 𝑑𝑖𝑠(𝑉𝑥, 𝑉3). The original graph and result is shown in Fig. 6. and Fig. 7. And we need 
to record 𝑉𝑥 as the precursor vertex of the vertex which is closest to 𝑉𝑥, because when we run 
Dijkstra algorithm, it always chooses the vertex which is closest to the origin vertex. In this example, 
𝑉2 is closer to 𝑉𝑥 than 𝑉3. If the distance between two vertices and 𝑉𝑥 is equal, record which 
vertex is the same. If 𝑑𝑖𝑠(𝑉𝑥, 𝑉2) + 𝑑𝑖𝑠(𝑉𝑥, 𝑉3) > 𝑑𝑖𝑠(𝑉2, 𝑉3), we just delete 𝑉𝑥 and 𝑉𝑥 → 𝑉2,  
𝑉𝑥 → 𝑉3, then record the distance between 𝑉𝑥 and 𝑉2, 𝑉3. The original graph and result is shown 
in Fig. 8 and Fig. 9. If 𝑑𝑖𝑠(𝑉2, 𝑉3) is +∞, we also delete 𝑉𝑥 and𝑉𝑥 → 𝑉2, 𝑉𝑥 → 𝑉3, and record 
the distance between 𝑉𝑥  and𝑉2, 𝑉3, what we next to do is using the sum of 𝑑𝑖𝑠(𝑉𝑥, 𝑉2) and 
𝑑𝑖𝑠(𝑉𝑥, 𝑉3) to replace 𝑑𝑖𝑠(𝑉2, 𝑉3). The original graph and result are shown in Fig. 10 and Fig. 11. 

 

      
Fig. 4 The degree of Vertex is 1      Fig. 5 Delete a vertex which degree is 1 

 

       
Fig. 6 Case 1            Fig. 7 The result of case 1 

 

       
Fig. 8 Case 2              Fig. 9 The result of case 2 
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Fig. 10 Case 3           Fig. 11 The result of case 3 

 

Based on Algorithm 3 and Algorithm 4 that we introduced earlier, the blinding algorithm consists of 
Algorithm 3 and Algorithm 4 and it shown in Algorithm 5. Algorithm 5 takes a original graph as 
input and outputs a blinded graph. It executes the algorithm of inserting and deleting vertices 𝑛 times 
to blind the original graph where 𝑛 is a random number. 

Algorithm 5 Main 

Input: A origin graph G, a randomly selected real number 𝑟 and the dictionary 𝐷. 

Output: A blinded graph. 

1: The client randomly select a number 𝑛 from (0, log|𝑁|), 𝑁 is the number of 

2: vertices in the original graph. 

3:  for 1 to 𝑛 do 

4:   Randomly get a number 𝑥, 𝑥 is bigger than 0. 

5:   if 𝑥 is odd number then 

6:   InsertVertex() 

7:   if 𝑥 is even number then 

8:   DeleteVertex() 

9: The weights of all edges are multiplied by 𝑟. And record 𝑟 in 𝐷. 

After the cloud server computing task is completed, the client needs to verify the results returned by 
the cloud server. Now we introduce the Verify algorithm which is shown in Algorithm 6. Algorithm 
6 takes the result returned by the cloud server as input and outputs Yes or No. It is used to verify the 
result returned by the cloud server, and avoid the malicious behavior of cloud server. The client 
randomly select 𝑝  pairs of vertices and calculates locally, the time complexity of running the 
algorithm locally is 𝑂(𝑝 ∗ 𝑁 ) and 𝑝 is much smaller than 𝑁, therefore, the time complexity of the 
verification algorithm can be approximated to 𝑂(𝑁 ). 

Algorithm 6 Verify 

Input: The result returned by the cloud server. 

Output: Yes or No. 

1: The client arbitrarily selects 𝑝 pairs of vertices and calculates the shortest path  

2: between these vertices. 

3:  The result calculated by the select is compared with the result returned by the server 

4:  if the corresponding results are all correct then 

5:   the client outputs Yes, and the server is considered to be honest, and we use the  

6:  recovery algorithm to restore the result returned by the server. 

7:  if Not all right or all wrong then 

8:  the client outputs No and claims the misbehavior of the cloud server. 
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If the output of Algorithm 6 is Yes, it means that the result returned by the cloud server is correct. 
Then the client restores the result returned by the cloud server according to Algorithm 7. Algorithm 
7 takes the result returned by the cloud server as input and outputs the real result of the original graph. 
It is used to restore the results returned by the server. The restored result is the same as the original 
graph calculated on the client. 

Algorithm 7 Recovery 

Input: The real number recorded in 𝐷. 

Output: The real result of the origin graph. 

1: Firstly, divide the weights of all edges which are recorded in 𝐷 by 𝑟. 

2: Secondly, restore the deleted vertices with degree 1 or 2 

3:  Thirdly, delete the fake vertices and edges which are inserted into the original graph. 

4:  All these information of the vertex are all recorded in 𝐷. 

6. Security Verifiability and Efficiency Analysis 

In this section, the security, verifiability, and efficiency of our proposed algorithm are discussed. 

6.1 Correctness Analysis 

Firstly, the correctness of our algorithm will be proved. If the cloud server is honest, the client will 
achieve the correct shortest path of the original graph from the blinded graph. Dijkstra algorithm is 
suitable for graphs with non-negative weight edges. Since the weights of all edges are positive, we 
can use the third vertex to relax any two vertices if the sum of the distance from any two vertices to 
the third vertex is shorter than that between any two vertices: that is what Dijkstra algorithm does. 
For our outsourcing algorithm, we insert some fake vertices and edges into the graph. Those fake 
vertices are like the third vertex, but the sum of the distance from any two vertices to the third vertex 
is longer than or equal to the distance between any two vertices. We also add edge to the vertices 
which have path to either of those two vertices, so the degree of the fake vertex is greater than or 
equal to 2. As shown in Fig. 12 and Fig. 13, the original graph only has vertex 𝐴, 𝐵 and 𝐶. We insert 
the third vertex 𝐷 into the graph, and the sum of 𝑑𝑖𝑠(𝐴, 𝐷) and 𝑑𝑖𝑠(𝐵, 𝐷) is greater than or equal 
to𝑑𝑖𝑠(𝐴, 𝐵). We also insert an edge between 𝐶 and 𝐷. This is not necessary but is inserted randomly, 
which is to make the degree of the inserted vertex at least 2 and 𝑑𝑖𝑠(𝐶, 𝐷) greater than all others 
ways from 𝐷 to 𝐶. We did not change the value of the shortest path but increase the scale and 
complexity of the graph, while it will not affect the result correctness, because Dijkstra algorithm 
only cares about the vertex which can relax two vertices. Thus we can blind the graph in this way. 
Next we delete some vertices whose degrees are 1 or 2. This process is like turning two or three 
vertices into one or two, just like those cases mentioned in Algorithm 4, by which we can restore it 
based on the records in the dictionary 𝐷. Finally, we multiply the matrix by a real number and send 
it to the cloud server. In this way we can protect the privacy of the input and output without affecting 
the results. 

 

               
Fig. 12 Two vertices without third vertex   Fig. 13 Two vertices with third vertex 
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6.2 Privacy Analysis 

Theorem 1. RIAD is a private implementation of the Dijkstra algorithm. 

Proof. Since we have successfully proved the correct implementation of 𝑅𝐴𝐼𝐷based on Dijkstra 
algorithm in Correctness Analysis. We need to prove that the cloud server cannot acquire the secret 
information about 𝐺 and the shortest path of 𝐺. The input of 𝑅𝐴𝐼𝐷 is a graph 𝐺, and its output is 
the shortest path 𝑝 of 𝐺 . Input a graph 𝐺  into the 𝑅𝐴𝐼𝐷 and the shortest path 𝑃 of 𝐺  will be 
output. The secret information of 𝐺 consists of the amount of vertices and edges and the weights of 
each edge. The sensitive information of 𝑃 includes the shortest path of 𝑃 and its value. 

The privacy of input 𝐺 is studied. We take a series of steps to protect the privacy of 𝐺. In Algorithm 
Insert, the client inserts some fake vertices and edges in 𝐺  to generate a greater graph 𝐺′ . In 
Algorithm Delete, the client deletes some vertices and edges to change the scale of the graph. 
Therefore, for the cloud server, the amount of vertices and edges in 𝐺 are unknown. In Algorithm 
main, the client randomizes the weight of the edge by multiplying each edge by a real number. Hence, 
the weight of each edge is unknown to the cloud server. The cloud server only gets a returned blinded 
graph 𝐺′. If the client wants to recover the original graph 𝐺 from 𝐺′, the client needs to know the 
way of inserting and deleting the vertices and edges. We conduct these operations on the client side, 
which is almost impossible for the cloud server to predict correctly how to insert and delete vertices 
and edges. So the cloud server cannot retrieve secret information about the input 𝐺. 

Next, the privacy of the output 𝑃 is studied. The cloud server knows the shortest path 𝑃1 of 𝐺′. 
However, the way of the vertices and edges being inserted and deleted on the client side is not clear. 
It is almost impossible for the cloud server correctly to predict such information. Thus, the cloud 
server is not able to acquire the sensitive information about the output 𝑃. In brief, the cloud server 
cannot gain sensitive information about 𝐺  and the shortest path of 𝐺  in 𝑅𝐴𝐼𝐷 . So, 𝑅𝐴𝐼𝐷  is a 
private implementation of the Dijkstra algorithm. 

6.3 Checkability Analysis 

Theorem 2. 𝑅𝐼𝐴𝐷 is (optimal) 1-checkablility. 

Proof.  In 𝑅𝐴𝐼𝐷, the shortest path problem is outsourced to a single untrusted cloud server. If the 
cloud server 𝑆 wants to deceive the client, 𝑆may send a random path 𝑃 of 𝐺′ in Compute. We 
can calculate the shortest path between 𝑘 pairs of vertices in the client and compare it with the result 
returned by the cloud server. We use 𝑛 to represent the number of vertices in the blinded graph. If 
the cloud server wants to deceive us, the probability of the cloud server guessing 𝑘 is 1

𝑛 and the 

probability of the cloud server returns the correct result is 1
𝐶 . Thus the probability that the server 

cheats us is 1
𝑛 ∗ 𝐶 . When 𝑛 is large, the probability is negligible, so we approximate that we can 

detect the cloud server's misbehavior with a probability close to 1. 

6.4 Efficiency Analysis 

Theorem 3. 𝑅𝐼𝐴𝐷 is efficient. 

Proof.  We will analyze the efficiency of our outsourcing algorithm. In the blinding phase, the most 
time-consuming part is to find the neighbor vertices to the inserted vertices and save into array. Search 
the neighbor vertices' time complexity is 𝑂(𝑛) and add edges between vertices is 𝑂(1). For deleting 
vertices, the most time-consuming part is to find the vertices whose degrees are one or two, whose 
time complexity is 𝑂(𝑛 ). In the verification phase, calculating the shortest path between vertices is 
most time-consuming, whose time complexity is 𝑂(𝑛 ). It is obvious that both our outsourcing 
algorithm and verification scheme are efficient. 

7. Performance Evaluation 

In this section, we study the performance evaluation of our designed algorithms. 
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7.1 Evaluation Methodology 

A user-friendly application is developed and some well-rounded experiments to access the practical 
efficiency of our designed algorithms are conducted. We conducted the experiment on the Windows 
system. We simulated the server by running Windows 10 Server on an i9-9820X CPU at 3.30GHz 
with 64GB memory to simulate the server. The client was simulated on an AMD Ryzen5-3500 CPU 
at 2.10GHz with 12GB memory. Our designed algorithms are implemented in C++. We ran our 
algorithm 300 times in order to avoid accidental data, and we calculated the average of all the data. 

7.2 Evaluation Results 

Fig. 14 shows the time required to insert the vertices of the original graph locally. Obviously, the time 
required to insert log|𝑉| vertices is much less than 1 second, which is negligible. And Fig. 15 shows 
the time required to delete some vertices which have one or two degrees, which is also not time-
consuming. So the blinding algorithm is efficient. Fig. 16 shows the comparison of the time required 
to solve the shortest path for graphs of different scales locally and in the cloud. Obviously, when the 
scale of the graph is small, the gap between local computing and cloud computing is not very large. 
But when the scale of the graph becomes larger, outsourcing to the cloud has a significant advantage. 
We also compared the time for calculating the original graph locally and calculating the blinded graph 
on the cloud server, the result of which is shown in Fig. 17. The calculation of the blinded graph takes 
longer than the original graph, because the blinding makes the scale of the graph larger. We also 
compared the calculation time of the graph before and after the blinding on the client and the cloud 
server respectively. It is obvious that the calculation time of the blinded graph on the cloud server is 
less than the calculation time of original graph on the client. The result is shown in Fig. 18. Finally, 
Fig. 19 shows the comparison between the time spent in each stage of our blinding algorithm and the 
time required to calculate the original graph on the client. We can see that the time required by our 
blinding algorithm is negligible. In conclusion, our algorithm achieves better efficiency, especially 
on the cloud side. 

8. Summary 

In this paper, we propose the first secure and effective outsourcing algorithm to solve the shortest 
path problem, which is one of the most widely used algorithms in graph theory. While using the 
powerful computation power of the cloud server, the proposed scheme can guarantee the protection 
of the data privacy. The blinding algorithm, verification algorithm and recovery algorithm we 
designed can be fast executed, which proves the efficiency of the proposed algorithms. But the 
algorithm we designed is limited. When deleting vertices, only some vertices with degrees 1 and 2 
can be deleted without affecting the correctness. In the future, we will continue to investigate the 
improvement of the proposed algorithms on vertices deletion. 
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