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Abstract 
In this work, a framework is developed to train the convolution neural network(CNN) 
using the Wi-Fi-Zigbee- mixed signal sequences and demonstrate higher than 94.55% 
classification accuracy on a set of radio-fingerprint added BPSK (Zigbee) and 64-QAM 
(Wi-Fi) modulated signals in 0- 30 dB signal-to-noise ratios. This classification system 
that is based on the deep learning in the physical layer can be applied for multi-
communication techniques is designed to improve the convenience of wireless 
communication and the security of the controlling system. 
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1. Introduction 

Nowadays, internet of things (IoTs) progressively be- comes reality and controlling a great number 
of various electronic devices accurately and quickly is more and more demanding. With the 
advancement of 5G, the new low latency wireless communication technology is leading IoTs into a 
new situation. Smart home is one example in IoTs, which make our lives easier. The first model of 
smart home was in 18th century, when the machines were programmed to remember and offer the 
recipe for the cook. As the development of technology, the smart home involves more devices, 
including automatic lamps, air conditioner, and refrigerator. These devices may use different 
communication protocols such as Wi-Fi, Zigbee, or LoRa that are usually incompatible to each other. 
To achieve the goal of real ‘smart home’, it is critical to solve the compatibility problem. Secu- rity 
is also an important aspect, the signals from smart home devices will first be transmitted to webmaster 
and then to the user’s phone or other control devices. During such process, it’s hard for people to 
prevent other unauthorized access to the devices as the signals cannot be easily recognized and 
distinguished. Under this situation, private information will be accessed by other people and 
organizations, causing the leak of information and other potential danger. From this point of view, 
how to set up a safe and hard-to-be-hacked network is one of the most important concerns nowadays 
[1]. 

In the past, researchers tried to prevent unauthorized access by encrypting the hardware or using 
private net- work, such as visual private network(VPN). However, these methods are hard to reach 
and apply in our daily lives, due to the high price and complex processes. Radio fre- quency 
fingerprint (RFF) is a method used to identify the unauthorized access during the beginning of signal 
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trans- mission, by comparing the unique transient characteristics. The information of the signal is 
displayed in radio frequency fingerprint, which includes the physical identification of the special 
radio transmitter by detecting exterior features to match with the library signal of unique features, as 
well as associated noise [2]. In the process of simulating and extracting these data, it is possible to 
find which signal is authorized and which is unauthenticated. To achieve this goal, the current popular 
technique is prior methods. On the contrary, deep learning (DL) as a new posterior method is 
developed in signal processing area and applied into RF recognition. With its wide and high 
dimension receptive ability, DL has catches the interest of many researchers. As the most significant 
network in DL, convolution neural network (CNN), which is widely applied in image and speech 
identification, is verified to be effective in RF device fingerprint identification [3], and is used in this 
paper for recognition and classification. 

1.1 Wi-Fi & Zigbee Comparison 

 
Figure 1. Some main features comparison between Wi-Fi and Zigbee [4] 

1.1.1 Wi-Fi 

Wi-Fi is a wireless transmission technology for short- range situations. With the access to wireless 
signals at any time due to its versatility and flexibility, Wi-Fi is ideal for office and other indoor 
environments. Also, Wi-Fi has some serious drawbacks. Wi-Fi radio frequencies send and receive 
data in the air. Information using electromagnetic waves data packets that are susceptible to external 
interference can be detected or received externally during transmission. Data security is also an 
significant issue. The signal may be encrypted and encrypted before it is sent. But if there are enough 
data packets, a hacker can crack it still. 

1.1.2 Zigbee 

Compared with Wi-Fi, ZigBee is a widely accepted wireless communication technology. Each port 
in the con- structed network can link to over 65,000 ports at most. It is adaptable for use in many 
fields such as household, in- dustry, and agriculture. While Wi-Fi can only access around 2000 ports, 
which cannot meet the needs of the users with higher requirement of internet speed and lower latency 
for connection, ZigBee with lower power consumption and less cost could be a better choice. For the 
energy cost within low power consumption standby mode, for instance, two standard AA batteries 
are enough for daily use for half a year. 

1.2 Classification Methods Comparison 

1.2.1 Conventional Method 

The pre-chosen characteristics with domain signals of the system were examined as a priori [5]. The 
input to the k-nearest neighbors (k-NN) separation classifier is log- spectral-energy characteristics 
[6]. PARADIS, which use SVM and k-NN algorithms, has a 99 percent accuracy rate and fingerprints 
802.11 devices with modulation faults [7]. In [8], GTID uses artificial neural networks proposing to 
exploit changes and differences in clock skews and hardware for device-type classification. It is a 
challenge to select the right feature sets since a huge number of characteristics are applied. The 
problems in scales are concerned when applied to environment with various devices for the increasing 
com- putational complexity in training sequences [9]. 
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1.2.2 Deep Learning Method 

With a powerful framework for learning signal se- quences and data with more complexity, deep 
learning grasps larger data sets and largely increases the layer num- ber. The former classification of 
11 different modulation schemes was introduced in the referred resources [10] [11]. However, this 
approach only recognizes the type of mod- ulation through transmitters. In our work, raw sequence 
samples are used and CNN is trained to classify mixed radios with Wi-Fi and Zigbee signals. 

2. Model 

2.1 Signal Generation 

2.1.1 Wi-Fi Waveform Generation 

 
Figure 2. Wi-Fi physical layer structure 

 

The structure of Wi-Fi physical layer (PHY) is shown in figure 2, There are three parts: 

Physical layer convergence sublayer (PLCP): The MAC layer and PLCP communicate through the 
physical layer service access point (SAP) using primitives. After the MAC layer issues an instruction, 
PLCP begins to prepare the media protocol data units (MPDUs) to be transmitted. PLCP also transfers 
incoming frames from the wireless medium to the MAC layer. 

PLCP protocol data unit (PPDU): PLCP is an addi- tional field of MPDU, which contains information 
required for physical layer transmission and reception. The 802.11 standard calls this composite frame 
a PLCP protocol data unit. PLCP maps the MAC protocol data unit into a for- mat suitable for 
transmission by PMD, thereby reducing the degree of dependence of the MAC layer on the PMD 
layer. The frame structure of PPDU provides asynchronous transmission of MPDU between 
workstations. Therefore, the physical layer of the receiving workstation must synchronize each single 
upcoming frame. 

Physical Medium Dependent (PMD) sublayer: PMD allows the wireless transmission and receiving 
of physical layer entities between two workstations below the PLCP [12]. In order to achieve the 
above functions, PMD needs to directly face the wireless medium (atmospheric space), and modulate 
and demodulate the data. PLCP and PMD communicate through primitives to control the sending and 
receiving functions. In this paper, 802.11n protocol was used to turn message bits into waveform with 
the use of MATLAB Toolbox wlanWaveformGenerator function, the steps are as the following: 

In this work, the Wi-Fi signal format was first gotten and determine the signal pattern (802.11n in 
this work, uses HT). After inputting the number of bits in a PSDU for a single packet (convert bytes 
to bits) and getting the sampling rate of the waveform, the legacy preamble fields for applicable 
formats (HT) were generated and extracted PSDU for the current packet. Finally, the PSDU with the 
correct scrambler initial state was generated and finally packet extension. 

2.1.2 Zigbee Waveform Generation. 

Figure 3 shows the steps of turning the message into a waveform by using Zigbee protocol. 

A synchronization header (SHR) was send first to fa- cilitate alignment to data vectors on the 
receiving side and synchronization to the received bitstream, the preamble is 4 octets and they are all 
set to zero. In order to make the signals stay away from interruptions and collisions, then a physical 
header(PHR) which contains the length information of the PSDU was sent. Afterwards, Differential 
Encoding was used so that the binary data in any user-defined FSK modulation can be encoded during 
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the modulation process via symbol table offsets defined in the Differential State Map. Next, the bit 
to chip mapping was applied, in general, the system makes a certain probability of error, which is 
inevitable. However, if 0 bit and 1 bit are changed into a very complex sequence, one or two wrong 
numbers in a sequence will not affect the detection of the sequence, thus significantly reducing the 
error probability. After that, BPSK modulation was used to modulate. Finally, the raised-cosine- 
filtering was used to eliminate the inter-symbol interference during the modulation. 

 

 
Figure 3. Zigbee waveform generation 

2.2 Radio Frequency Fingerprint Simulation 

Radio frequency fingerprinting (RFF) is the process of identifying a signal that depends on the hidden 
information and properties of its transmission, including specific radio frequency, offsets or 
interference. As an example, for elec- tronic components in wireless communication system like 
transmitter, antennas or amplifier, because of the difference during production, same kind of device 
also have subtle difference, causing signal waveform difference, which called the device’s ’radio 
fingerprint (RF)’. 

There are three steps in the process of simulating RFF. Firstly, set system parameters of the RFF. 
Then, generate the original signal waveform. Finally, setup channel and RF impairments. In this work, 
the model mainly consider DC offset and clock offset in RF. DC offset occurs because while 
transmitting the signal, the transmitter is powered by direct current, which fluctuates and causes the 
tiny fluctuate in the signal waveform. The clock offset is caused by errors in the internal clock sources 
of transmitters and receivers, and the clock offset causes the converter of the digital-to- analog 
sampling rate and the center frequency that down- converts the signal to base band to deviate from 
expected values [13]. The clock offset factor used by the channel simulator is expressed as 𝐶 = 1 +

, in which 𝛥𝑐𝑙𝑜𝑐𝑘 measurement unit of the clock offset. For each of the frame, a random 

∆clock value is generated by the channel from a set of values that are uniformly distributed in the 
range of [−𝑚𝑎𝑥𝛥𝑐𝑙𝑜𝑐𝑘,𝑚𝑎𝑥𝛥𝑐𝑙𝑜𝑐𝑘], where max∆clock is measured as the maximum value the 
clock offset can reach to. 

2.3 Deep Learning Classification & Recognition 

As a new research direction in machine learning, deep learning shows great potential in many aspects, 
including signal processing. Deep learning is a complicated algorithm and so-called ‘black box’ 
technique. By learning the internal rules and levels of representation, it can recognize patterns of data 
in higher dimension than human. Although the machine learning in highly results-oriented problems 
cannot be relied too much, it shows excellent performance in signal and image processing area. 
Considering the compatibility problem between Wi-Fi and Zigbee, a deep leaning model based on 
one device that can efficiently classify these two kinds of signals communicating in one physical 
space was preferred. Further, it can specially recognize the signal that has unique features, which can 
be defined as” authorized signal” to achieve safety purpose. In this paper, convolution neural network 
(CNN), a feedforward neural network with convolution calculation and have deep structures was used. 
It is able to do the shift-invariant classification to input messages and to do representation learning, 
in this case, it is named shift-invariant artificial neural networks (SIANN) as well [14]. 
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3. Simulation and Discussion 

3.1 Simulation 

3.1.1 Dataset and Channel Model 

Two types of signals were used in simulation, BPSK stands for Zigbee signal and 64-QAM stands 
for 802.11n signal. The dataset contains 10,000 frames of signal for each kind, which are separated 
into three parts: 80% is used for training, 10% for validation, and the remaining 10% is used for 
testing [15]. The messages are randomly generated 2 and 64 bits integer numbers, respectively. Each 
signal is also added a Raised cosine FIR pulse-shaping filter with 0.35 rolloff factor and spans 4 
symbol. 

The channel model is a composite channel, considering clock offset and DC offset as radio fingerprint, 
Rayleigh fad- ing and additive white gaussian noise (AWGN). Two parts of clock offset were mainly 
considered, one is frequency offset from -4 to 4 ppm, and sampling time drift less than 5 ppm. DC 
offset is set to -50 to -32 dBc, and the signal-to-noise ratio (SNR) of AWGN is 30 dB. 

In this work, the data in time and frequency domain were characterized, figure 4 shows the amplitude 
of real and imaginary parts of example frames, and figure 5 shows the spectrogram of example frames. 
There are slightly differ- ences between BPSK and 64-QAM but not easy to observe stands for the 
clock offset. Parts per million(ppm) is the and classify. 

 

 
Figure 4. Amplitude of real and imaginary parts of example frames 

3.1.2 Network Structure 

Except for the last convolution layer, the CNN has 28 layers in total, including one input layer for 
data input, six convolution layers, a batch normalization layer, a rectified linear unit (ReLU) layer, 
and a max pooling layer. The sixth part is ended with a average pooling layer and followed by a fully 
connected layer, a softmax layer, and use a classification layer as output. 

3.1.3 Training, Validation and Testing 

Figure 6 shows the training and validation progress, there are 1500 iteration and the accuracy is almost 
reach to 100.00% around iteration 250. The training progress is carried out on AMD2600X CPU and 
NVIDIA GTX1660 graphic card are used to accelerate calculation. 

3.2 Discussion 

The confusion matrix in figure 7 shows that all test data are correctly classified by trained model, it 
performs excellent accuracy, which displayed great potential of deep learning in multi-protocol 
classification problem. But this re- sult was believed that it is partly influenced by the conditions that 
this is a dichotomy situation, which greatly simplifies the classification. 
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The gradient SNR test results in figure 8 shows an interesting result. At 0 dB, the classification 
accuracy (CA) is 96.55%; when SNR increases to 5 dB, the CA decreases to 94.55%; however, when 
SNR continues to increase, the CA increased again, and reaches almost 100% at 20 dB SNR. 

The low SNR condition was suspected, the deep learning model nearly ignores the modulation signal 
contained in waveform and mainly focuses on the RF features recog- nition. When the SNR increases, 
the content of modulated signal in the waveform increases, which affects the judg- ment process of 
the model. Under the high SNR condition, modulation type becomes the main criterion of the model 
and leads to the simulation result. 

4. Conclusion 

Proved that, in this paper, the advanced achievements provided by the CNN techniques in recognizing 
image and speech problems can also be tested in signal classification using RF fingerprint. The 
problem was approached based on analyzing the physical layer signal and accomplish high 
classification accuracy between Wi-Fi and Zigbee signal in any kind of SNR condition, and regardless 
of the data carried the signal, enabled the usage of full transmission for fingerprint. 

Deep learning is fit for the classification or recognition of the RF-added signal because of its ability 
to adapt to RF or modulation features in signals, for example. Conversely, techniques based on prior 
assumption models may have trouble catching enough contrasts to determine the signals. Due to the 
limitation of calculation capability, our model uses a simple and rough dataset. However, based on 
our model’s ability to label signals under the condition of arbitrarily choosing variables (offsets, 
sampling rate, etc.) successfully, our model would also perform well on more complex signal and 
channel conditions, but require a more complex and a larger dataset to train on. 

In the upcoming future, the authors may try to use some more realistic signals to generate datasets 
and run the train- ing process on a high computation capacity server. Signals with strange RF and 
modulation types were be introduced to verify the security performance of the model. Also, the deep 
learning model was considered to be developed into a deeper reinforcement learning model, which 
may increase classification ability and simplify the dataset. 

 

 
Figure 5. Spectrogram of example frames 
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Figure 6. Training progress information 

 

 
Figure 7. Confusion matrix of the data 

 

 
Figure 8. Accuracy under different SNR 
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