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Abstract 
Android system with its open source characteristics, soon become the highest market 
share of the smartphone operating platform, but also attracted the attention of malicious 
attackers, security issues are increasingly prominent. In order to study the security 
problem of Android, this paper designs a memory reading and writing system based on 
Root environment, which can view process information, access memory and monitor 
data changes. The system is accessible to users in the way of remote service invocation, 
and uses the Hyper Text Transfer Protocol (HTTP) Protocol to realize the 
communication to the server. 
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1. Introduction 

With the rapid development of society and the widespread popularity of mobile Internet, smart 
terminals (smart phones, tablets, Io T devices, VR devices, etc.) equipped with Android operating 
system have also entered ordinary families. With the flourishing development of the Android 
operating system, security problems of applications running on it have also increased significantly 
[1]. Due to the open source feature of Andorid itself, users can modify the source code, replace boot 
files and other operations to gain rights. In its root environment, criminals can use their rights to 
damage other processes, including but not limited to obtaining process information and dynamically 
debugging other processes. Search and modify the key memory information of the process to achieve 
its illegal purpose [2]. 

2. Methodology 

2.1 The Basic Content of Memory Reading and Writing in Android 

Android is a system based on the Linux kernel. After obtaining the root permission in Android, the 
program can improve its own permission, so as to perform illegal operations and obtain relevant data 
in the memory, affecting the system security [3]. The /proc directory on Linux is a type of file system, 
namely the proc file system [4]. Unlike other common file system, / proc is a pseudo file system (and 
the virtual file system), storage is the current state of the kernel run a series of special files, the user 
can through these files to view information about the system hardware and is currently running 
process, can even by changing some of those files to change kernel running state. 

2.2 Basic Technology of Moving Target Tracking in Wireless Sensor Networks 

The /proc/pid/maps command displays the mapped memory area and access rights of the process. The 
process_vm_readv system call transfers data from a remote process to a local process. The 
process_vm_writev system call transfers data from the local process to the remote process. These two 
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system calls enable you to read and write memory across processes. The memory read and write 
process is shown in Figure 1. 

 

 
Figure 1. Memory read and write flow chart 

3. Results and Discussion 

3.1 The Overall Structure Design of Memory Read and Write System 

The memory read-write system design uses C/S mechanism, runs in the Android Server as the core, 
supports the remote call technology, realizes the client remote control, reads and writes the Android 
process function. The system includes memory read-write module, network communication module 
and memory management module. The overall block diagram of the system is shown in Figure 2. 

 

 
Figure 2. System overall structure 
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3.2 Network Communication Module 

The network communication module realizes the data transmission and remote control between the 
client and the server, so that the client can remotely operate the Android process. Users based on local 
area network (LAN) , the client and the server via a TCP connection and use the HTTP protocol [5] 
to communicate, server access to memory data transmission to the client, realize the memory data 
remote view, monitor the specified memory changes, but memory changes when the server sends the 
data to remind the client, has a certain monitoring function. The system receives HTTP requests from 
clients and parses the requests. The task is distributed to the memory read/write module. 

3.3 Memory Read and Write Module 

The memory read/write module reads and writes Android processes. The system can obtain the list 
of Android processes and return it to the client. The client selects the specified process, and the system 
obtains the memory block information of the process, copies the memory block process, and manages 
the memory through the memory management module. 

3.4 Memory Management Module 

The memory management module manages the searched memory, filters and finds the memory data 
needed by the client through the changes of the memory. And can search the memory data in the way 
of file, write to disk, so that the client can quickly find the memory needed.The memory management 
module mainly stores memory data and memory address, and all data are managed uniformly.  

 

Table 1. List of functions that scan memory 

ID API Name Parameter Description 

1 GetAllPid none Gets the Pids of all processes 

2 GetMemPage pid Gets the memory page  

3 preadv pid, address, size Reads data 

4 FirstSearch pid, type First Scan  

5 SecondSearch pid, type, func, value  Scan again 

6 ThirdSearch pid, func, type, last, value Continue to scan 

7 dump pid,type,last Displaying scan Results 

 

The memory data is saved by char type, and the address data is saved by long type. Read memory 
data is converted according to the required type.It implements operation file classes by encapsulating 
C language functions such as fopen, fwrite, fread, fclose, and remove. It is mainly used to create, read, 
and write a single file and store the searched data. By comparing and screening the new data and the 
old data, the memory data needed by the client is obtained. 

4. Conclusion 

The security problem of Android can be studied from multiple dimensions. This paper conducts 
research and development from the perspective of attackers . The system itself is based on the root 
environment and makes illegal calls to other processes through the Linux system . On this basis, based 
on the HTTP hypertext transfer protocol, the system can communicate with the client. The system 
can obtain all process information, read the memory data of the specified process and modify it, to 
achieve illegal behavior. 
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