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Abstract 

In the Power Internet of Things, edge computing extends cloud-centric services to the 
network's edge, enabling effective perception and processing of power information. 
However, because of its interoperability and distributed characteristics, edge computing 
contains new security issues. This paper first analyzes the application architecture and 
technical characteristics of edge computing in the power Internet of Things, elaborates 
the security threats from a holistic perspective, and proposes a security protection 
strategy. 
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1. Introduction 

With the rapid development of technologies such as the Internet of Things, cloud computing, and big 

data [1], new power service models have emerged one after another. As a result, the number of power 

terminals connected to the network has risen sharply, resulting in a huge amount of data. As a 

centralized service form, power cloud computing transmits data generated in the power private 

network to the cloud center and uses its powerful computing functions to process the data generated 

by the power Internet of Things. 

With the limited cloud center load and network bandwidth, the real-time requirements of tasks are 

restricted. On the other hand, for complex network environments, such as areas where the mobile 

communication network covers more than 95% [2], there are still network blind spots, making cloud 

computing unable to provide effective services for these power devices. As a result, edge computing 

technology came into being. It can effectively relieve the load of the power cloud center and improve 

the efficiency of information processing, but it also faces new security threats. In response to this 

problem, this paper proposes a security protection strategy for edge computing of power Internet of 

Things, strengthening the security protection from four aspects: privacy protection, identity 

authentication, network monitoring, and data encryption. 

2. Edge Computing Architecture for Power Internet of Things  

The edge computing architecture of the power Internet of Things is divided into the terminal layer, 

edge computing layer, and cloud computing layer [2], as shown in Figure 1. The terminal layer 

comprises massively deployed power terminal equipment and is responsible for collecting data and 

uploading it. The edge computing layer is composed of edge nodes, which perform simple calculation 

and preliminary processing on the data uploaded by the terminal layer and interact and cooperate with 

the cloud center at the same time. As the center of power data processing, the cloud computing layer 

has large-scale data storage and computing functions. For tasks that exceed the processing capacity 

of the edge computing layer, the cloud computing layer can provide complete services. The cloud 

center can also dynamically adjust the deployment and resource allocation of edge nodes. 
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Figure 1. Power IoT Edge Computing Architecture 

 

3. Security Threat of Edge Computing in Power Internet of Things  

With the gradual expansion of edge computing of the power Internet of Things, related security issues 

also need to be paid more attention. Power IoT edge computing faces new security threats in four 

areas: physical security, cybersecurity, data security, and application security, as shown in Figure 2.   

 

 

Figure 2. Security threats to power edge computing 

 

3.1 Physical Security Threats 

There are many intelligent devices in the power system [5]. Some devices are in an open physical 

environment and are vulnerable to physical attacks, such as malicious modification of device circuits 

and programs, injection of harmful information, and stealing sensitive data of the device. Some 

devices retain peripheral interfaces and are easily exploited by attackers. Attackers use malicious 

code to achieve cracking in repeated attempts and continuous attacks to access the device. When the 

energy power of the edge device is exhausted, the security protection function will be lost. Moreover, 



International Core Journal of Engineering Volume 7 Issue 9, 2021 

ISSN: 2414-1895 DOI: 10.6919/ICJE.202109_7(9).0010 

 

64 

it is easy for attackers to take the opportunity to invade. Therefore, the attacker continuously sends 

forged legitimate data packets to the device, forcing the edge device to repeatedly check the data until 

it runs out of power and then launch an attack on the device. 

3.2 Cybersecurity Threats 

There is a huge network system and a complex network environment in the power Internet of Things. 

When a network port is invaded or attacked, it may cause paralysis of the entire network. Attackers 

illegally tamper with data in the network, spread viruses, and cause data transmission to be interrupted. 

Attackers target a large number of infrastructure and equipment, damage terminal equipment through 

DoS attacks. Attackers can also use virus-infected devices to connect to the target website and attack 

the server to prevent users from accessing the website and prevent others from remotely protecting 

the website. 

3.3 Data Security Threats 

Power data security includes confidentiality and integrity. Edge node security configuration is low in 

the edge computing model. If there is no firewall or intrusion detection system in data exchange, even 

if it is hacked, data loss cannot be detected. If the edge computing device's data storage does not have 

an encryption function [6], the data is extremely easy to leak and be tampered. In terms of access, an 

attacker could attack edge data to manipulate services in the Power Internet of Things, prevent 

legitimate users from accessing the data, and control the information interaction of edge devices.  

3.4 Application Security Threats 

Application security is to ensure the security of the process and results of the application execution. 

The edge nodes in the power Internet of Things have the characteristics of diversity and heterogeneity. 

With the transformation of electric power enterprises, there is currently a lack of a unified security 

programming model. The applications of IoT nodes are also constantly changing. When changing the 

edge platform, it is easy to overlook the need to check program debugging, identity authentication, 

and permission settings. The edge platform also lacks refined settings for applications. As a result, it 

is vulnerable to security threats such as denial of service and software vulnerabilities, leading to 

leakage of sensitive data and tampering with transmission data. In the life cycle of edge computing 

applications, they may also be illegally created, modified, updated, etc. 

4. Security Protection Strategy for Edge Computing 

For the security of edge computing in the power Internet of Things, the corresponding defense 

measures are needed to ensure the security of the entire edge computing system. The security 

protection of edge computing mainly includes four aspects: authentication and access control, 

network monitoring and intrusion detection, data encryption and privacy protection, as shown in 

Figure 3. 

 

 

Figure 3. Edge computing security protection 
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4.1 Authentication and Access Control 

In edge computing, each power terminal device and edge server should be given unique identity 

information. The terminal device sends a request to the cloud center by virtue of its identity 

information. The cloud center generates a public key and anonymous identity information based on 

the terminal device information and sends it to the edge device. The edge device uses the private key 

to decrypt and store it locally. In this way, when the power terminal device accesses the edge device, 

it sends a request, and the edge device authenticates it. Only the terminal device can access resources 

and perform other tasks through authentication of identity information. The terminal device in the 

power Internet of Things can establish a two-way authentication mechanism and implement access 

control based on attributes and roles to ensure data transmission and reception security. 

4.2 Network Monitoring and Intrusion Detection 

Intrusion detection includes a series of functions such as monitoring, analysis, response, and 

coordination [7]. Edge calculation requires real-time detection of the risk of nodes, intelligent 

monitoring, and analysis of the transmitted data to avoid security risks. Network monitoring adopts 

an anomaly detection algorithm based on statistics, distance, density, depth, and offset to analyze the 

running state of equipment in real time, identify the abnormal behavior in the network, and warn the 

areas that may be threatened by security. The monitoring system is connected with the power 

monitoring center to prevent the abuse of network resources and the expansion of harm. The multi-

threaded distributed intrusion monitoring system can perform security analysis on many data packets 

to form an information security log. Then it is sent to the power cloud server, and the powerful 

computing power of the cloud center is used for in-depth analysis. 

4.3 Data Encryption 

In edge computing, users can use attribute-based encryption and proxy re-encryption. Attribute-based 

encryption means that if the attributes of the power terminal device meet the access requirements of 

the edge device, the access is allowed, and the data information is decrypted. Proxy re-encryption 

means that a semi-trusted agent can use the re-encryption key to convert the original public key 

ciphertext for the data owner into the public key ciphertext for the data user[8]. In edge computing, 

the power security center generates a re-encryption key and sends it to the cloud. The cloud generates 

an encrypted ciphertext. The terminal device downloads the data from the cloud and uses its own 

private key to decrypt the original data, thereby achieving the purpose of sharing data. The edge 

gateway can directly encrypt the sensitive data uploaded by the power terminal and directly process 

it locally. 

4.4 Privacy Protection 

Edge computing migrates parts of the functionality of storage and computing to the nearest user side, 

reducing the risk of privacy disclosure to some extent. However, power information in edge data is 

typically stored in an authorized entity of a semi-trusted infrastructure provider, resulting in the illegal 

use of user information. Privacy protection includes location privacy protection and data privacy 

protection. The former techniques mainly include location spoofing, pseudonymization, and 

randomization. Data privacy protection can be obscured and concealed. In Power Edge Computing, 

the computing node can connect to the power edge device via SSL Sockets and immediately issue an 

alarm when information is at risk of disclosure. Edge devices can adopt encryption mechanisms and 

establish a private data file management system. When the user's privacy information needs to be 

called, edge devices send requests to users to obtain call permissions. Users can also regularly update 

perfect or remove sensitive data.  

5. Conclusion 

This paper introduces the concept and architecture of edge computing and analyzes the security 

threats of edge computing in the power Internet of Things. The security protection strategy is 

proposed from four aspects of identity authentication and access control, network monitoring and 
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intrusion detection, data encryption, and privacy protection to ensure the safe, efficient and reliable 

operation of power Internet of Things. 
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