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Abstract 

At present, blockchain ,as an emerging technology, has attracted wide attention in the 
world. Blockchain technology has become a new highland in the global scientific and 
technological pursuit, and its related technologies have been initially applied in many 
fields such as the real economy. On October 25, 2019, General Secretary Xi Jinping 
pointed out that the blockchain should be regarded as the breakthrough point for 
independent innovation of core technology and accelerate the innovation and 
development of blockchain technology and industry when attending the 18th collective 
learning session of the Political Bureau of the CPC Central Committee. Logistics material 
supply is the key link of modern war, transportation is the core support of logistics 
material supply, and technological upgrading is the inexhaustible driving force of 
transportation development. Actively promoting the deep integration of blockchain 
technology and transportation delivery of The Chinese Armed Police Force will help 
promote the upgrading of the military transportation system and achieve the 
development goal of reasonable and efficient. 
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1. Application advantages of blockchain key technologies in The Chinese 

Armed Police Force 

Blockchain was proposed by a Japanese-born scientist named Satoshi Nakamoto in 2008. Up to now, 

blockchain has spanned three technical stages, namely blockchain 1.0, blockchain 2.0 and blockchain 

3.0. However, the former two applications are relatively narrow and only limited to the fields of 

digital currency and finance. When it comes to blockchain 3.0, it can meet more complex application 

scenarios. Blockchain 3.0 is called another technological innovation after the Internet explosion and 

will be widely used in all walks of life. 

1.1 Distributed ledger technology 

Based on the distributed structure, it can complete the process of military logistics materials from 

approval, record, verification, delivery, storage, transmission to receiving. Instead of relying on units 

and personnel at all levels, it takes a mathematical method to establish the trust relationship between 

the various nodes, which avoids the mistakes of related staff in material supply due to personal factors 

(negligence, omission, etc.), and forms a trusted decentralized distributed system. [1] 

1.2 Asymmetric encryption algorithm and consensus mechanisms 

Ensure data security, tamper-proof, anti-counterfeiting, authenticity and credibility. The data is 

encrypted based on the principle of asymmetric cryptography, and the powerful computing power of 

consensus algorithm is used to resist external attacks, so as to ensure that the blockchain data will not 
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be tampered or forged. Through the triple encryption of digital signature, public key and private key, 

the security and reliability of information and data can be ensured, so as to meet the requirements of 

military security. 

1.3 Time stamp 

The time series data of every material allocation and vehicle movement of the army can be saved, 

and the data information of any period can be traced back, so as to ensure the visualization of the 

army logistics work with strong traceability and verifiability. [2] 

1.4 Script code system 

Blockchain provides an automatic and flexible script code system, which is equivalent to the digital 

contract for business rules of each department of the organization. It is automatically executed when 

each node is supervising, reviewing and passing. The whole process cannot be tampered with, 

manipulated or interfered with, ensuring the reliability of the results of the automatic operation. [3] 

2. Potential applications of blockchain in the field of highway transportation 

and delivery of The Chinese Armed Police Force 

2.1 It is conducive to the standardized management of drivers 

The army will train and supplement new drivers every year, and those who have completed the 

training tasks and got qualified results will be given corresponding certificate of completion. However, 

it is difficult to objectively and truly reflect the complete performance of drivers in the training cycle 

only based on a certificate of completion. The traditional way of driver training and assessment 

records are manual operated, and the final evaluation results are often determined by subjective 

factors and credibility factors of the examiners. Based on the backtracking feature of blockchain, a 

complete cycle information chain can be established from different dimensions such as a single driver 

and a single driving subject according to the training time series to ensure the completeness of data 

and reduce the interference of human factors. In addition, the driver's retraining and assessment 

results of drivers can also be recorded on the chain, finally forming the corresponding "electronic 

voucher" for each driver, which can realize real-time one-click query. At the same time, the 

"electronic voucher" and "digital signature" technologies of blockchain can be used to establish a 

pilot information "alliance chain" of the whole military, which can share the driver information of all 

regions and all corps, so as to realize the automatic entry, query and verification of the assessment 

result data, and solve the problem of timeliness and integrity of the data from the root. In addition, 

when the unit is short of drivers in case of emergency, it can also use the advantage of blockchain 

sharing mechanism to urgently call qualified excellent drivers from neighboring units to ensure the 

successful completion of the task. 

2.2 It is conducive to the automatic management of vehicles 

At present, there are many daily vehicles dispatched by the army, and the number of vehicles entering 

and leaving the barracks is relatively frequent. However, the vehicle management mode is still 

relatively traditional. Most units still rely on manual management mode to operate a series of 

procedures for vehicle use, which leads to a waste of human and material resources and prone to 

errors. Most of the troops need to manually fill in the vehicle dispatch form and manually count the 

vehicle information when applying for vehicles, which often leads to mistakes such as improper 

writing, which affects the normal dispatch of vehicles. After the vehicles leave the warehouse, they 

can't follow up and grasp the dynamic situation of vehicle dispatch in time, and lack of management 

and supervision of vehicles. After the vehicle returns to the field, it can not timely grasp the 

maintenance and other conditions, which leads to the existence of safety hazards. Based on the 

decentralized characteristics of the blockchain, the whole vehicle management of the military can be 

built into a system chain. With the flexible script code technology as the core, the vehicle dispatching 

work can be automatically and efficiently completed, and the driving dynamics can be monitored and 

mastered in real time at each node such as the vehicle leaving the warehouse and returning to the yard. 
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The whole process is decentralized, without manual operation, and the interference of human factors. 

So as to improve the level of vehicle management. From the technical level, the use of “big data + 

cloud computing + blockchain” mode is an effective solution to build the current transportation big 

data platform. However, the has strict requirement on military and secret affiars, and there is no 

effective data sharing mechanism between the military and local government and transportation 

department, so the phenomenon of information isolated island is serious. The asymmetric encryption 

algorithm of blockchain can solve the problem of massive data docking between the local 

transportation system and the military system, and provide auxiliary decision support for the 

operation of military vehicles without worrying about security and confidentiality, so as to strengthen 

the information interaction between the military and the civilian. With the popularity of electric 

vehicles in the future, the army's vehicle equipment will be gradually updated. When vehicles go out 

to perform tasks, the shared charging platform of the blockchain can be used to charge quickly and 

conveniently to ensure the vehicle mileage of the vehicles, so as to promote the development of 

"intelligent transportation" of the army. 

2.3 It is conducive to the visual management of the delivered materials 

At present, the supply and demand of military logistics materials are unbalanced and mismatched, 

and the "bullwhip phenomenon" is serious. The logistics supply department can not grasp the demand 

of each unit in real time, the logistics storage materials have not been visualized, the material 

information transparency is low, and the material transportation process is not standardized. In 

addition, many links of transportation and delivery are also subject to the regulations of the authorities 

at all levels and manual processing constraints. For example, many units still rely on manual input of 

relevant data and production of paper vouchers to complete the process of delivery, transportation, 

inspection, reception, ect., which leads to problems such as difficult tracking of material sources and 

difficult query of material information. The essence of blockchain is decentralization. Based on the 

blockchain material information supply chain platform, it can accurately and completely collect the 

important information of the whole process of the supply chain, including production and 

manufacturing, warehouse acceptance, inventory and packaging, sending and transportation, 

inspection and receiving, so as to avoid manual re inspection process, reduce error rate, optimize 

material information processing, and save operation cost and processing time. It can significantly 

enhance the convenience of material transportation in the military operation and investment 

department, and enhance the traceability function and information transparency. 

2.4 It is conducive to the safety management of transportation and delivery 

Security work has always been the top priority of the army's work, especially the security of network 

data. Once connected to the Internet, if the information and data are obtained and interfered by lawless 

elements, the consequences will be unimaginable, which is also an important factor restricting the 

mutual integration of the military and civilian. Blockchain's distributed ledger technology can 

effectively solve such security problems, and can realize data encryption storage, which is difficult 

to tamper with. Blockchain technology forms chain storage structure for all kinds of information, and 

uses cryptography, consensus algorithm and intelligent contract to ensure the security of transmission 

and access, forming a low-cost and reliable decentralized trust foundation. The existing blockchain 

is divided into three types, namely public chain, private chain and alliance chain. Each node on the 

public chain can freely join and exit the network, and participate in the data reading and writing on 

the chain. When reading and writing, it is interconnected with a flat topology structure, and there is 

no centralized server node in the network. The advantage of the public chain is that there is no limit 

and it can participate freely. Private chain is also called personal chain. The write permission of each 

node in the chain is under internal control, while the read permission is selectively opened to the 

outside according to the demand. Proprietary chain is suitable for internal data management and audit 

of specific institutions. Each node of the alliance chain usually has its corresponding entity 

organization, which can join and exit the network only after authorization. All institutions and 

organizations form a stakeholder alliance to jointly maintain the healthy operation of the blockchain. 
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On this basis, The Chinese Armed Police Force is a large alliance chain. The authority of the 

participating nodes in the alliance chain is strictly controlled, and the authority is only controlled by 

the highest command organization. If necessary, it can also connect with the local public 

transportation chain. It can not only ensure the security of its own data, but also integrate into the 

local network system. At present, a new transportation ecosystem based on blockchain architecture 

has begun to take shape, and many large enterprise groups such as Alibaba and JD have also 

established their own internal blockchain agreement alliances. Currently, alliance chain is considered 

as the most promising type of blockchain, and its potential application value in the army is 

considerable. [4] 
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