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Abstract 

To solve the problems of equipment power management and security for multimedia 
classroom in college, the author designed the central control management system for 
embedded classroom including hardware terminals and cloud servers. With Raspberry 
Pi as the control core, the hardware terminal collects user info through the fingerprint 
recognition module and controls the equipment power switch through the relay; the 
cloud server stores the user, course and check-in info by establishing MySQL database 
and realizes the storage and transmission of fingerprint template data by establishing 
FTP service. The system can access to the college public database and distribute different 
authorities to the faculty based on their various identities to realize smart management 
on electrical equipment in the classroom by data linkage with class schedules. 
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1. Introduction 

In recent years, with the popularization of informatization, the number of multimedia classrooms and 

equipment in colleges and universities has grown rapidly, the management and maintenance problem 

of multimedia devices has become increasingly prominent, as the main place of informatization 

teaching in colleges and universities, the reform of new teaching models also requires multimedia 

classrooms to be more intelligent[1][2]. 

At present, general colleges and universities generally set up special positions, successively turn on 

the entrance guard and equipment power supply of the classrooms that have lectures on the day before 

the morning class, check the classrooms one by one at night, and turn off the entrance guard and 

power supply, this mode has high labor and management costs and is not flexible enough, classroom 

security during non-class hours is low, and it faces problems such as the equipment loss for a long 

time and the waste of electric energy [3]. Therefore, the research and development of a safe, flexible 

and efficient multimedia classroom central control system is extremely urgent. 

The existing classroom control technology has been developed for more than 10 years, there are 

significant problems such as easy to damage, easy to lose, easy to clone, and identifying card without 

identifying people in traditional IC card technology, relatively speaking, fingerprint identification 

technology has higher security and convenience [4]. 

The classroom central control management system in this design adopts Raspberry Pi (RPi), 

fingerprint identification, MySQL and FTP and other related technologies, combines user identity 

and course schedule information determine the operation authority, and realizes the intelligent 

management of the electrical equipment in the multimedia classroom. 
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2. Analysis of System Functions  

The central control management system of embedded classroom includes device terminals and 

MySQL database: the former identify user's identity via fingerprint identification modules, control 

the switch of electrical equipment via network data stream and relay, the latter is used to store user 

information, work arrangements and identification records. The system can realize the functions of 

user identification, authority division, and electrical equipment control, etc. 

2.1 Identity function 

(1) Identify the user's fingerprint information via the fingerprint identification module. 

(2) Query the MySQL database based on the fingerprint ID to obtain the user's identity and operation 

authority information. 

2.2 Division of authorities 

(1) Administrator: has the highest authority, can overhaul and maintain all equipment in all 

classrooms at any time. 

(2) Teacher: can turn on all the electrical equipment in the corresponding classroom during the 

teaching time. 

(3) Students: can turn on the entrance guard and lighting equipment during the teaching time, or can 

turn on all the electrical equipment in the corresponding classroom by applying the "student activity" 

time. 

(4) Cleaners: can turn on the entrance guard and lighting equipment in the corresponding classroom 

during working hours. 

2.3 Control the functions of electrical equipment 

(1) Entrance guard and lighting equipment. Control switch of entrance guard and lighting equipment 

by relay. 

(2) Computer. Control the computer's power on and off by remote wake-on. 

(3) Projector. Control the projector switch by way of network data stream. 

(4) Other equipment. Others, such as air conditioners and electric fans, control on and off of the power 

supply of the equipment via relay, at this time, this type of equipment is only in the power on state 

and can be switched manually by the user. 

3. System Design 

The design of system architecture is shown in Fig.1; the terminal equipment is controlled by 

Raspberry Pi 4B, uses the Raspbian operating system based on Debian, and uses the Python 3.7 

development environment for development. The main function is to drive the fingerprint 

identification module to identify user's fingerprints, drive the onboard wireless network card to 

conduct data interaction with the MySQL database, and drive the control circuit module to control 

the switch of electrical equipment. The control circuit part includes the relay module for turning on 

entrance guard, lights and other equipment, and the network cable is used to transmit switch 

instructions to computers, projectors and other equipment. 

The system workflow is shown in Fig.2, taking the teacher users as example, when the fingerprint 

identification module successfully identifies the teacher's fingerprint information, it will use the 

teacher's fingerprint ID in the fingerprint identification module to query the MySQL database to 

obtain the teacher's identity and work arrangements, etc., give the teacher a certain level of authority, 

and then turn on the corresponding electrical equipment. When the fingerprint identification module 

successfully identifies the user's fingerprint information, the system will insert an identification 

record into the MySQL database for the administrator to conduct routine maintenance and secondary 

development. 
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Fig. 1 Design of system architecture 

 

 

Fig. 2 System workflow 

3.1 Hardware terminal design 

The hardware terminal part of the embedded classroom control system is mainly composed of 

Raspberry Pi 4B, FM-70 fingerprint identification module and control circuit. 

3.1.1 Raspberry Pi 

Combining the application scenarios of this system, the analysis shows that Raspberry Pi 4B has the 

following resources and characteristics, which meets the design needs of this system: 

(1) UART interface is used to drive fingerprint identification module. 

(2) A large number of I/O ports are used to control the relay module. 

(3) The onboard network card and Ethernet interface meet the network application scenarios of this 

system. 

(4) Linux system is used to support multiple development environments and stable multi-threaded 

operation mechanism. 

(5) Low power consumption conforms to the original intention of the system to reduce energy 

consumption. 

3.1.2 FM-70 fingerprint identification module 

FM-70 series optical fingerprint module takes high-performance, high-speed DSP processor as the 

core, which has the function fingerprint entry, image processing, fingerprint comparison, search and 

template storage, etc. It is responsive and adaptable, when reading fingerprint images, it has sensitive 

response and judgment to wet and dry fingers, obtains the best image quality, and is suitable for a 

wide range of people. It has passed the quality supervision and inspection of security precaution alarm 

system product of country and the Ministry of Public Security, and meets the GA7012007 "General 

Specifications of Burglary Resistant Fingerprint Locks" standard. 

(1) Communication protocol 

The module adopts UART to communicate with the host computer, and it receives and sends 

instructions, data, and results in the form of data packets. The default baud rate is 57600bps, which 

can be set to 9600~115200bps via instruction. The transmitted frame format is shown in Fig.3. 
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Fig. 3 Frame format of serial data 

(2) Data packet format 

The data packet format of FM-70 fingerprint identification module includes: packet header, address, 

packet identifier, packet length, packet content (instruction/data/parameter/confirmation code) and 

checksum, its detailed definition is shown in Table.1. 

 

Table 1. Definition of FM-70 data package 

name length explanation 

packet header 2 byte Fixed to 0xef01, identifies the starting position of the data packet. 

address 4 byte 
The default value is 0xffffffff, the module will reject the data packet with 

wrong address. 

packet 

identifier 
1 byte 

0x01 
denotes the instruction packet, and the host computer sends 

instructions to the fingerprint identification module 

0x02 
denotes the data packet, and the host computer and the fingerprint 

identification module transfer larger-capacity data 

0x07 
denotes the reply packet, and the fingerprint identification module 

uploads the operation results to the host computer 

0x08 denotes the last data packet, namely the end packet 
 

packet length 2 byte 
Package length=package content length + checksum length. The checksum 

length is 2. 

packet content - Can be instructions, data, instruction parameters, reply results, etc. 

checksum 2 byte 
Checksum=package identifier + package length + package content. Ignore 

carry over 2 bytes. 

 

(3) Workflow 

After the module is powered on and completes the initialization work, it waits to receive instructions 

from the host computer. After receiving the correct instruction, perform the corresponding operation 

quickly and return the corresponding information. When the module is performing instructions, the 

module will not respond to other instructions sent by the host computer. The module workflow is as 

follows: 

 

Fig. 4 Workflow chart of module 

 

3.1.3 Control mechanism of equipment 

This system mainly uses two ways to control the opening and closing of the equipment in the 

classroom, one is to use on-off of the relay to control the switch of entrance guard, fan and other 

equipment, and the other is to control the computer, projector and other equipment via the network 

data stream. 
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The control way of relay only needs to be equipped with the relay module with corresponding 

specifications to control the I/O port of the Raspberry Pi, and it is relatively simple. 

The control ways of data flow require certain settings for the controlled equipment. 

(1) Desktop: Need to open the wake-on function of the network card. Windows 10 users only need to 

open "Control Panel→Network and Internet→Network Connection", then double click to open 

"Ethernet", switch to "Properties→Network→Configuration" in the opened window, and check 

whether there is option like "Wake on Magic Packet" in the opened properties window. If there is, 

and its value is set to "Enabled", then remote wake-on can be supported [5]. 

(2) Projector: The device itself has the remote power-on function, and generally needs to be manually 

controlled on the corresponding web page, and opens the operation interface by accessing the 

corresponding IP address. In this system, Socket communication will be used to send the power on/off 

instruction to the corresponding IP address to realize remote automatic control of the projector. The 

on-off instructions of common projector brand are shown in Table.2. 

 

Table 2. The on-off instructions of common projector brand 

brand power-up instruction power-off instruction 

Panasonic 02 50 4F 4E 03 02 50 4F 46 03 

HP 2A 57 41 4B 45 0D 2A 53 48 44 4E 0D 

Epson 50 57 52 20 4F 4E 0D 50 57 52 20 4F 46 46 0D 

 

 

Fig. 5 Control flow chart of hardware terminal program 
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3.2 Software design 

Because the Raspberry Pi system is well compatible with Python and has strong network support, this 

system uses the Python 3.7 development environment to develop the control program of the hardware 

terminal, which can improve the stability of program operation and reduce the complexity of program 

design. The main functions of this program include identification, data query and control of electrical 

equipment, etc. The design process of program is shown in Fig. 5. 

The user enters the fingerprint via the fingerprint identification module, when the fingerprint 

identification module matches the fingerprint in its own storage space; it transmits the ID number 

corresponding to the fingerprint to RPi. RPi then uses the fingerprint ID to query the cloud database 

to obtain the user's identity information and work schedule, and open the corresponding electrical 

equipment via the control circuit. Finally, RPi will submit the insert statement to the database, adds 

an identification record of the user to record the operation time of the user. After the user's working 

time is over, RPi will drive the control circuit to turn off the electrical equipment to reduce energy 

consumption and realize intelligent management. 

The system is divided into four working modes: 

(1) Initialization mode: RPi sends the instruction of clearing the fingerprint library to the fingerprint 

identification module, after the execution is successful; it sends instruction with 256-byte data packet 

length to assign the data packet length for the system. 

(2) User identification mode: RPi sends instructions of detecting fingerprints to the fingerprint 

identification module, after detecting the user's fingerprint, RPi controls the fingerprint identification 

module to read fingerprints, synthesize features, synthesize templates, search fingerprints and other 

operations in turn. After the fingerprint identification module completes the fingerprint search 

operation, it returns the fingerprint number in the fingerprint database to RPi, and returns the error 

instruction when the search fails. After determining the user's fingerprint number, RPi will retrieve 

the cloud database based on the number, obtains the retrieval results of MySQL database, and 

determines the user's authority and other information, RPi switch the working state of the power 

supply of the electrical equipment by controlling the relay module , moreover, RPi inserts an access 

record into the MySQL database. 

(3) Upload mode of fingerprint template: RPi first reads the text file that records the total number of 

fingerprints, after determining the total number of fingerprints stored, it controls the fingerprint 

identification module in turn to read the fingerprint template, uploads the fingerprint template to the 

cache, and uploads the template to RPi. The number of executions of the above operations is the total 

number of fingerprints until all the fingerprint templates stored in the fingerprint module are uploaded 

to RPi, RPi generates all the fingerprint templates and the text file recording the total number of 

fingerprints into a compressed file and uploads it to the cloud server via the FTP protocol. 

(4) Download mode of fingerprint template: RPi will download a compressed file from the cloud 

server via the FTP protocol. After the download is complete, after decompressing this file, many 

fingerprint template files and a text file will be obtained, the number of fingerprint template files is 

recorded in the text file. RPi first reads the text file to determine the total number of fingerprint 

templates, then executes the reading of each fingerprint template file in turn, and then sends the 

operation instruction of storing the template in the buffer area and storing the buffer area template in 

the fingerprint library to the fingerprint identification module. 

3.3 Cloud server 

Install the server management software BT panel on the cloud server to quickly build MySQL 

database, FTP service and related management tools. In the Centos system, run command: yum install 

-y wget && wget-O install.sh http://download.bt.cn/install/install_6.0.sh && sh install.sh to complete 

the installation of the BT panel, and Build Nginx+MySQL+PHP server architecture, MySQL 

database, FTP service, PhpMyAdmin tool, etc. 
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3.3.1 Design of MySQL database 

In order to quickly create the database and be easy for later maintenance in this system, PhpMyAdmin 

tool is built on the cloud server, and MySQL database is used to store user data information. The 

conceptual model is shown in Fig.6; the database is composed of three types of users, teachers and 

student users, administrators, cleaners, and entities such as courses, classrooms, and timetables, the 

corresponding data of teacher and student users is connected to the school's public database, and it is 

omitted here. Teacher and student users can open the equipment control authority of the 

corresponding classroom during their normal teaching period (from the classroom table and timetable 

to obtain the teaching week, week, number of sessions, specific time, etc.). Furthermore, the system 

is linked with the school schedule system and classroom application system, and there are suspensions 

and adjustment of classes or student activities, and the corresponding permissions are opened in the 

corresponding time period. The administrators have the highest authority and can enter the classroom 

at any time, and have the authority to operate and maintain all equipment; the cleaner can enter the 

classroom during non-teaching hours, and can open entrance guard and lighting equipment such as 

lights. 

The hardware terminal queries the user ID (work ID/student ID) based on fingerprint ID, and obtains 

the equipment operation authority of the corresponding classroom of the user in combination with the 

course, classroom and schedule, after the acquisition is successful, fill in a clock-in record and record 

this operation content. 

 

 

Fig. 6 Database E-R diagram 
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3.3.2 FTP service building 

In the system, the FTP service is built through the web management interface of the BT panel, which 

provides file storage and transmission interfaces for the hardware terminal, and sets the account name, 

password, path and other key elements of the FTP service. As shown in Fig.7, the files in the FTP 

warehouse can be managed via this interface during system operation. 

 

Fig. 7 FTP management interface 

4. Conclusion 

The combination of embedded hardware development platform and cloud database used in this design 

can optimize the whole system structure, and it is easy for rapid early development and later 

maintenance, and has high extensibility and portability. The designed classroom central control 

management system confirms the users' identity information via fingerprint identification technology 

with relatively high security, moreover, it accesses the campus public database, it can give users 

different levels of authority based on the users' identity and work arrangements, etc., in order to realize 

the intelligent management of the electrical equipment in the classroom, it can greatly improve 

efficiency, reduce energy consumption, and reduce later maintenance costs of equipment in 

comparison with the original manual management mechanism, optimizes the proportion of human 

resources on campus, promotes the optimization and upgrade of education and teaching management 

mechanism, and it is conducive to build the efficient and practical digital campus management system. 
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