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Abstract 

Aiming at the security problem of information transmission caused by the multipath 
delay effect of the underwater acoustic channel, a secure communication scheme based 
on artificial noise confusion is proposed. This scheme uses a set of artificial noise 
symbols to confuse the original transmission subsequence of the physical layer. First, the 
random clustering scheme is used to authenticate the identity of both legal parties, 
which reduces the possibility of information leakage. Second, it is proposed to use the 
location of artificial noise injection as the random source for generating the secret key, 
which improves the randomness and security of the generated key. It also keeps the 
security capacity and key capacity of the system at a high level. The simulation results 
show that the optimal power distribution for injected artificial noise can not only ensure 
that the system generates secret keys at a positive rate, but also can effectively increase 
the key capacity of the system. In addition, the artificial noise helps reduce the success 
of adversary active attacks rate. 
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1. Introduction 

In 1949, Shannon first raised the issue of confidentiality in information theory, and established a 

security model of information theory, which opened up a cryptographic road for quantitative analysis 

using mathematical model methods and modern information theory for the subsequent secure 

communication system. 

The main concern of confidentiality in information theory is the physical layer, and the confidentiality 

of system transmission is improved by using the characteristics of the wireless channel. At present, 

there have been a large number of researches and applications on physical layer security technology. 

For example, literature [1] applies physical layer key generation technology to vehicle 

communication research, and literature [2] mentions the difference between physical layer security 

technology and wireless sensor network For the application of time, literature [3] first proposed the 

application of physical layer key generation technology in the underwater acoustic communication 

system. In the physical layer security technology, the proposed artificial noise method makes the use 

of physical layer security closer to practical [4], because the eavesdropper’s channel is not always 

worse than the legitimate user, when the eavesdropping channel is better than the legal channel. 

Hershey, through reasonable injection of artificial noise, can weaken the eavesdropper's channel to 

the greatest extent without causing interference to legitimate users. 

As the basis of connection between underwater entities, underwater acoustic communication has been 

widely used in the fields of marine sampling, seabed exploration, auxiliary navigation, and distributed 
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tactical surveillance. Because the underwater acoustic channel has the characteristics of broadcast 

eavesdropping, large channel temporal and spatial changes, and large transmission delay, the 

traditional key generation technology cannot be used well in the underwater acoustic environment. 

Literature [5] quantified the relative delay of multipath as the source of randomness to generate the 

key, and calculated the difference between the relative delay and the average delay to generate a 

consensus key. The scheme has a certain degree of anti-interference. However, when the signal-to-

noise ratio is low, the key consistency decreases faster.Literature [6] proposed a method of generating 

a key based on the response characteristics of the underwater acoustic channel. The two parties in 

communication generate an encryption key in real time by using the short-term reciprocity of the 

underwater acoustic channel. However, underwater acoustic communication is often used as a 

communication carrier to spread  The speed is small, and when the propagation delay is extremely 

large, the reciprocity of the channel will be impaired, which is not conducive to the generation of the 

key. Literature [7] proposed a protocol for dynamically generating keys based on channel frequency 

response to improve the probability of key agreement, and verified the correlation between the 

measured values of the two communicating parties through actual measurements in the underwater 

environment.Literature [8] Lou et al. proposed a key generation scheme based on the received signal 

strength in an underwater acoustic environment. The randomness of the key depends on the strength 

of the local received signal measured by the two communicating parties. 

The key generation methods in the above schemes are mostly based on shared random sources, such 

as the impulse response of the reciprocal channel, frequency selectivity, and received signal 

strength.Through the above analysis, it can be seen that the physical layer key based on the underwater 

acoustic channel needs further research. This paper designs a secure communication scheme for the 

artificial noise confusion of the multi-path delay effect in the underwater acoustic channel. Different 

from the previous ideas, the scheme in this paper proposes a secure random clustering scheme to 

complete the identity authentication of legal parties through the optimal power allocation of injected 

artificial noise, and uses the injection position of artificial noise to generate a secret key. With the aid 

of artificial noise, this scheme reduces the success rate of the adversary's active attack, and the 

generated secret key has a certain randomness, so it is more suitable for high-delay, low-speed 

underwater acoustic channel environment. 

The main contributions of this article include the following three aspects: 

(1) This paper proposes a random clustering scheme that realizes the identity authentication of legal 

parties in the process of public communication, and uses the injection position of artificial noise as 

the source of randomness to generate the key, which enhances the randomness and confidentiality of 

the key generation. The safe transmission of sub-sequences in the common channel is realized and 

the key capacity under this scheme is obtained.  

(2) In order to maximize the security capacity of the system, the secret key is combined with the 

eavesdropping channel coding, and the optimal power distribution of the injected artificial noise is 

performed, and the optimal power distribution factor of the artificial noise under the effect of 

multipath delay is derived. 

(3) Through information theory analysis, the upper bound of the adversary's active attack success rate 

under this scheme is obtained. Through simulation experiments, the robustness, confidentiality and 

correctness of this scheme are verified. 

2. Syetem Model 

In this section we mainly introduce the system model, including communication model, system 

framework model, channel model analysis. 

2.1 Communication model 

Fig 1 shows the communication model of the system, including legally communicating parties Alice 

and Bob, and the eavesdropper Eve. The legal sender Alice transmits messages to the receiver Bob. 
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In the underwater acoustic environment, sound waves are often used as the carrier for communication. 

Compared with land nodes, the working environment of underwater nodes is worse. In the process of 

message transmission, the destructive eavesdropper Eve attacks and steals the transmitted messages 

by observing the behaviors between the two parties in the legal communication, so that the 

confidential communication between the legal parties is greatly threatened. 

 

 

Fig 1. Schematic diagram of communication model 

 

2.2 System framework 

The framework model of the secure communication system proposed in this paper is shown in Fig 2. 

In this model, the main channel and the eavesdropping channel obey 𝑁(0, 𝜎1
2)  and 𝑁(0, 𝜎2

2) 
respectively and are independent of each other. 
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Fig 2. System framework model 

 

After Alice sends the message m, random encoding is performed by the encoding function 

: encoder nf M U⎯⎯⎯→ to generate the sub-codebook sequence 𝑈𝑛  to complete one encoding. The 

confusion function 𝑅 : 𝑈𝑛⊗𝑊 → 𝑋𝑛 + 𝑆 is used to confuse the sub-sequence with the artificial 

noise W, the "⊗" symbol is used to indicate the process of confusion, 𝑋𝑛 refers to the encrypted 

sequence after confusion, and S refers to the noise injection position. The idea of the confusion 

function is to randomly inject part of the data in the input sequence 𝜉 into another sequence 𝜓 to 

generate a new sequence 𝒵 = 𝑅(𝜁,𝜓), and store the injected position information in a specific array. 
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2.3 Channel model analysis 

Due to the multipath delay and other characteristics in the underwater acoustic environment, the 

impulse response of the channel is expressed as follows. 

ℎ(𝑡) = ∑ 𝜉𝑙
𝐿
𝑙=1 𝛿(𝑡 − 𝜏𝑙)                           (1) 

Where L is the number of multipaths, 𝜉𝑙 , 𝜏𝑙 represents the channel gain and multipath delay of the l-

th path, and 𝛿(𝑡) is the impulse function. Then, the output of the legal channel and the eavesdropping 

channel are respectively 

𝑌 = ℎ𝑎𝑏𝑋 + 𝑍𝑏，𝑍 = ℎ𝑎𝑒𝑋 + 𝑍𝑒 +𝑊                      (2) 

Where ℎ𝑎𝑏  represents the impulse response of the legal channel, ℎ𝑎𝑒  represents the impulse 

response of the eavesdropping channel, 𝑍𝑏 ∼ 𝑁(0, 𝜎1
2) and 𝑍𝑒 ∼ 𝑁(0, 𝜎2

2) represent the additive 

white Gaussian noise of the transmission channel, and W represents the artificial noise term. 

3. Problem Formulation 

3.1 Artificial noise injection and random clustering scheme 

Suppose that the sender and receiver observe the relevant information sources together and 

communicate on a common channel to enable the legal parties to complete identity authentication. 

For each message 𝑚 ∈ [1 : 2𝑛𝑅], a subcodebook 𝒟(𝑚) is generated. Each subcodebook contains 

2𝑛(�̃�−𝑅)  independently randomly generated sequences 𝑢𝑛 ∈ 𝑈𝑛 , each of which obeys the 

distribution ∏𝑖=1
𝑛 𝑃𝑈(𝑢𝑖). nR represents the length of the message, and 𝑛�̃� represents the length of 

the subsequence. The sequence in the subcodebook 𝒟(𝑚) is confused with the artificial noise W to 

generate a new sequence 𝑋𝑛 ∼ ∏𝑖=1
𝑛 𝑃(𝑋|𝑈)(𝑥𝑖|𝑢𝑖𝑤𝑖), and the artificial noise injection position S is 

stored in the array. The limited set 𝒳 = {𝑥𝑛(1), 𝑥𝑛(2), . . . , 𝑥𝑛(2𝑛𝑅)} is called the total codebook, 

and the codewords in the codebook have encryption properties.Randomly and independently divide 

the sequence set 𝒳 into 2𝑛�̃�  clusters ℬ(ℰ),ℰ ∈ [1 : 2𝑛�̃�] and then randomly and independently 

divide each non-empty cluster ℬ(ℰ)  into 2𝑛𝑅  sub-clusters ℬ(ℰ, 𝑞) ,𝑞 ∈ [1 : 2𝑛𝑅] . The random 

clustering scheme is open to all parties. 

Alice obtains the sequence number pair (ℰ, 𝑞)  such that 𝑋𝑛 ∈ ℬ(ℰ, 𝑞) . After encoding, the 

sequence number ℰ is publicly sent to the receiver Bob. Eve may monitor the channel, and 𝑆𝑞  

represents the location information of the noise injection in the qth sub-cluster. Alice sets the 

information it uses for identity authentication to 𝑄𝐴 = 𝑞. The sequence observed by Bob from the 

codebook is denoted as 𝑉𝑛. After receiving the sequence number ℰ, Bob searches for the unique 

sequence �̂�𝑛 ∈ ℬ(ℰ) in the observed sequence to satisfy (�̂�𝑛 , 𝑉𝑛) ∈ 𝒯𝜖
(𝑛).𝒯𝜖

(𝑛) denotes the set of 

length-n letter-typical sequences with respect to the positive number 𝜖. Then Bob determines the 

sub-cluster number �̂� of the sequence according to the clustering scheme, and sets 𝑄𝐵 = �̂� to make 

�̂�𝑛 ∈ ℬ(ℰ, �̂�). At this time, 𝑄𝐴 = 𝑄𝐵 . That is, the legal communication parties complete identity 

authentication. 

Alice sends the sequence 𝑋𝑛 , and maps 𝑆𝑞  to the secret key 𝐾 = 𝐻(𝑆𝑞) through the universal 

hashing function. This allows Bob to use the secret key provided by Alice to decode its received 

sequence �̃�𝑛 after completing identity authentication. That is, the artificial noise symbols in the 

received sequence are eliminated bit by bit according to the key. The one-way nature of the global 

hash function ensures that the eavesdropper cannot obtain the relevant information about the secret 

key during the key verification process. 

3.2 Determination of artificial noise power allocation factor α 

After the artificial noise is injected, the power of the transmitting end needs to be reasonably allocated 

to obtain the maximum security capacity of the system. Suppose there is an almost certain average 

power limit P, the security capacity of the eavesdropping channel. 
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𝒞𝑠 = [𝐼(𝑋 ; 𝑌) − 𝐼(𝑋 ; 𝑍)]+ = [𝐶(𝑆1) − 𝐶(𝑆2)]
+                    (3) 

where[𝑎]+ = 𝑚𝑎𝑥{0, 𝑎},𝐶(𝑥) =
1

2
𝑙𝑜𝑔( 1 + 𝑥), 𝑥 ≥ 0 denotes the Gaussian capacity function. S1 

and S2 are the signal-to-noise ratio of the legal channel and the eavesdropping channel respectively. 

Theorem 1: In the underwater acoustic environment, users are all in a multipath fading environment, 

and the artificial noise power allocation factor is set to 𝛼, (0 < 𝛼 < 1). Then, the power of artificial 

noise is 𝛼𝑃 and the power allocated by the message sequence is (1 − 𝛼)𝑃.The artificial power 

allocation factor 𝛼 is related to the instantaneous channel state information of the impulse response 

ℎ𝑎𝑏 of the underwater acoustic channel. When the value of 𝛼 is 
1

2
+

𝜎1
2

2𝑃ℎ𝑎𝑏
2, the security capacity 

reaches the maximum value. 

Proof : Legal channel noise ratio is 𝑆1 =
(1−𝛼)𝑃⋅ℎ𝑎𝑏

2

𝜎1
2

, The noise ratio of the eavesdropping channel is 

𝑆2 =
(1−𝛼)𝑃⋅ℎ𝑎𝑒

2

𝛼𝑃⋅ℎ𝑎𝑒
2+𝜎2

2
, We use the security capacity to optimize the best artificial noise power allocation 

factor 𝛼. Set optimization function 

𝑚𝑎𝑥
𝛼

[𝑙𝑜𝑔(1 + 𝑆1) − 𝑙𝑜𝑔( 1 + 𝑆2)]                        (4) 

Set 𝛾𝑏 =
𝑃⋅ℎ𝑎𝑏

2

𝜎1
2

,𝛾𝑒 =
𝑃⋅ℎ𝑎𝑒

2

𝜎2
2

, The optimization function is further simplified as  

𝑚𝑎𝑥
𝛼

𝑙𝑜𝑔( 1 + (1 − 𝛼)𝛾𝑏) − 𝑙𝑜𝑔( 1/𝛼)                      (5) 

Then, 

𝑚𝑎𝑥
𝛼

𝑙𝑜𝑔( 1 + (1 − 𝛼)𝛾𝑏) − 𝑙𝑜𝑔( 1/𝛼) 

= 𝑚𝑎𝑥
𝛼

𝑙𝑜𝑔
1+(1−𝛼)𝛾𝑏

1/𝛼
= 𝑚𝑎𝑥

𝛼
𝑙𝑜𝑔( 𝛼 + (1 − 𝛼)𝛾𝑏 ⋅ 𝛼)                (6) 

Let 𝛼∗ be the best artificial noise power allocation factor, then 𝛼
∗ = 𝑎𝑟𝑔𝑚𝑎𝑥

𝛼
(𝛼 + (1 − 𝛼)𝛾𝑏 ⋅ 𝛼) 

Suppose 𝐹(𝛼) = (𝛼 + (1 − 𝛼)𝛾𝑏 ⋅ 𝛼), find the second derivative of 𝛼  with 
𝜕2𝐹(𝛼)

𝜕𝛼2
= −2𝛾𝑏 < 0, 

Then F(α) is a convex function, and its maximum point is the zero point of its first derivative.  

Let 
𝑑𝐹(𝛼)

𝑑𝛼
= 1 + (1 − 2𝛼)𝛾𝑏 = 0 , the solution is 𝛼∗ =

1

2
+

1

2𝛾𝑏
=

1

2
+

𝜎1
2

2𝑃ℎ𝑎𝑏
2 . Where ℎ𝑎𝑏  is the 

equivalent channel from the sender to the legal receiver. 

It can be seen that the optimal value of the artificial noise allocation factor is related to the number of 

multipaths and the delay characteristics of the underwater acoustic channel. 

3.3 Key capacity 

This secure communication scheme uses the injection position of artificial noise as a random source 

for generating the secret key, and the secret key K can be interpreted as the position information of 

the artificial noise injection subsequence in the sub-cluster. The key capacity of the system refers to 

the maximum key generation rate that the system can achieve, and is the upper bound of the key 

generation rate. Therefore, we determine the secret key capacity CK by calculating all available key 

generation rates RK in the cluster. H(X) denotes Shannon entropy, X be a discrete random variable 

with X ∼ P(x) [9-11]. 

Theorem 2: For arbitrarily small 𝜖 > 0  and sufficiently large 𝑛 , If 𝐻(𝑋𝑛|𝑍𝑛, 𝑈𝑛, 𝐾, 𝒟) ≤ 2 +

𝑛[𝐻(𝑋|𝑍) − �̃� − 𝑅𝐾 + 𝛿(𝜖)]  holds, then 𝑅𝐾  is called the reachable key code rate, where 𝑅𝐾 <

𝐻(𝑋|𝑈, 𝑍) − 𝐻(𝑋|𝑌) − 2𝛿(𝜖), the secret key capacity is 𝐶𝐾 = 𝑚𝑎𝑥
𝑝(𝑥|𝑢)

{𝐻(𝑋|𝑈, 𝑍) − 𝐻(𝑋|𝑌) − 2𝛿(𝜖)}. 

Proof: Suppose that (𝑋𝑛 , 𝑍𝑛) ∉ 𝒯𝜖
(𝑛) is recorded as event 𝐸1 = 1, and other cases are recorded as 

𝐸1 = 0. From the law of large numbers, we can see that when 𝑛 → ∞, the error probability 𝑃(𝐸1 =
1) = 0. We have 
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𝐻(𝑋𝑛|𝑍𝑛 , 𝑈𝑛 , 𝐾, 𝒟) 

≤ 𝐻(𝑋𝑛 , 𝐸1|𝑍
𝑛 , 𝑈𝑛 , 𝐾, 𝒟) 

≤ 1 + 𝑛𝑃(𝐸1 = 1) 𝑙𝑜𝑔 |𝒳| + ∑ 𝑝(𝑧𝑛 , 𝑢𝑛 , 𝑘|𝐸1 = 0)(𝑧𝑛,𝑢𝑛,𝑘)              (7) 

For subcodebooks 𝒟(𝑚) and 𝑍𝑛, 𝒬(𝑍𝑛 ,𝒟) denote the number of sequences in which the key 𝐾 is 

in the cluster and belongs to jointly typical sequences. When 𝒬(𝑍𝑛 ,𝒟) ≥ 2𝐸[𝒬(𝑍𝑛 ,𝒟)] record as 

event 𝐸2(𝑍
𝑛 , 𝒟) = 1, we have 

𝐸[𝒬(𝑍𝑛 ,𝒟)] = 2−𝑛(�̃�+𝑅𝐾) ⋅ |𝒯𝜖
(𝑛)(𝑋|𝑍𝑛 , 𝑈𝑛)| 

𝑉𝑎𝑟[𝒬(𝑍𝑛 ,𝒟)] ≤ 2−𝑛(�̃�+𝑅𝐾) ⋅ |𝒯𝜖
(𝑛)
(𝑋|𝑍𝑛 , 𝑈𝑛)|                  (8) 

The properties of typical sequences,|𝒯𝜖
(𝑛)
(𝑋|𝑍𝑛)| ≤ 2𝑛(𝐻(𝑋|𝑍,𝑈))+𝛿(𝜖) . According to Chebyshev's 

lemma, 

2 2

( ( | , ) ( ))

[ ( , )]
{ ( , ) 1}

( [ ( , )])

2 K

n
n

n

n H X Z U R R

Var Z
P E Z

E Z

− − − −

= 


ò

Q D
D

Q D                       (9) 

It can be seen that if �̃� + 𝑅𝐾 < 𝐻(𝑋|𝑍,𝑈) − 𝛿(𝜖) then 𝑙𝑖𝑚
𝑛→∞

𝑃{𝐸2(𝑍
𝑛 , 𝒟) = 1} = 0. 

Next, 

𝐻(𝑋𝑛|𝑍𝑛 = 𝑧𝑛 , 𝑈𝑛 = 𝑢𝑛 , 𝐾 = 𝑘, 𝐸1 = 0,𝒟) 

≤ 𝐻(𝑋𝑛 , 𝐸2|𝑍
𝑛 = 𝑧𝑛 , 𝑈𝑛 = 𝑢𝑛 , 𝐾, 𝐸1 = 0,𝒟) 

≤ 1 + 𝑛𝑃(𝐸2 = 1) 𝑙𝑜𝑔 |𝒳| + 𝑛[𝐻(𝑋|𝑍,𝑈) − �̃� − 𝑅𝐾 − 𝛿(𝜖)]            (10) 

To sum up, 

𝐻(𝑋𝑛|𝑍𝑛 , 𝑈𝑛 , 𝐾, 𝒟) 

≤ 1 + 𝑛𝑃{𝐸1 = 1} 𝑙𝑜𝑔 |𝒳| + ∑ 𝑃(𝑍𝑛, 𝑈𝑛, 𝐾|𝐸1 = 0)

𝑧𝑛,𝑢𝑛,𝑘

 

[1 + 𝑛𝑃(𝐸1 = 1) 𝑙𝑜𝑔 |𝒳| + 𝑛𝐻(𝑋|𝑍,𝑈) − 𝑛�̃� − 𝑛𝑅𝐾 − 𝑛𝛿(𝜖)]           (11) 

When 𝑛 → ∞,  

𝐻(𝑋𝑛|𝑍𝑛 , 𝑈𝑛 , 𝐾,𝒟) ≤ 2 + 𝑛[𝐻(𝑋|𝑍, 𝑈) − �̃� − 𝑅𝐾 + 𝛿(𝜖)]             (12) 

is established, that is, 𝑅𝐾  is the reachable key code rate, and its upper bound is the capacity of the 

secret key, 𝐶𝐾 = 𝑚𝑎𝑥
𝑝(𝑥|𝑢)

{𝐻(𝑋|𝑈, 𝑍) − 𝐻(𝑋|𝑌) − 2𝛿(𝜖)}. 

3.4 Deception attacks by eavesdroppers 

The prolonged characteristic of underwater acoustic channel propagation greatly improves the attack 

success rate of illegal receivers. We use artificial noise to help ensure the security of the transmitted 

information in the case of long delays in the transmission process. 

In information theory security, there are usually two different types of spoofing attacks, namely 

simulation attacks and replacement attacks. Assuming that the eavesdropper Eve can introduce his 

false information into the channel after observing the previous t-order messages x1, x2,..., xt,, and try 

to make the legitimate receiver Bob accept it as a real message. This is called a t-order spoofing attack. 

Let Pt denote the success probability of t-order spoofing attacks, that is, Pt denote the probability that 

the eavesdropper Eve can successfully deceive when he observes at most t-bit messages. 

Theorem 3: Consider the t-order spoofing attack on this channel. Assuming that after the adversary 

observes the t-order message �̃�𝑡 = (�̃�1, �̃�2, . . . , �̃�𝑡), he simulates the t+1-th order message Xt+1, and 

the upper bound of the success probability of the spoofing attack is 𝑃𝑡 ≤ 2−𝐼(𝐾 ;𝑋𝑡+1 |�̃�
𝑡=�̃�𝑡). 

Proof: Let 𝑃𝑡(𝑥𝑡+1|�̃�
𝑡) denote the probability that the real value 𝑥𝑡+1 corresponding to the t+1-th 

order �̃�𝑡+1 is effectively selected when �̃�𝑡 = �̃�𝑡has been observed. 



 

 

230 

International Core Journal of Engineering 

ISSN: 2414-1895 

Volume 7 Issue 3, 2021 

DOI: 10.6919/ICJE.202103_7(3).0032 

𝑃𝑡(𝑥𝑡+1|�̃�
𝑡) = ∑ 𝑃(𝑥𝑡+1, 𝑘|�̃�

𝑡)𝑘∈𝐾 = ∑ 𝑃(𝑥𝑡+1|𝑘, �̃�
𝑡)𝑘∈𝐾 𝑃(𝑘|�̃�𝑡) = ∑ 𝑃(𝑘|�̃�𝑡)𝑘∈𝐾(𝑥)     (13) 

Where 𝐾(𝑥) is the key set, and the key is determined according to the message sequence, so it is 

equivalent to the key being a function of the message sequence.  

Assuming that �̃�𝑡 has been observed, the best attack strategy for the attacker is to replace the message 

𝑥𝑡+1  that maximizes 𝑃𝑡(𝑥𝑡+1|�̃�
𝑡) . Therefore, assuming that �̃�𝑡  has been observed in the best 

spoofing attack of order t, the probability of a successful attack is as follows 
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                      (14) 

Where E is the conditional expectation given �̃�𝑡 = �̃�𝑡. Using Jensen's inequality, we have 
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− =



=

                 (15) 

The generation of the secret key is random and dynamic. Different messages correspond to different 

keys, so the possibility of calculating the key from a known sequence is extremely small. Starting 

from the best attack strategy of the eavesdropper, the upper bound of the attack success probability 

obtained is still small, so the key scheme meets the security performance of transmission 

4. Simulation 

The tool used in the simulation experiment is MATLAB R2018a, BELLHOP underwater acoustic 

toolbox. The default values of the parameters involved in the experiment are shown in Table 1. 

 

Table 1. Default values of parameters 

Parameter Value Parameter Value 

Water depth at launch 10m Launch distance 500m 

Receiving water depth 10m Sampling frequency 96KHZ 

Speed of sound 1500m/s Multipath 10 

 

 

Fig 3. Simulate channel multipath effects          Fig 4. Simulate channel impulse response 
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Through the BELLHOP underwater acoustic toolbox to simulate the underwater acoustic 

environment, the multipath effect of the simulated channel as shown in Fig 3 is obtained. It can be 

seen that as the number of reflections increases, the transmission path gradually becomes longer and 

the signal transmission time increases. Fig 4 shows the simulation results of the normalized impulse 

response of the corresponding underwater acoustic channel. It can be seen that as the time delay 

increases, the sparseness of the sound ray and the distribution characteristics of the energy of the 

sound ray decrease accordingly. The 0s delay corresponds to direct sound waves during transmission. 

The key capacity of different key generation schemes is shown in Fig 5. In the simulation experiment, 

assuming the underwater acoustic channel path, the key capacity has nothing to do with the power of 

each path of the channel, only the total power of the multipath channel. When the system SNR is 0-

15dB, the key capacity of each scheme is basically the same. This solution reduces the signal-to-noise 

ratio of the eavesdropping terminal due to the injection of artificial noise, which gradually increases 

the uncertainty of the eavesdropping terminal to the sound source information. Through the optimal 

power allocation of artificial noise, the signal-to-noise ratio of the system is improved, so that the 

system has a higher key capacity and key generation rate. 

 

Fig 5. Comparison of key capacity of different schemes 

 

Fig 6. Active attack success rate 
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Fig 6 shows the change of the adversary's active attack success rate Pt with the artificial noise 

allocation factor and the number of confused sequence bits under this secure communication scheme. 

Within a certain range, the value of Pt decreases with the increase of and, that is, the success rate of 

the adversary's active attack decreases with the injection of artificial noise and the increase of the 

number of aliasing sequences. 

5. Conclusion 

This article mainly studies the secure communication for the multipath delay effect in the underwater 

communication process. A highly confidential transmission sequence is generated with the assistance 

of artificial noise, and the position information injected by the noise is mapped into a secret key. 

Through the random clustering scheme, both parties in legal communication can complete identity 

authentication. The optimal power distribution is performed on the injected artificial noise, so that 

the artificial noise causes interference to eavesdroppers without excessive loss of the security capacity 

of the system. Through theoretical and experimental analysis of the security capacity and key capacity 

of the system under the scheme, as well as the success rate of the adversary's active attack, it shows 

the robustness and security of the scheme. The main research work in the next step will consider from 

the perspective of confidentiality enhancement, extracting a key with fewer bits and a high degree of 

confidentiality on the basis of the initial key. 
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