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Abstract 

In order to effectively resist attacks of image and protect image copyright information, 
we introduce a novel robust crypto-watermarking algorithm based on joint trans-form 
domain and chaotic mapping in this paper. For the watermarking embedding, an image 
watermarking algorithm based on lifting wavelet transform (LWT) and discrete cosine 
transform (DCT) is proposed to embed watermark into cover image. Firstly, the cover 
image is transformed by two level LWT and then DCT is performed on the low frequency 
sub-band LL. Secondly, watermark image is also transformed by DCT and then 
watermark coefficients is inserted in cover coefficients to achieve a high degree of 
robustness and imperceptibility. Finally, we introduce a novel image encryption method 
to encrypt the embedded image based on logistic chaotic mapping. The water-marked 
image is encrypted by using logistic-logistic chaotic system. Experimental result and 
security analysis show that the proposed algorithm provides good robustness and 
security. 
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1. Introduction 

With the expansion and development of multimedia technology, digital images are widely applied in 

various fields. But digital images become easy to plagiarize and manipulate. Image security and 

copyright protection face enormous challenges. Digital watermarking is one of the most effective 

ways to protect copyright information [1]. When authorized user needs to obtain copyright 

information, the watermark information is extracted through the inverse process of embedding. 

Digital watermarking can be used for security guarantees, copyright identification, tampering 

localization and so on [2]. In addition, in order to improve the security of digital watermarking, many 

people combine digital watermarking with encryption algorithm to form encryption and digital 

watermarking algorithm. Compared with traditional watermarking algorithm, crypto-watermarking 

has higher security and wider application [3]. 

There are two kinds of popular crypto-watermarking schemes combining watermarking and 

encryption algorithm to protect image, the first one is to choose the appropriate watermark algorithm 

to embed the watermark information, and then introduce the encryption algorithm to encrypt the 

image [4]. For example, Dalel Bouslimi et al. [5] proposed a joint encryption and watermarking 

system for verifying the reliability of medical image based on stream cipher algorithm and 

substitutive watermarking algorithm. R. mothi et al. [6] proposed a hybrid image protection scheme 

based on the combination of wavelet packet transform (WPT) and cryptography. They used WPT 
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algorithm to embed personal infor-mation and then introduced secret key to encrypt the water-marked 

image, which can effectively protect the security of water-mark information and image. 

Another kind of crypto-watermarking scheme is that the image is encrypted firstly, and then embed 

the watermark in encrypted domain. Priyanka et al. [7] proposed a reversible information hiding 

scheme in encrypted domain that can securely transmit the media information over cloud architecture 

and prove its rightful ownership based on Chinese Remainder Theorem (CRT) and secret sharing 

scheme. Zhang et al. [8] proposed a reversible data hiding in reversible image transformation domain. 

Xiang SJ et.al [9] proposes a robust and reversible image watermarking algorithm in homo-morphic 

encrypted domain that achieves embedding information bits directly into the encrypted image without 

preprocessing opera-tions on the original image, and can extract the watermark and restore the 

encrypted image after decryption. 

At present, most of the encrypted watermarking algorithms are not robust, but in some cloud 

computing application scenarios, information owners hope to embed the watermark information is 

not only reversible but also robust, so as to be able to authenticate media copyright information when 

the image is processed or attacked after decryption [10]. The traditional encryption water-marking 

scheme is difficult to have the robustness of digital water-marking. Because some encryption 

algorithms will not be able to decrypt the image when the encrypted image is slightly changed, it 

cannot extract the watermark information when the image is directly attacked. Therefore, a robust 

encryption watermarking scheme is proposed, which has good robustness in the face of a wide range 

of attacks, effectively resisting most of the attacks on the image. 

The rest of the paper is organized as follow: Section 2 introduces the knowledge what we used in the 

paper. The Section 3 presents the proposed method in detail. The analysis and comparison of results 

are reported in Section 4. The conclusion is given at Section 5. 

2. Preliminaries 

In this section, some concepts and knowledge such as DCT, LWT and Logistic Map used in the 

proposed algorithm are firstly reviewed. 

2.1 Discrete Cosine Transform (DCT) 

Discrete Cosine Transform (DCT) is the similar with Discrete Fourier Transform (DFT) in the way 

that it also converts the signal from spatial domain to frequency domain [11]. It results with many 

coefficients: single direct current (DC) and a set of alternating current (AC). It converts the signal 

into elementary frequency components. DCT is an orthogonal transformation that is used frequently 

in image compression and multimedia standards [12]. 

A 2D block image X(m,n) with pixel intensities is converted to a transform array of coefficients Y(k,l) 

by using the following equation: 
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for m, k = 0, 1, …, M-1; n, l = 0, 1, …, N-1.  

The inverse DCT, which is used to convert a transform array of coefficients into the original image 

is computed as: 
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2.2 Lifting wavelet transform (LWT) 

DWT decompose the image into one low frequency sub band (LL) and three high frequency sub 

bands (LH, HL, and HH). LL contains the most image information and this band is closer to the 
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original image. LH represent the horizontal details; HL represents the vertical details and HH 

represents the diagonal details of the image. The image is reconstructed from these sub bands using 

inverse DWT. The image also could be decomposed more than one time, LL decomposed into four 

sub band and so on [13]. Lifting wavelet transform (LWT) is implemented by modifying DWT using 

lifting scheme proposed by Sweldens in 1994 [14]. The lifting-based wavelet transform not only save 

times but also has the better results and frequency localization feature than DWT. The basic idea of 

the lifting method is to construct a new wavelet with a better property by the basic wavelet, which 

includes three phases for its implementation: Split, Predict, and Update [15]. 

 

Fig1. Signal decomposition and reconstruction using LWT 

Split: The original dataset x[n] is divided into interrelated odd and even subsets that is xo[n] and xe[n], 

whose lengths are half of the original data.  
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Predict: Odd series is predicted according to even series. Odd series is predicted according to even 

series by the predict operator P, and d[n] is the difference between the original sample and its 

predicted value defined as high frequency component. 

      o ed n x n P x n 
                               (5) 

Update: with the help of update operator and detail signal, we can update the even samples. Then the 

low frequency components which represent the coarse shape to the original signal are obtained as 

[16]: 

      ec n x n U d n                                 (6) 

2.3 Logistic Map 

Chaos is a kind of uncertain and pseudo-random process in the deterministic system, which is neither 

periodic nor convergent. It is a common nonlinear phenomenon in nature and an inherent 

phenomenon in the nonlinear dynamic system [17]. Chaotic system is very sensitive to the initial 

value of the system, that is, after multiple iterations, the system will deviate seriously from the original 

direction of motion. 

Logistic mapping was proposed by R. May, an American mathematical ecologist, in 1976 [18]. 

Logistic mapping was originally used to study the relationship between individual number and 

environment of insects. Although its form is simple, it contains complex dynamic behavior [logistic]. 

The logistic map is defined in formula (7). 

( 1) ( ) ( ))x n x n x n                                (7) 

[0 1]x ，  are system results, 0 4 ,  is Logistic control para-meters. When the control parameter is

3.5699456<   . when the parameter approaches 4, the values generated by the iteration will present a 

random distribution state. Lyapunov Exponents are important exponents to describe chaotic 

phenomena. When λ>0, the map system is chaotic, as shown in Fig.2.  
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Fig2.Logistic Map and Lyapunov Exponents 

3. The proposed crypto-watermarking algorithm 

In this paper, we proposed crypto-watermark algorithm that the watermark based on LWT-DCT joint 

transform domain and Logistic map encryption, which has superior imperceptibility and robustness 

performance. The low-frequency sub-band LL after two LWT transforms is DCT transformed to 

embed the watermark. The watermark has strong robustness against JPEG image compression, image 

noise and image cutting attacks. Even if the encrypted image is subjected to various attacks, cover 

image can still decrypt and extract the watermark. 
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Fig3.Block diagram of the embedding and encryption process 

The crypto-watermarking algorithm follows the following steps: 

Step1: Perform two level LWT to the cover image I of size m×n and one level transformed result LL1 

sub-band respectively. 

   1 1 1 1, , ,LL LH HL HH LWT I                              (8) 

   2 2 2 2 1, , ,LL LH HL HH LWT LL                             (9) 

Step2: Apply DCT on LL2 sub-band to obtain the coefficient matrix, where our watermark is supposed 

to be embedded. C(p,q) is coefficient matrix, whose p is 1, …, 4

m

 and q is 1, …, 4

n

. 

   2,C p q DCT LL                                (10) 

Step3: Resize of watermark image Iwm to be same as C, and then transform the watermark image into 

a coefficient matrix. Embed the watermark using the following: 

 em cover wm( , ) ( , ) ( , )C p q C p q C p q                           (11) 
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Where Ccover is indicating to DCT coefficient matrix of LL2 and Cwm indicates the DCT coefficient 

matrix of watermark, α indicates the scaling factor. 

Step4: Inverse DCT (IDCT) to Cem and Inverse LWT (ILWT). 1 1 1 1, , ,LL LH HL HH

to get the watermarked 

image I′.  

 2 emLL IDCT C                                  (12) 

 1 2 2 2 2, , ,LL ILWT LL LH HL HH                                  (13) 

 1 1 1 1, , ,I ILWT LL LH HL HH                                 (14) 

Step5：Generate random sequences x, y by Logistic map after set parameter x0, u1, y0, u2 as secret 

keys, where the key x0 is generated by the image information, and the rest of the key is set by user. 

random sequences are the same size as the encrypted image. 

1( 1) ( ) ( ))   1:x i x i x i for i m n                              (15) 

2( 1) ( ) ( ))   1:y j y j y j for j m n                             (16) 
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Step6：Sorting the generated random sequences, retaining the index information, scrambling the first 

one using the second index sequence Index, and then encrypting the image I ′ to obtain the encrypted 

image I ″. 

( ) ( ( ))  for 1: *I i I Index i i m n                             (18) 

The extraction process includes image decryption and water-mark extraction. The decryption process 

includes initialization of Logistic map using the same secret key that was used in the embedding 

method and restoration of watermark. The decryption and extraction procedures are just the reverse 

process of embedding and encryption procedures. 

4. Experimental results and analysis 

The experiment was conducted by MATLAB 2018b. The 256-gray scale test images with size if 

512×512 are given in Fig.4. 

    

(a)           (b)             (c)             (d) 

Fig4.The original images: (a) Lena image; (b) Baboon image; (c) Avion image; (d) Peppers image; 

4.1 Experimental results 

In order to objectively describe the robustness of this algorithm, normalized correlation coefficient 

(NC) is used to evaluate. In the following formula, W(i, j) is the embedded watermark image and W ′ 

(i, j) is the extracted watermark image. NC is a measure of similarity between the original watermark 

and the extracted watermark. 
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The high frequency loss measurement of the image can be represented by the peak signal-to-noise 

ratio (PSNR). The PSNR value is higher, and the high frequency loss is smaller. Therefore, if the 

embedded watermark is embedded, the higher the PSNR of the image, the better the embedding effect. 
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Where μx and μx are the average of the original and distorted image respectively, σx and σy are the 

variances and σxy is the covariance. SSIM is in order to compare the structural information between 

original and distorted images. 

 

2

21 1

0 0

255
10lg

1
, ( , )

M N

i j

PSNR

H x y H x y
MN

  

 



   

                         
(21)

 

In the formula, H(x, y) is the original image, and H'(x, y) is the image after embedding the watermark. 

When the PSNR is larger, the imperceptibility is better. The results of the new algorithm are shown 

in Table 1. 

  

(a)           (b)           (c)             (d) 

Fig5 The result images: (a) Original Lena image; (b) Watermark image (128×128); (c) Embedded 

image; (d) Encrypted image; 

The NC values are 1.00, which indicates that the watermark can be extracted completely after 

decryption without attack on the encrypted image. In addition, the peak signal-to-noise ratio (PSNR) 

of the encrypted watermarking algorithm is above 55, which can meet the visual requirements and 

imperceptibility. 

Table 1. Imperceptibility results of the proposed method 

Image PSNR SSIM MSE NC 

Lena 59.11 0.99 0.043 1.00 

Baboon 57.47 0.99 0.054 1.00 

Avion 62.72 0.99 0.015 1.00 

Peppers 61.53 0.99 0.020 1.00 

The robustness of proposed method was tested many attacks using Lena image are shown in Fig.6. 

Common attacks like salt and pepper noise, gaussian noise, JPEG compression are high robustness, 

but median filter and histogram equalization affect the quality of watermark, as shown in Table2. 

       

(a)        (b)        (c)         (d) 

       

(e)        (f)        (g)        (h) 

Fig6.The attacked images: (a) Salt & pepper Noise(0.005); (b) Salt & pepper Noise(0.01) (c) 

Speckle Noise; (d) Gaussian Noise; (e) JPEG compression Q=70; (f) JPEG compression Q=30; (g) 

Gaussian Filter; (h) 10% Cropping; 
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Table 2. Robustness results of proposed method against some attacks 

Attack type PSNR NC BER 

Salt & pepper noise (0.005) 60.99 0.994 0.0083 

Salt & pepper noise (0.01) 58.16 0.949 0.0683 

Speckle noise (0.005) 61.39 0.998 0.0028 

Gaussian Noise 51.89 0.994 0.0064 

Q=80JPEG 68.37 0.995 0.0048 

Q=60JPEG 55.99 0.923 0.0820 

Q=40JPEG 52.41 0.838 0.1992 

Q=20JPEG 46.24 0.599 0.4614 

Histogram equalization 45.19 0.346 0.7816 

Median filter 39.91 0.536 0.4783 

Gaussian Filter 46.45 0.843 0.1901 

1/16Cropping 54.31 0.9243 0.2563 

4.2 Comparison of Robustness 

Compared with the robust watermark algorithm in recent years, the encrypted image doesn’t have 

good robustness to median filter and Gaussian filter because of the use of logistic scrambling 

encryption, but it has good robustness to noise attack, clipping attack and JPEG compression. The 

results of the robustness are compared with the results obtained by traditional watermark methods 

[19] and combined crypto-watermark [20], as shown in Fig.7. 

 

Fig7.Comparison of Robustness using different embedded methods. 

4.3 Key Space Analysis 

In this paper, the logistic encryption method combines two chaotic maps and scrambles chaotic 

sequence with another one. Logistic map is sensitive to the initial value. In the meantime. The secret 

key highly depends on the image itself. The coordinate of two chaotic map and image constitute 

combine to form the secret key with large key space, this ensures the security of the algorithm. 
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4.4 Key Sensitivity Analysis 

In this paper, we only change one key to test the key sensitivity of the algorithm. For example, if the 

Lena image embedded with watermark is encrypted, and then the initial value of Logistic mapping in 

Secret Key 1 is X0=x0-10-14, where x0 is the key used for encryption and the other keys are the original 

value of encryption, the result of decrypting the image is shown in the figure. From the results, we 

can see Fig.8 (c). 

   

(a)            (b)           (c) 

Fig8.Correlation distribution and image of incorrect decryption: (a) Distribution of diagonally 

adjacent pixels in Baboon image; (b) Distribution of diagonally adjacent pixels in encrypted 

Baboon image; (c) Image of incorrect decryption; 

4.5 Correlation analysis 

For a plain-image, high correlations exist between adjacent pixels either in horizontal, vertical, and 

diagonal direction. Encryption scheme should eliminate correlation. 10000 pairs of adjacent pixels 

are selected to calculate the correlations. The results of correlation coefficient of adjacent pixel are 

listed in Table3. Obviously, the encrypted image under the proposed method has small correlation 

values in the horizontal, vertical and diagonal directions. 

Table 3. Correlation coefficients of adjacent pixels 

Image Type 
Direction 

Horizontal Vertical Diagonal 

Lena 
original 0.959 0.983 0.949 

encrypted 0.014 -0.005 -0.016 

Baboon 
original 0.863 0.758 0.728 

encrypted 0.004 -0.014 -0.059 

Avion 
original 0.963 0.956 0.927 

encrypted 0.055 -0.012 -0.015 

Peppers 
original 0.978 0.983 0.965 

encrypted 0.0299 -0.013 -0.014 

Lena 
encrypted 0.026 0.079 0.062 

encrypted 0.021 0.048 -0.009 

5. Conclusion 

To protect the information and copyright of digital image, a robust crypto-watermarking algorithm 

based on joint domain and logistic chaotic map has been proposed in this paper. This hybrid method 

integrates two transforms: lift wavelet transform (LWT) and discrete cosine transform (DCT). For 

the watermarking embedding, the cover image is transformed by two level LWT and then DCT is 

performed on the low frequency sub-band. In order to protect image security and protect image 

copyright, we proposed an encryption method based on logistic chaotic map, which are used to 

generate chaotic sequence for encryption and decryption. The algorithm not only has superior 
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imperceptibility and robustness performance, but also has high key sensitivity and large key space, 

which effectively guarantees the security of image and watermark. 

References 

[1] S. Tyagi, H.V. Singh, R. Agarwal, S.K. Gangwar, Digital watermarking techniques for security 

applications, in: International Conference on Emerging Trends in Electrical Electronics & Sustainable 

Energy Systems (ICETEESES), 2016, pp. 379–382.  

[2] I.I. Cox, M. Miller, J. Bloom, J. Fridrich, T. Kalker, Digital Watermarking and Steganography, second 

ed., Morgan Kaufmann, United States, 2007. 

[3] Zhang X . Reversible Data Hiding in Encrypted Image[J]. IEEE Signal Processing Letters, 2011, 

18(4):255-258 

[4] Chih-Wei Shiu, Yu-Chi Chen, Wien Hong, Encrypted image-based reversible data hiding with public key 

cryptography from difference expansion, Signal Processing: Image Communication 39 (2015)226–233 

[5] Dalel Bouslimi, Gouenou Coatrieux, Michel Cozic et.al, A joint encryption/watermarkingsystem for 

verifying the reliability of medical images, IEEE Transactions on Information T-echnology in 

Biomedicine, 16(5), 2012 891 

[6] R. Mothi, M. Karthikeyan. Protection of bio medical iris image using watermarking and cryptography 

with WPT[J]. Measurment,2019,136 

[7] Priyanka Singh, Balasubramanian Raman, Reversible data hiding for rightful ownership assertion of 

images in encrypted domain over cloud, International Journal of Electronics and Communications (AEÜ) 

76 (2017) 18–35 

[8] Weiming Zhang, Hui Wang, Dongdong Hou, Reversible data hiding in encrypted images by reversible 

image transformation, IEEE Transactions on Multimedia, 2016, 18(8), 1469 

[9] Xiang SJ, Yang L. Robust and reversible image watermarking algorithm in homomorphic encrypted 

domain. Ruan Jian Xue Bao/Journal of Software, 2018,29(4):957-972(in Chinese). 

http://www.jos.org.cn/1000-9825/5406.htm 

[10] Jiantao Zhou, Weiwei Sun, Li Dong, et al. Secure reversible image data hiding over encrypted domain via 

key modulation, IEEE Transactions on Circuits and Systems for Video Technology, 26(3), (2015)441-

452. 

[11] PAN Gang, WU Chaohui, LV Hongbing, et al. Two-dimensional DCT-based digital watermarking 

algorithm for dual images[J]. Journal of Engineering Imaging, 2005, 18(218):15-19. 

[12] S.D. Lin, S.-C. Shie, J.Y. Guo, Improving the robustness of DCT-based image watermarking against JPEG 

compression, Comput. Stand. Interfaces 32 (2010) 54–60. 

[13] N. Goel, G. Singh, Study of wavelet functions of discrete wavelet transformation in image watermarking, 

Int. J. Eng. Sci. 17 (1) (2016) 154–160 

[14] W. Sweldens, The lifting scheme: a construction of second generation wavelets, SIAM J. Math. Anal. 

29(1998)511-546 

[15] Mehta R, Rajpal N, Vishwakarma V P. LWT-QR decomposition based robust and efficient image 

watermarking scheme using Lagrangian SVR[J]. Multimedia Tools and Applications, 2016, 75(7): 4129-

4150. 

[16] Miyazaki A, Uehiyama F.An image watermarking method using the lifting wavelet transform[C]. 

International Symposium on Intelligent Signal Processing and Communications, 2006, 12 (15) :155-158. 

[17] Ben Ftima, S., Talbi, M., & Ezzedine, T. (2017). LWT-SVD secure image watermarking technique. 2017 

International Conference of Electronics, Communication and Aerospace Technology (ICECA). 

[18] Lu Xu,Zhi Li,Jian Li,Wei Hua. A novel bit-level image encryption algorithm based on chaotic maps[J]. 

Optics and Lasers in Engineering,2016,78. 

[19] May R M. Simple mathematical models with very complicated dynamics[J]. Nature, 1976, 261 

(5560) :459-67. 

[20] Ansari IA, Pant M, Ahn CW (2016) Robust and false positive free watermarking in iwt domain using svd 

and abc. Eng Appl Artif Intell 49:114–125. 


