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Abstract 

With the rapid development of the logistics industry, the problem of product information 
traceability in the supply chain is becoming more and more serious. However, the 
traditional product traceability system has some shortcomings, such as the vulnerability 
of centralized database, the inability to avoid tampering, and the difficulty in 
accountability and positioning. The decentralized, traceable and tamper-proof features 
of blockchain can improve the existing supply chain and solve the above problems. This 
paper firstly analyzed the information exchange of products in the supply chain, and 
then proposed the product information tracing scheme combining block chain, in which 
the improved DH key exchange algorithm and RC4 encryption algorithm were used to 
encrypt the product information to improve the security of the information. 
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1. Introduction 

At present, most logistics systems adopt Internet of things technology to improve the information 

level of logistics system. However, this approach does not solve the disadvantages of data-centric 

storage, and there are still some problems, such as lack of trust. Due to the opaque manufacturing and 

transportation processes, the downstream links of the supply chain cannot trust the intermediate links 

without the phenomenon of shoddy quality. There are also problems of information security. For 

example, the way of information centralized storage may also lead to the leakage of users' purchase 

supply information and other private data, and the centralized storage is vulnerable to attacks. 

The decentralization and traceability of blockchain can improve the above problems. Therefore, this 

paper proposes a scheme to realize product information traceability in the supply chain based on block 

chain technology, and USES improved DH key exchange algorithm and RC4 encryption algorithm 

to encrypt product information to improve information security. 

2. Related Work 

2.1 Blockchain 

Blockchain is a kind of distributed ledger technology which is jointly maintained by many parties and 

uses cryptography to ensure the security of transmission and access. It can realize consistent storage 

and is hard to be tampered. In the blockchain system, all submitted things are stored in the chain. 

When the new transaction is confirmed, the length of the chain will be increased without modifying 

the previous data, thus ensuring the completion of the data. 

Pradeka Brilyan Purwandoko[2] analyzed the rice supply chain in Java and designed the traceability 

system architecture based on information technology using information system analysis method, 

which is still essentially a centralized system. YONG WANG[4] designed a cloud-assisted EHR 
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sharing and security and privacy protection scheme based on alliance chain. The proposed system 

architecture ensured that patient case data could not be obtained by malicious means, protected patient 

privacy, and the proposed block structure improved search efficiency. Daouda Ahmat[3] designed an 

improved multi-path DH key exchange algorithm, which avoids the problem that traditional DH 

algorithms are vulnerable to man-in-the-middle attacks. Simone Figorilli[6] designed a block chain 

traceability prototype for the whole process of wood supply chain based on RFID sensor. Jin Hyeong 

Jeon et al. [5] proposed a more secure service configuration of Internet of things platform based on 

Ethereum's smart contract and encryption method, aiming at the vulnerability of the database of 

Internet of things platform. Zhijie Li Shell et al. [1] proposed a hybrid ledger for supply chain, which 

applies both public and private chains to a system to store different levels of information to ensure 

user privacy. 

Based on the above researches, this paper proposes a traceability scheme based on consortium 

blockchain and improved DH algorithm after analyzing the information flow of the supply chain. 

2.2 Diffie-hellman key exchange algorithm 

This algorithm can determine the symmetric keys of both parties on the premise of secure 

transmission. The core of this algorithm is that the private keys of both parties do not enter the 

network transmission process. The same Key can be calculated based on the public Key of the other 

party and the private Key of the other party. 

However, Diffie-Hellman algorithm has an obvious flaw: it is vulnerable to man-in-the-middle attack. 

For example, attacker C plays B when communicating with A and act A when communicating with 

B. Both A and B negotiate A key with C, and then C can listen and pass the communication. 

3. Information flow in the supply chain 

The main purpose of traceability is to record the product information and the corresponding 

information of the product in the supply chain, so that the above information can be inquired to make 

decisions when needed. 

3.1 Use-case diagram analysis 

Use case diagrams describe the interactions between one or more participants in a system, so this 

section uses use-case diagrams to analyze the flow of information in the supply chain. 

As shown in the Figure 3-1, each participant records some information. For example, the supplier 

shall record the name, origin and date of the raw materials; Manufacturers record processing details, 

such as raw material purchase data, production batches, quality testing, etc. Distributor manages 

information about the product distribution process; Retailers record the date of purchase and the 

information of products sold to consumers. The above information is then stored in the block chain 

in their respective links so that users can retrieve product information based on the data available in 

the system.  

 

http://dict.youdao.com/search?q=Consortium%20blockchain%0A&keyfrom=fanyi.smartResult
http://dict.youdao.com/search?q=Consortium%20blockchain%0A&keyfrom=fanyi.smartResult
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3.2 Sequence diagram analysis 

Sequence diagrams describe how an object interacts with other objects in a system and describe the 

behavior of objects by describing the messages sent and received between objects. Sequence diagrams 

are used to communicate business processes by looking at the interactions between objects. The 

sequence diagram shown depicts the exchange of information between participants in the supply 

chain. 

If a consumer wants to see information about the product he has bought, he can request information 

about that product, and all participants in the supply chain should provide the required information in 

real time. Figure 3-2 shows the messages sent by each participant during the traceability process. 

Combining the use case diagram with the sequence diagram, we analyze in detail the information that 

needs to be exchanged.  

While providing raw materials to manufacturers, suppliers also upload the id (such as 1), name, origin, 

acquisition date, supplier delivery date and other information to the block chain. After receiving the 

raw materials, the manufacturer will process the products and then upload the product id (such as 1-

1), the manufacturer's delivery date, delivery address, product quality and other information to the 

block chain before delivering the products to the distributor. After the distributor receives the 

shipment, it sends the product to the designated retailer and uploadesthe product id (such as 1-1-1), 

the distributor's delivery date, and the shipping address to the blockchain. After receiving the goods, 

retailers upload the product id (such as 1-1-1-1 -1), delivery date, delivery address and other 

information to the block chain. 

In the above description, the change of product id is due to the one-to-many relationship between raw 

materials and products in the process of transportation. For example, suppliers sell a batch of raw 

materials to multiple manufacturers, and manufacturers sell products to multiple retailers through 

multiple dealers. Therefore, the unique format of product id can help users to find the source of 

products. 

The data is stored in the form of json. Take the supplier as an example, the data to be uploaded to the 

block chain is as follows: 

{ 

 "Id": "1", 

 "Name ": " wood ", 

 "Place of origin": "Yunnan", 

 "Cutting date": "2019.12.1", 

 "Supplier delivery date": "2020.1.1" 

} 
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3.3 information flow analysis 

In summary, it can be concluded that the information flow in a system that realizes product 

information traceability in the supply chain should be as shown in the Figure 3-3. In the process of 

uploading information, suppliers, manufacturers, distributors and retailers need to upload relevant 

product information, processing information, distribution information and sales information into the 

block chain in their own links. Since consumers only buy goods and do not participate in the previous 

links, they do not need to do the above operations. In the process of querying information, all supply 

chain nodes including consumers can query the product traceability information. 

4. Traceability scheme  

The proposed traceability scheme framework as shown in the Figure 4-1, including supply chain 

module, service module and blockchain module. 

4.1 Supply chain module 

The supply chain module includes suppliers, manufacturers, distributors, retailers and consumers. 

Suppliers, manufacturers, dealers and retailers can upload data and query data, while consumers can 

only query. 
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4.2 Service module 

The service module includes data uploading and data query.Data uploading includes key exchange 

and data encryption. Data queriy includes data retrieval and data decryption. 

The key exchange adopts the improved DH key exchange algorithm, and the data encryption and 

decryption adopts RC4 encryption algorithm. 

4.2.1 Improved Diffie-Hellman key exchange algorithm 

Because the traditional DH algorithm is vulnerable to man-in-the-middle attacks, the key is 

decomposed into multiple sub-keys, passed through multiple paths, and then reconstructed by another 

user to avoid man-in-the-middle attacks. 

The key exchange protocol includes two steps: Firstly, using Diffie-Hellman algorithm to generate 

the key K = 𝑔𝑆 𝑚𝑜𝑑 𝑝; Secondly, splitting the key into n sub-keys, and then the other party will 

rebuild the key from its sub-key  𝑠𝑘0 , 𝑠𝑘1 , … , 𝑠𝑘𝑛 . 

(1) key decomposition 

In order to generate a subkey, the communicator first needs to create a key 𝑆𝑘 = 𝑠, then a polynomial 

𝑓𝑙(𝑋), and 𝑓𝑙(0) = 𝑔𝑠 𝑚𝑜𝑑 𝑝, as shown in algorithm 1. 

 Valuing 𝑓𝑙(0) = 𝑎0 = 𝑔𝑠 𝑚𝑜𝑑 𝑝, and valuing i from 1 to k-1, then calculating 𝑙𝑖(𝑋) = 𝑎𝑖𝑋𝑖and 

finally getting  polynomial 𝑓 ‘(𝑋) = 𝑓 ‘(0) + 𝑎1𝑋 + 𝑎2𝑋2 + 𝑎3𝑋3 + ⋯ … + 𝑎𝑘−1𝑋𝑘−1. 

Algorithm 1: Creation of polynom of degree k 

createPolynom(k, gS(mod p)) return Polynom; 

𝑓𝑙(0) ←  𝑔𝑠 𝑚𝑜𝑑 𝑝 

i ← 1 

while i ≤ k − 1 do 

𝑎𝑖     ← getRandomCoefficient() 

if i = k − 1 and 𝑎𝑖 = 0 then 

continue; 

𝑙𝑖(𝑋) = 𝑎𝑖𝑋𝑖; 

i ← i + 1; 

                                                              𝑓 ‘(𝑋) = ∑ 𝑙𝑖(𝑋) +

𝑘−1

𝑖=1

𝑓 ‘(0) 

return  𝑓 ‘(𝑋) 

then for 𝑥𝑖(0 < 𝑖 < 𝑛) where 𝑥𝑖 ≠ 0,  calculating the 𝑓′(𝑥𝑖), Finally, all the interpolation points 

(𝑥𝑖，𝑓𝑙(𝑥𝑖)) except (𝑥0，𝑓𝑙(𝑥0)) are stored in the subKeyList, As shown in algorithm 2. 

Algorithm 2: Subkeys generation 

Input  𝑘, 𝑛, 𝑔𝑠 𝑚𝑜𝑑 𝑝 

                                                                      𝑓𝑙(X) =  createPolynom(𝑘, 𝑔𝑆(𝐦𝐨𝐝 𝑝)) 

subKeysList← ┴ 

i ← 1 

while i ≤ n do 

𝑥𝑖 ← getRandomValue(); 

𝑓𝑙(𝑥𝑖) = (𝑥𝑖，𝑓
𝑙
(𝑥𝑖)); 
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storeInSubKeysList( 𝑓𝑙(X), subKeysList[i]); 

i ← i + 1; 

(2) key reconstruction 

After receiving (𝑥𝑖，𝑓𝑙(𝑥𝑖))，（0 ≤ i ≤ n） the communicator uses algorithm 3 to rebuild the key 

K = 𝑔𝑠 𝑚𝑜𝑑 𝑝  according to the received sub-key 𝑠𝑜 , 𝑠1, … …，𝑠𝑝−1 . 𝐹𝑙(𝑋) = ∑ 𝑦𝑖
𝑝
𝑖=0 𝑙𝑖(𝑋) =

𝑓𝑙(𝑥𝑖) ∏
𝑋−𝑥𝐽

𝑥𝑖−𝑥𝑗

𝑛
𝑗=0,𝑗≠𝑖 , where 𝑙𝑖(𝑋) = ∏

𝑋−𝑥𝐽

𝑥𝑖−𝑥𝑗

𝑛
𝑗=0,𝑗≠𝑖  and 𝑦𝑖 = 𝑓𝑙(𝑥𝑖). 

Algorithm 3: Reconstitution of key from received subkeys 

Input  𝑘,   (𝑥𝑖 , 𝑦𝑖)0≤𝑖≤𝑛
 
 

Output key 

if |(𝑥𝑖 , 𝑦𝑖)0≤𝑖≤𝑛| < k then 

return ┴; 

else 

foreach i ∈ ⟦0, 𝑛⟧ do 

𝑙𝑖(𝑋) ← ∏
𝑋 − 𝑥𝑖

𝑥𝑖 − 𝑥𝑗

𝑛

𝑗=0,𝑗≠𝑖

 

j ← 0 

𝑓𝑙(𝑋) ← 0 

while j ≤ n do 

𝑓𝑙(𝑋) ← 𝑦𝑖  × 𝑙𝑗(𝑋)  ×  𝑓𝑙(𝑋) 

j ← j + 1 

return 𝑓𝑙(0) 

Before the user uploads the information, key exchange is conducted first, and then the data to be 

uploaded is encrypted with the key and then the smart contract is called to upload to the block chain. 

When the user makes a query, the smart contract is called to get the data from the block chain, and 

then the key is used to decrypt the data. 

For the supplier data mentioned above, after RC4 encryption of the json plaintext data, the cipher text 

is obtained : 

4.3 Blockchain Module 

In combination with the characteristics of supply chain, alliance chain is adopted here. Different 

members in the alliance chain have different permissions. All nodes except consumers can share data, 

that is, upload data. The uploaded information is ciphertext, so it can effectively protect privacy. 

(1) Administrator 

Suppliers, manufacturers, distributors, retailers constitute the main members of the alliance chain. 

Each organization has a node that ACTS as a management node to execute their decisions. The 
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manager is responsible for approving new nodes and verifying valid transactions and blocks. 

Moreover, the management node can also upload data and query data as an ordinary node.  

 

(2) Miner 

Miners are randomly selected from management nodes. They are responsible for packaging 

transactions and production blocks. Each partner must provide at least one miner candidate to keep 

the blockchain working. 

(3) Data Provider and Data Requester 

Suppliers, manufacturers, distributors and retailers in the supply chain, as data providers in the chain, 

upload the data to be Shared to the block chain. All nodes, including consumers, can query product 

information as data requesters. It can be seen that the miner, as the management node, also has the 

rights of the data provider and the data requester. 

5. Conclusion  

This paper first proposed to use the improved DH algorithm to achieve a more secure key exchange, 

and used RC4 algorithm to encrypt and decrypt product information to protect product information 

security from illegal acquisition. Then the information exchange in the supply chain is analyzed by 

use case diagram and sequence diagram, and its information flow is summarized. Finally, a scheme 

design based on block chain is proposed to realize the traceability of product information among 

participants in the supply chain. 
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