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Abstract 

In the 21st century, the public security issue is a global concern in the cities which 
attracts attention from all of the citizens. Although in such a highly advanced world, we 
could still inevitably encounter some crisis that threatens our security and property. The 
death of traffic accidents still occupy a large proportion in the city. Hunting for criminals 
still remains a tricky task for the police. However, with the development of technology 
and the advent of the internet of things (IoT), smart cities might give the corresponding 
solution. In order to establish the smart city, the city's intelligent video surveillance 
system plays an indispensable role in such a field. It can not only collect data from the 
infrastructure of the cities, but also has capability to analyze the data and give responses 
accordingly. We believe that we could have better ways to regulate our city and 
guarantee the safety of our citizens effectively under the help of intelligent video 
surveillance systems. In this paper, the expectation of this system is described in the 
beginning. Then, we look into the use case scenarios to specifically learn about what this 
system could benefit us in our real life and promote the development of the future city. 
Next, we envision the entire components of this system and its architecture to make sure 
we could make it possible. And finally, we conclude the issues that still need to be 
resolved and hope to get the answers in the future. 
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1. Envision of System  

In almost every country in the world, urbanization is an important indicator of the degree of 

modernization. And smart cities are the very component to decide whether urbanization is advanced 

or not. Much of the work has been done by the colleagues who are enthusiastic about it, e.g. they 

designed a kind of the street lamp with the abilities of illumination, navigation, inquiry, etc. However, 

those works usually focus on the practical details of the smart city concept rather than pay attention 

to the definition of the grand smart city system. To some extent, their works do enhance the efficiency 

of the city, but those are merely small steps for a mile. Some daily but critical problems such as traffic 

jams still exist. The city requires a system to overwatch and regulate most of the mess for her citizens. 

Now introducing the Smart Brain System on Surveillance (abbr. SBSoS). As the name suggests it is 

a system that could see the situations through the cameras all around the public areas and assist the 

relevant personnel to administer the city by using its brain. It must have a powerful analyzing 

capability to understand and handle fast-pace variations without too much manual intervention. It 

must have adequate video and audio quality to capture valid data for consultations even in extreme 
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this workather. It must have a high-speed transmission network for upload and download with its 

robustness ensured. This work jumps out of the idea -- inventing something brand new for substitution. 

It utilizes the current devices and develops novel functions with the help of AI algorithms, big data, 

etc. instead. Not only does it have the potential for further research, but also less effort would be spent 

to finish the same goal of smart city. 

2. System’s Functions 

This system built the foundation of the system by adding multiple functions. The work gives out some 

exemplifications here for references, but that’s not the final limit of this system, in fact, the system 

has a lot of potential for future development. 
2.1 Facial Recognition 

Usually, the minimum resolution to identify somebody’s face is 100*100 pixels, and higher resolution 

it has, the higher the success rate is. The face recognition system uses an imaging device to collect 

the face images for registration. Then face detection technology is used to locate and segment the 

face image. Finally, feature extraction technology is used to extract feature elements that can 

represent face images, then form feature templates and store them in the database.  

Face detection, face optimization and feature extraction play key roles, which are also the three most 

important and hardcore technologies in face recognition. The implementation of these three parts is 

directly related to the accuracy of face recognition. 

2.2 Car’s License Plate’s Recognition 

There is a need to cut up characters of license plates after completely captured images. License plate 

width is commonly 80-400 pixels and 1.3 million pixels camera is perfect for that. The cameras that 

are above 2 million pixels can only slow down the splitting speed of the license information for the 

computer.  

How to achieve car’s license recognition is by capturing the license plate first, then stabilize the 

license plate, then start to preprocess the image then identify each character on the license plate finally 

output the result of plate recognition.[1] 

 

Figure 1: The structure for license plate’s recognition [1] 
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2.3 Artificial Intelligent(traffic management) 

There are basically just two parts in this system: operating unit and parallel execution unit. The 

operating unit has the ability to control and manage, experimentation and evaluation, and learning 

and training. Parallel execution unit includes artificial systems and actual systems. Input data will be 

sent to the operating unit first then sent to parallel execution then become output. But during the 

sending process between the operating unit and parallel execution system there is always disturbance 

in reality. So the feedback from output to input is a very critical function of this system. The feedback 

system is linked from output directly back to the input and will check the feedback of output in 

realtime and at every time. When the feedback shows the output is not normal due to the disturbance 

during the process, it will adjust input to make output normal again. The actual system(actual traffic 

system) will send real time traffic conditions to the parallel system, then the parallel system will make 

a decision relay on the help of a decision support platform and send those operational instructions 

back to the actual traffic system again to adjust the traffic condition based on real time. [2] 

 

Figure 2: The basic structure of AI system [2] 

2.4 Behavior Analysis 

The behavior analysis system has the aim of avoiding illegal or even criminal consequences, it can 

detect and figure out the pedestrian’s behavior via cameras. That is the usage of Automatic Hazardous 

Behavior Alarm System. And this system has the same qualities as the Video Searching Engine, this 

system could combine them together in the same channel to save resources. Besides, this system 

requires real time quick response capability. High compression file format and high data rate are 

required. 

In order to recognize the moving object and specifically analyze the behavior of that object, the most 

important step is to detect the motion of that object and extraction of moving targets. So there are 

background subtraction, inter-frame difference method and optical flow method. The first process 

background subtraction is to subtract the current frame image from the background frame image and 

have the capability to detect movements by checking the pixel deviation. Inter-frame difference is 

achieved by comparing the different gray values of two adjacent frames, the moving target can be 

extracted effectively during this process and the object detected in this step will be stretched to give 

feedback of partial information to help the next process. The optical flow characteristics of the moving 

target change when the time is changing. So the Optical flow method is the method of calculating the 

optical flow field of the image sequence that can be used to extract the moving target. However, this 

method has a series of characteristics such as time-consuming and complicated calculation in the 

specific calculation process, so there is no method for real-time detection. [3] 
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2.5 Traffic Video Processing 

The video cameras could be installed in highways or ring roads to monitor the traffic condition of 

that street. Each camera is 500 meters away from each other and each camera can detect a range of 

200 to 300 meters. Each camera of this function should at least have 300 to 500 megapixels to clearly 

recognize the cars. In this case, this system can ensure no vehicles would be missed.  

Technically, according to existing technology, this work needs the cameras to store the data of the 

background of the streets first, then use pixel deviation to detect vehicles. If the standard deviation is 

higher than 2.5 then the system will determine that there is a car existing. Then it uses an adaptive 

bounding box to detect and track cars. By this way, it could estimate the traffic density of each road 

based on real time and transmit this information to the police station or the customers’ application. 

For the traffic police, they could understand the traffic accidents in time and take measures 

immediately. For the drivers, they could according to the real time statistic to realize the traffic 

condition of this street. As a result, the traffic efficiency and safety could be undoubtedly improved.[4] 

3. Specific Applications of Intelligent Surveillance System 

If this work wants to really make this smart city surveillance system work as this concept is designed, 

then this work requires technologies like: Image recognition, artificial intelligence, cloud computing, 

video processing and cloud storage. Image recognition will require the abilities to identify the car's 

licence plate and identifying peoples faces. Video processing needs to have the capabilities of 

analyzing traffic flow and human behavior. Cloud computing will need to compute to datamation and 

modularize all kinds of datas from the real time surveillance video and then pass it to artificial 

intelligence system, artificial intelligence will need to be able to process and analyze all of those datas 

and give back real time responses or send information to where it should go. Cloud storage will be 

doing the job to handle storage of all the data and video from the surveillance system.  

3.1 Full-time All-area Traffic Automatic Patrol Alarm Application 

This application is a creature made by mixing functions like facial recognition, car’s license plate 

recognition and AI together. This application is able to sense traffic events and accidents in the city, 

automatically find the anomaly of people, vehicles, objects and events, therefore it can automatically 

identify traffic accidents or any violations and immediately transfer them to the command center. 

This system can achieve 7/24 unstopped patrol detection of urban traffic and it can reduce the amount 

of work and risk for traffic police. Free traffic police from tasks such as staring at monitors and 

improving law enforcement’s efficiency. For this purpose, the cameras should be installed once every 

100 meters at every road for monitoring. 

3.2 Traffic Flow Prediction Application 

Traffic flow prediction applications will be made by mixing functions like: AI and traffic video 

processing. The most ideal position and density to install camera for this application will be every 

crossroad. Traffic jams and crowded streets are always annoying, due to it may take a lot of time and 

disturb the plan. Thence, a system that predicts the traffic condition and people’s flow could be a 

powerful assistant. It indicates the traffic pressure and population in an area whenever and wherever 

you like according to the historical big data collected from the surveillance. This is of great benefit 

to the citizens in the cities ---- the transportation could be more efficient, and some accidents such as 

stampedes could be lessened. 

3.3 Video Searching Engine 

Some of us may come across the following terrible circumstance like forgetting personal belongings 

somewhere and they turned out to go missing. The video searching engine which involves facial 

recognition and article recognition as its fundamental technologies embedded in the SBSoS is of great 

help. It detects, tracks and traces your belongings like the purses, the pets, from the time you saw 

them recently. Not only could it search for things, but also it can look for people by recognizing their 

faces. For examples, the parents are able to use this system to find their lost children in the 
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supermarkets or somewhere else; the police could use it to locate the suspects. This engine could send 

warning to the passengers near-by, the citizens also could submit information to the platform. To 

realize the abilities above, the installation of cameras should be comprehensively considered. When 

it comes to indoor occasions like the restaurants, cafes, bars, etc., the cameras could be set at the 

ceiling where no obstacles hinder the vision. When it comes to outdoor occasions like the streets, the 

cameras could be situated at the buildings’ wall, or have independent supporting brackets along the 

streets at intervals of around 100 meters. 

3.4 Automatic Hazardous Behavior Alarm System 

Living in a harmonious society without any vicious cases is common hope for human being, but some 

criminals like robbery, kidnapping, even indiscriminate killing do happen in reality. With the 

foundation of behavior analysis and facial recognition, the Automatic Violent Behavior Detector 

could provide timely warning to the security personnel before the events get out of control. When 

someone has intense actions tending to harm someone, the system warns the police to pay attention 

to him/her and keeps on tracing what is going on until the emergency situation is relieved. This 

application also seeks medical attention for the person who is injured or shocked. This application 

has quite a lot of similarities with the Video Searching Engine, this work could combine them together 

in the same surveillance circuits to save resources, i.e. using the same installation method. 

4. The architecture of the system 

In this paragraph, this paragraph shall mainly introduce the structure of the Smart Brain System on 

Surveillance (abbr. SBSoS). Every system is designed to finish some sorts of works, and those works 

cannot be accomplished without the architecture. 

4.1 Brief structure 

To start with, there’s no doubt that this system should follow a fundamental framework, a bare 

framework points out all the devices without any unnecessary detailed restrictions, when the work 

constructs this type of visual system. 

 

 

Figure 3: The basic data flow of the smart brain system on surveillance 

 

As the name suggests, a couple of cameras are required. They should not only achieve the function 

of human facial recognition or human behavior analysis, but they are also supposed to detect the 

traffic condition, including vehicle locating, license plate identification, etc. To be specific, as for 

human figure recognition, the cameras of this work should reach at least 20 px/face to recognize the 

face of a human and 80 px/face to specifically identify this individual. Under such accuracy, the 
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system can effectively ensure the process of facial recognition and behavior analysis. As for traffic 

condition detection, the high-resolution camera offers high powerful computer-controlled zoom 

capability, provides high-resolution imagery of highway infrastructure over ranges potentially up to 

8km, and is capable of autonomously tracking objects that are moving extremely fast. The cameras 

can communicate with each other about objects in their field of view every 50 milliseconds. And 

LTE,5G is capable for both uses and will make the system work as this concept planned. After all the 

data being aggregated together, they will converge at command collector . And the collector sends 

the concentrated data via the transmission medium to the cloud service. Plenty of advanced techniques 

are applied in the cloud service.  

Based on the cloud calculation, the service’s artificial intelligence (AI) could process the video data 

and extract key images for recognition. Finally, the result will be distributed to different client 

terminals for different usages. Figure 3 indicates the data flow of this system.  

Since the last paragraph has finished the topology of the whole system, it’s time to turn to refine the 

details in the system. They are the veins, energizing the “organs” in the whole system. 

4.2 Communications between camera and collector 

The system associates all the cameras into an array to monitor a region; therefore, it’s essential to 

establish the connection to let them know how to cooperate with each other. Usually the cameras are 

powered by electric cables, so the data transmission could also be integrated into the wire. Using 

wireless connection is another solution as it reduces the usage of wires, and makes the environment 

tidier. 

The wireless cameras could operate in different channels. The communication based on wireless 

metropolitan access network (WMAN) is acceptable, but also it can use cellular data such as LTE 

and 5G. 

4.3 Communication between collector and cloud service 

The collector usually passes on a block’s or a street’s video information and receives operation 

commands from the service, that means the collector owns the abilities below: 

i) High capacity. The total amount of video data is enormous, there should be enough buffer storage. 

ii) High exchange data rate. The video is supposed to be uploaded to cloud service as soon as possible, 

and the commands are expected to be downloaded nearly real-time. Then high data rate is a key factor 

here. 

iii) Enough process ability. The data is transmitted in the packet form, the collector must have enough 

process ability to figure out whether it has errors or not, or where the commands will be sent to, etc. 

Hence, the collector plays a role nowadays similar to a switch. But it’s for particular use, and more 

professional. It has an efficient MCU to process the data and enough RAM for temporary storage. 

Optical fiber is the most reasonable and stable connection method nowadays. 

4.4 Communication between cloud service and terminals 

This surveillance system is user-oriented, and users’ demands vary. For the municipal department, 

the system mainly focuses on infrastructure aspects; for police officers, transportation and security 

supervision are emphasized; for citizen clients, the system is required to lead them a careless life. 

Then, the communication should be divided into 2 parts in macro scale: one for the dedicated usage 

like traffic arrangement, criminal tracking, etc., the other for the public usage, like information check-

in, lost and found, accidental information information etc. The dedicated communication goes 

through the specific cables, while the public one goes through in various mediums on different 

platforms. 

5. Problems and Future expectation 

Intelligent video surveillance technology combines multiple fields of study, including computer 

vision, image video processing, pattern recognition and artificial intelligence. The knowledge of this 
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field is still at a relatively young age. In recent years, this direction has attracted more and more 

research. But there are still many problems that require further in-depth study. These include: 

5.1 Multi-feature combination.  

Different features can be used to describe the same object, such as color and texture and shapes, or 

even some non-visual features such as sound, taste, softness, and weight density. There are different 

ways of representing the same feature. In this case, how to organize these multiple features 

organically so that the application can select the appropriate features well is of great importance. This 

work could use several features to inquire about an object. But the more objects this system needs to 

retrieve, the more comprehensive features are needed, the more complex the data format should be. 

Thus, it demands a more complex level of the computer. 

5.2 Occlusion and shadowing problems in object tracking. 

First of all, object occlusion is still a difficult problem to deal with, especially the long occlusion over 

time. When occlusion occurs, only part of the object is visible. In order to reduce the observation 

diversity caused by occlusion, a better model must be developed. So how to design an ideal occlusion 

processing model for the problem to solve the problem is quite significant. It will be a research 

direction in the future. Besides, the object shadow problem is also difficult to resolve. Although the 

static background shadow problem to some extent has been solved nowadays, the dynamic 

background shadow still needs further excavation. 

5.3 The relationship between behavior analysis and environment 

Usually, the work can only get the results which are about the analysis behavior of the objects. By 

analyzing the video image, this system could learn about what the objects are doing at that moment. 

However, this system is unable to realize where they are doing these things. As a matter of fact, 

nowadays the work could split the background from the moving objects, and then classify each area, 

such as grass, sky, water, etc. Then the system could integrate the objects and the background together 

to know the entire content of the video. Under such circumstances, the static background analysis 

could be already achieved. However, as for a dynamic background, the calculation amount is huge so 

that it needs more computer capability to deal with. Consequently, dynamic background analysis still 

needs more research and a better solution needs to be found. 

6. Conclusion 

Establishing a smart city is a golden wish of every citizen. And the intelligent video surveillance 

system is the right key we are searching for. It is not only the combination of varieties of subjects and 

fields, but it is also a frontier topic filled with challenges. This system frees operators from their 

difficult work and substitutes them with its more reliable and advanced techniques. It makes full use 

of the infrastructure in the city, providing citizens with a safe, comfortable, convenient experience 

when they dwell in that city. However, in order to make this system come true, some further 

improvements are required. For one thing, we ought to improve the intelligent analysis algorithm to 

cope with the diversity of situations in our life. For another, considering that the hardware of the 

system should inevitably be improved, it is also necessary to think about the cost and economic 

benefits. Consequently, a lot of research still needs to be done in this field. 
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