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Abstract 

In recent years, with the rapid development of logistics industry, the requirements for 
large-scale structural equipment of ports and wharfs are constantly improving. 
Especially for the large-scale equipment which has been put into operation, how to 
ensure the safe production operation under certain intensity load conditions is an 
urgent problem to be solved. A perfect monitoring system is self-evident for the safety of 
the whole port. In view of the particularity of port work site, the problems of limited 
transmission distance, high cost and poor mobility of wired sensors, a LoRa-based 
wireless monitoring system is proposed to collect data of bridge cranes. The system 
takes SX1278 chip as the core and uses star network to realize data interaction. The 
network architecture mechanism, working mode, adaptive data rate and message 
security encryption mechanism are described in detail. LoRa, a new communication 
network, is applied to the offshore port neighbourhood, giving full play to its advantages 
of long transmission distance and low power consumption, realizing real-time 
monitoring, data transmission, intelligent management and control of bridge crane 
work, and ensuring the reliable and stable operation of large-scale equipment. 
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1. Introduction 

Port crane is a kind of heavy machinery equipment with very heavy working conditions. Its load is 

complex and changeable, and its dynamic characteristics are remarkable. As the most important 
loading and unloading equipment of container port, whether the bridge crane can operate normally 

directly affects the production efficiency and economy of the port. It is a general trend to improve the 

management level of port equipment by installing sensors to monitor the key parts of bridge crane. 

At present, the existing sensors are connected by cable and mainframe. This traditional wired 

communication mode, regardless of installation cost or later maintenance, is deficient in the complex 

open-air environment of port. 

There are two kinds of wireless communication modes: WAN connection and LAN connection. Wide 

Area Network (WAN) connections are more based on cellular networks provided by telecom 

operators, such as GPRS, 3G, and 4G. The main ways of LAN connection are WiFi, Bluetooth, 

ZigBee and so on. But their characteristics are very obvious. Bluetooth and ZigBee have low power 

consumption but short transmission distance; cellular network has long transmission distance but high 

power consumption. Since the emergence of LPAWAN (Lower Power Wide Area Network, Low 

Power Wide Area Network) technology, it has made up for the shortcomings of the Internet network 
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layer, largely taking into account the problem of low power consumption and long transmission 

distance. As a kind of LPWAN technology, LoRa (Long Range) is a new wireless communication 

technology. It uses advanced spread spectrum modulation technology and coding and decoding 
scheme, increases link budget and better anti-jamming performance, and has better stability to deep 

fading and Doppler frequency shift. It has the characteristics of long distance, low power consumption 

(long battery life), multi-node and low cost. In this paper, LoRa wireless communication technology 

and GPRS communication technology will be applied to the bridge crane data monitoring system to 

achieve more secure and efficient equipment monitoring, providing a strong guarantee for port 

production. 

2. Key technologies and characteristics of LoRa 

Semtech acquired Cycleo, a French company with LoRa IP in 2012, and integrated LoRa-related 
technologies into the radio frequency platform to meet the market demand for low-power, long-

distance communications technology. In August 2013, Semtech released a new sub-1GHz spectrum 

spread spectrum communication chip named LoRa to the industry. The highest reception sensitivity 

can reach -148dBm. Compared with other advanced sub-GHz chips in the industry, the highest 

reception sensitivity of LoRa chips can be increased by 20-25dB, which is reflected in the application 

of 5-8 times transmission distance. At the same time, LoRa power consumption is very low, a No. 5 

battery can theoretically work for terminal equipment for more than 10 years.[1] 

2.1 Spread Spectrum Modulation Technology 

Shannon's theorem gives a conclusion: the limit transmission rate of information in a communication 

system can be reached in the transmission process. Under the condition of certain channel capacity, 

S/N and bandwidth B are interchangeable in a sense. For example, in order to reduce the requirement 

of S/N, we can solve it by increasing the bandwidth B of communication. Similarly, in order to reduce 

the bandwidth of signal, we can also achieve it by increasing the power of signal. 

In fact, LoRa uses the spread spectrum technology based on chirp signal, and the digital signal 

expands the frequency band of the original signal to the whole linear spectrum of the chirp signal by 

modulating the chirp signal. The basic idea of spread spectrum modulation is to improve the 

communication quality by sacrificing bandwidth at low SNR. The principle of Lora Spread Spectrum 

Communication is to realize communication by expanding the bits of each signal to be transmitted. 

The transmission rate of Lora signal also refers to the symbol rate. The spread factor refers to the 
ratio between the symbol rate and the code length rate. The diffusion factor represents the number of 

symbols to be converted into chips. The chips/symbols corresponding to the diffusion factor values 

in Lora modulation and the typical reconciled SNRs are shown in Table 1. 

Table 1: Propagation factors corresponding to different spread spectrum factors and demodulation 

SNR 

Spreading Factor Chips/Symbol Signal Noise Ratio（dB） 

6 64 -5 

7 128 -7.5 

8 256 -10 

9 512 -12.5 

10 1024 -15 

11 2048 -17.5 

12 4096 -20 
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After spread spectrum, both the receiver and the sender must set the same diffusion factor beforehand. 

Because the relationship between different diffusion factors is orthogonal, it is possible to 

communicate successfully only when both the receiver and the sender have the same diffusion factors. 
In this way, the signal-to-noise ratio produced by the communicator must be within the range of 

correct demodulation by the receiver. Lora's spread spectrum mode ensures that it still has a strong 

reception capability in the case of negative signal-to-noise ratio, greatly enhances the sensitivity of 

the receiving equipment, and also greatly increases the link budget and propagation distance of the 

receiving equipment.[2] 

2.2 Forward Error Correction Coding Technology 

The distance between receiving and transmitting devices is increasing. The transmitted signal 

sequence has a high probability of error in the transmission process, and the forward error correction 

capability is a processing mechanism proposed to solve this problem. Forward Error Correction (FEC) 

is called FEC (Forward Error Correction), which can ensure the correct rate of information received 

by the receiving device. Use redundant signals to get a longer communication distance. FEC scheme 

provides many kinds of coding gains. The higher the cut-off of coding gains, the farther the 

transmission distance will be. Forward error correction coding technology adds some redundant 

information to the data sequence to be transmitted, and the error symbols injected in the data 
transmission process will be corrected in time at the receiving end. Forward error correction coding 

technology can reduce the need for data packets to be retransmitted, and it performs well in solving 

burst error caused by multipath fading. 

The use of forward error correction makes Lora information transmission more stable. It can correct 

the data that has been destroyed. Although this mechanism adds a part of the cost, it brings longer 
transmission distances and higher transmission stability. Forward error correction mechanism leads 

to a lot of additional overhead in order to improve the accuracy of data transmission. The related data 

tables are shown in Table 2. 

Table 2 Comparisons of coding overhead 

Coding Rate Classification Cyclic coding rate Overhead ratio 

1 4/5 1.25 

2 4/6 1.5 

3 4/7 1.75 

4 4/8 2 

The use of forward error correction mechanism greatly improves the reliability of data. Different CRs 

are selected according to actual needs to ensure the communication quality of link data.   

2.3 Adaptive Data Rate (ADR) Strategy     

Adaptive data rate (ADR) in Lora network is a strategy to change the actual data rate to ensure reliable 

packet transmission, optimize network performance and terminal node capacity scale. For example, 

terminal nodes close to the gateway use higher data rate and lower output power, which can not only 

shorten the transmission time, but also effectively reduce power consumption. Only nodes on the very 

edge of the link budget use the lowest data rate and the highest output power. ADR strategy can adapt 

to the change of network infrastructure and support the change of path loss.[3] In order to maximize 

the battery life and overall network capacity of terminal equipment, Lora network infrastructure 
(gateway, network server) manages the data rate and RF output power of each terminal node through 

ADR. The specific flow chart is shown in Fig.1. 
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Fig. 1 ADR flow chart of terminal node 

According to the key features of Lora technology, Lora is very suitable for Internet of things 
applications that require low power consumption, long distance, large capacity and low transmission 

rate requirements. For example, the data detection system of large port equipment needs a single 

physical quantity to be monitored, which can adapt to the requirements of all-weather operation of 

the equipment throughout the year, covering the whole port coast, etc.                             

3. System framework design 

Lora network architecture is a typical star topology. When long-distance connection is realized, 

terminal nodes and gateway can directly interact with each other, effectively reducing network 

complexity and energy consumption, and extending battery life. Lora network architecture consists 
of four parts: terminal node (built-in Lora module), gateway (or concentrator), network server and 

application server. The overall network structure of the system is shown in Fig.2, mainly including 

PC client, network server, aggregation node and terminal node. 

 

Fig. 2 Structure of the system 
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The terminal nodes are distributed in the main structure of the bridge crane, with built-in vibration 

sensor and Lora RF module. Terminal node and convergence node adopt Lora wireless multi-to-one 

communication mode, which sorts out the structural vibration information collected by the sensor and 
transmits it to the convergence node; in case of serious obstruction, which leads to the failure of 

normal communication between the acquisition node and the convergence node, relay node can be 

added to complete the data transmission from the acquisition node to the convergence node. The 

aggregation node is responsible for receiving and sending the data of the collection node, and 

uploading the data to the network server through the GPRS public network. The network server is 

deployed with database to store and manage the collected data, supervise and manage the network, 

and allocate system resources, such as ADR (adaptive data rate) mechanism. The network server 

connects with the user's PC client through the Internet. The client processes the collected data, 

analyzes the status of the structures of the bridge crane, and transforms them into valuable information 

for the enterprise to access. The system can not only monitor the state data of the bridge crane in real 
time, but also provide alarm under dangerous conditions, so as to improve the level of safety 

production management of the port. 

4. System platform design 

4.1  System network topology design 

Compared with the mesh network, lorawan network architecture is a typical star topology structure, 

which eliminates the synchronization overhead and hops, and has the characteristics of simple 

structure and low power. Therefore, the use of star and chain network in the shore bridge data 

monitoring system can meet the actual needs. Theoretically, a parent node of Lora network can hold 

up to 300K terminal nodes. However, in actual use, more terminal nodes will make the coordinator 

overburdened, resulting in network paralysis or increased bit error rate. Therefore, by setting the 

communication channel of the sx1278 RF module, the Lora network of a region can be divided into 

several networks, which can reduce the cost of communication link. At the same time, the sx1278 RF 

module can monitor the RF air channel online, and use wireless anti-collision and hardware physical 
mechanism to effectively solve the same frequency interference problem of other wireless systems 

around.[4,5] 

4.2 System hardware design 

The main control chip ST32f407IGT6 adopted in this system is a microprocessor based on 32-bit arm 
cortex-m4 architecture, with a maximum operating frequency of 168mhz and a built-in high-speed 

SRAM of 192 + 4KB, which can meet the space requirements of the shore bridge monitoring system. 

At the same time, ST32f407IGT6 includes three low-power operation modes: sleep, stop and standby. 

In the hardware design, the SX1278 RF module is a highly integrated low-power half duplex low-

power wireless data transmission module, which has the characteristics of long transmission distance, 

strong signal penetration, stable data reception and transmission. [6]The acquisition node uses AP35D 

vibration sensor to communicate with the main control chip through RS-485 bus. The hardware 

structure of the system acquisition node is shown in Fig.3. The acquisition node is mainly responsible 

for collecting the data collected by the sensor into the chip, and then the MCU preprocesses the data, 

and finally transmits the data to the aggregation node through the Lora wireless technology of the 

SX1278 RF module. 

The sink node is responsible for the function of wireless network instruction release, data receiving 

and uploading, system detection and management, and its hardware structure is shown in Fig.4. The 

aggregation node receives the vibration data uploaded by the collection node in the area through Lora 

wireless network, and uploads the data to the network server through GPRS network, and at the same 

time issues the command of the server to the Lora network collection node. 
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Fig. 3 Structure diagram of acquisition node 

 

Fig. 4 Structure diagram of convergence node 

4.3 System software design 

This system defines Lora communication protocol. The terminal node encapsulates the transmitted 

content into a frame according to a certain format, and then sends it to the sink node, which parses 
the required content according to the frame format. After that, the task of data transmission is 

delivered to GPRS and completed by TCP / IP protocol. Lora frame format: the destination address 

takes up 2 bytes, and each Lora module is assigned a unique address; the destination channel takes 

up 1 byte, and each Lora module has 32 channels to choose from. FEC forward correction code is a 

kind of redundant information, which can improve the anti-interference ability, and can be used to 

correct code chip at the receiving end. Frame load is the effective information to be transmitted, which 

is composed of 8-bit acceleration signals measured by sensors.[7,8] 

The terminal node runs the program directly, and adopts the cycle mode of standby wake standby to 

reduce the power consumption. After wake-up, the sensor collects the shore bridge data. After 

reaching the predetermined time value, the data is preprocessed, and then uploaded to the aggregation 

node. Otherwise, it will continue to stand by until the next wake-up. The software flow is shown in 

Fig.5. In addition, Lora technology is characterized by low transmission rate, so the system will pre 

process the collected data before sending. 

The sink node also switches between the standby mode and the working mode. When confirming that 

the received data is complete, it sends the reply instruction to the downlink terminal; if the received 

data packet is damaged, it will be discarded. Then the valid data is transmitted to the network server 

through GPRS, so as to cycle. The software flow chart is shown in Fig.6. 
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Fig. 5 Software flow chart of terminal node    Fig. 6 Software flow chart of convergence node 

5. Conclusion 

In the logistics industry, the port container crane is an indispensable and important equipment, for its 

working condition monitoring system need not say much. This system abandons the shortcomings of 

traditional wired sensors, and puts forward the application of Lora as the core wireless communication 

technology in bridge crane data monitoring system. The advantages of Lora technology, such as long 
distance, low power consumption and strong anti-interference, are fully utilized. The simple 

algorithm of data preprocessing is used to avoid the inconvenience of low transmission rate, and at 

the same time, the cost is reduced to a relatively low range. "All things connected" is the development 

trend of the future society. Integration, digitalization, networking and intelligence are also the specific 

directions for enterprises to use science and technology to improve the level of safety production 

management. In the future, Lora technology can be widely used in industrial occasions, with high 

practical value and development prospects. 
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