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Abstract 

As one of the main means of threatening the security of the site, brute-force attacked by the 
administrator all the possible account and password combination to remotely log site 
backstage, tampering or theft of information, the site caused significant losses. This paper 
presents a method of detecting the brute-force attack of the website administrator password 
based on the traffic characteristics. By obtaining the statistical characteristics of the traffic 
flow, the attacking behavior is obvious based on the number of packets requested. The data 
is analyzed and reexamined by the packet characteristics The Experimental results show that 
the method has high accuracy and can identify more than 95% of violent attacks. 
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1. Introduction 

With the development of the Internet, the popularity of a large number of intelligent devices, people's 

lifestyles and habits has undergone great changes, a variety of APP inadvertently penetrate into the 
user's lives in all aspects of a large number of shared information to bring people all aspects of 

convenience, but because of the openness and vulnerability of the network, to bring convenience to 
users at the same time, but also for users to bring a security risk can not be overlooked. In the case of 

a web application, the user stores his personal information in the background of the website, which 
is managed by the administrator. However, the attacker can crack the administrator's password 

through violence, obtain the website user information, cause the user information to leak, Property 
security has had a great impact. 

2. Summary of Domestic and Foreign Research 

In recent years, domestic and foreign experts have put forward a series of brute-force attack site 

background attack detection methods, including the method. In literature, an anomaly detection 
algorithm based on K-Nearest Neighbor algorithm is proposed, which identifies violence by 

comparing historical data with recent data sampling. Document [2] through the penetration test to 
detect whether the site was cracked, the method used to simulate the hacker attacks on the site to 

assess the security. [3] investigated the user in a number of sites to reuse the password caused by 
hackers on the user account password cracking effect. In [4], the concept of a false password is 

proposed. When an attacker tries to log in with a false password, the system issues an alarm. [5] from 
the analysis of HTTP log, the establishment of a normal user behavior model, used to detect network 

attacks. These studies have analyzed or proposed a method of detecting brute-force attacks from 
different perspectives. However, with the development of modern technology, users pay attention to 

privacy, the usually detection methods can not meet the existing security needs.  

In this paper, according to the existing shortcomings of the background detection method of 

background violence, the paper analyzes the attack behavior from the viewpoint of website traffic, 
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that is, proposes a website background violence detection method based on traffic characteristics, 

which can effectively improve its detection rate. 

3. Violence crack flow characteristics selection 

3.1 Packet size characteristics 

In the process of website communication, the general use of http or https protocol for communication, 

and HTTP or https protocol is two different hosts in the form of exchange of messages to complete 
the page request and response. And the data packet is the basic unit of all Internet transmission data. 

Packets store their basic information in the header, including source IP, destination IP, packet size, 
protocol, and so on. Through a large number of experimental data analysis, in the usual network 

communication, the size of the packet is uncertain, but in the brute force attack, the attacker in order 
to speed up the attack process, will continue to try the account password, and the speed was faster 

than ordinary people. In the case of Figure 1, this article simulates a site brute-force attacks. 

 
Fig.1 The number of fluctuations in the process 

As can be seen from Figure 1, normal web access does not result in a large number of packets of the 

same size, because the normal access to the page, because the object is different, so the size of the 
package is not the same. In the process of violent attacks, due to the attacker constantly try to account 

password, continue to send the same request, and the attacker in order to speed up the attack speed, 
the use of scripting software, attack frequency is much faster than normal access, it will appear in a 

short time multiple packet sizes are similar to the case of packets. Analysis of packet size between 
hosts needs to communicate between the host data packets, the steps are as follows: 

Step 1 build the simulation site background login page; 

Step 2 Use the violent attack software to violate the background password of the website; 

Step 3 use the capturing tool to grab the packets flowing through the network card in seconds as pcap 

files 𝑁𝑖 (i = 1, 2, 3 ...); 

Step 4 resolves the five-tuple (source IP address, source port, destination IP address, destination port, 

and application layer protocol) in𝑁𝑖; 

Step 5 to keep 𝑁𝑖 contains useful information packets, the packet grouping, the same source IP to the 
destination IP packet is divided into a group; 

Step 6 calculates the total size𝑇𝑖, the packet number 𝐵𝑖 of the packet of each packet according to the 

packet header information, and calculates the average size of the packets of each packet 𝑡�̅�=𝑇𝑖/𝐵𝑖. 

3.2 Number of packets 

As a result of violent attacks using script software, by analyzing a large number of normal packets 

and abnormal packets, abnormal packets found in the number of packets on a very strong statistical 
law, and normal user site access does not exist such a rule, through statistical data the number of 

packages to analyze the existence of statistical characteristics as a basis for brute-force attack. In this 
paper, the use of Hydra violence crack software to test, and with the normal user data comparison, 

Table 1 is the case of cases of the number of changes in the number of packets.  
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Tab.1 the changes of package 

  

As can be seen from Table 1, in the case of attack, the size of the packet per second because the attack 

protocol varies, but the use of the same attack software packet size will not appear too much volatility. 
And the normal communication, the size of the packet is random changes, and fluctuations are large, 

there is no statistical law. Determine the number of changes in the number of packets first of all, the 
statistical processing of data packets, statistical steps are as follows: 

Step 1 Use the capturing tool to grab the packets flowing through the network card in seconds as pcap 

files 𝑁𝑖 (i = 1, 2, 3 ...); 

Step 2 Resolve the five-tuple (source IP address, source port, destination IP address, destination port, 

and application layer protocol) in 𝑁𝑖; 

Step 3 Keep the packets containing the protocol in 𝑁𝑖, group the packets into packets with the same 
source IP to destination IP packets. 

Step 4 calculates the size of each packet for each packet according to the packet header information, 

divides the packets of the same size into a group, and counts the number𝑀𝑖. 

4. Detection method construction 

4.1 Packet size detection 

From the above analysis, the number of normal packets per second fluctuations, and the number of 

changes per second packet is not regular, but the number of abnormal data packets fluctuates smaller, 
and every second changes in the situation there is a clear statistical law. By calculating the standard 

deviation can determine the size of the data fluctuations, the standard deviation σ is 

 
2

1

1
=

N

i

i

x X
N




                                                      (1) 

Where the number of samples is the mean of the sample, the smaller the standard deviation is, the 

smaller the fluctuation range of the data is. The smaller the σ𝑡 of the set of samples is less than the 

threshold σ𝑇. It can be seen that the smaller the σ, the higher the detection rate, but with the decrease 

of σ, the number of samples increases, which in turn increases the risk of the site being cracked. 
Therefore, you need to find a suitable value to achieve the best results. In this paper, the judgment 

value P=σ2 / 𝑡�̅�  is chosen as the criterion. After the experimental analysis, when P < 0.5, it is 
determined that the brute-force attacks; when 100 < P < 0.5, uncertainty is abnormal, needs to do 

further testing. Through this classification can filter a large number of obvious brute-force attacks, 
reduce the amount of calculation, and speed up the detection process. By detecting the size of the 

packet, it can quickly detect the single-plane violence attack, but because the distributed attack is not 
continuous in time, this method is not high for the distributed attack detection rate, need to do further 

testing. 
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4.2 Number of packets 

From the above analysis, we can see that there is no strong statistical law of the number of 

communication packets between hosts in the normal website communication every second. However, 
in the process of brute-force attack, due to the existence of software script, there are statistical laws, 

Attack type of discontinuity, only by counting the number of packets per second, is not enough to 
determine whether the violence attack. Based on this situation, this paper is counted by the number 

of packets, and the number of packets of the same size of each packet is counted by intercepting 
consecutive packets and grouping them by twice the number. Comparison found that the same size 

of the number of packets is a multiple increase. In other words, you need to count the number of 
packets at least two seconds, and the same size of the number of packets for statistics, you can 

determine whether the background of the site was brute-force attack attack. 

4.3 Detection method to achieve 

According to the above method, we use Python language to achieve detection system of brute-force. 

Change the system can be used to find the page account password single machine brute-force attack 
and distributed brute-force crack behavior. Into the pcap format for the packet, the output is included 

in the violence to crack the IP group. Detection process as shown: 
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Fig.2 Brute-Force Attacks testing flow chart 

5. Experimental results and analysis 

In order to verify the effectiveness of the brute-force attack recognition system, this paper builds a 

simulation page for testing. The experimental environment consists of sixteen PC and a switch, one 
host as the attack server, two hosts as an attacker, the rest for the normal user. Test continued 

communication for 500 minutes, during a total of 30 attacks, for http, https remote login account 
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password violent 10 times, distributed attack 5 times, each attack for 10 minutes, a total attack of 150 

minutes. The test results are shown in the table. 

 
the time determined as attack 

M′ 

The time determined as normal 
L′ 

The length of attack 
M=150min 

146min 4min 

The length of attack 

L=350min 
3min 347min 

Define the performance evaluation criteria of the brute-force attack identification algorithm as 

follows: 
(1) Accuracy 
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(2) False Positive Rate 
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(3) false negative rate 

'

' '

M L

M L M M

T
FNR

T T



 




                                                    (4) 

In the case, 'M MT  the length of the attack is detected correctly; 'L MT  the length of the attack is 

incorrectly determined to include the attack; 'M LT  the length of time that the attack is judged to be 

not included in the attack; 'L LT  the length of the attack is not detected. 

False Positive Rate false negative rate Accuracy 

0.8% 2.7% 98.6% 

After analysis, the test results in three false positives are due to three groups of fluctuations caused 
by a small misjudgment. 

6. Conclusion 

Based on the analysis of a large number of brute-force attacked traffic, this paper summarizes the 

traffic characteristics and description methods that characterize the abnormal data, and put forward 
the method of attack detection based on the flow of the website administrator password and the system 

development and implementation of the detection method. The detection system uses the simulation 
data to extract the traffic data, extracts the traffic characteristics of the data, and realizes the detection 

and judgment of the brute-force attack of the website administrator password. The experimental 
results show that the effectiveness of the method based on the traffic feature detection method can be 

used to identify the background of the Http and https sites, and can obtain high detection accuracy 
and lower error. 
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